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Abstract

The pervasive nature of cyber threats poses a significant 
security challenge to governments, organisations and individual 
users. Cybersecurity in the context of South African armed 
forces has received minimal attention as an emerging threat 
in the 21st century. In terms of Agenda 2063, the South 
African National Defence Force has yet to place cybersecurity 
at the centre of its plan to advance itself as an African cyber 
army. The chapter aims to explore the views and perceptions 
of military officers, which requires a qualitative approach. A 
non-probability purposive sampling technique was used to 
select 13 participants enrolled in a senior officer’s course at a 
South African site where professional military education is 
offered. The views and perceptions of the South African military 
officers were analysed within a securitisation framework. 
Under the guise of Securitisation Theory’s (ST) security 
process of transforming an ordinary threat into the realm of 
politics, rests the central tenant of the speech act. This study 
locates itself within the widened view of ST, which suggests 
that the military officer is a key role player in orchestrating 
a security move through the speech act. Two main findings 
emerged from the individual views on cybersecurity. First, 
not all threats require an emergency response in the context 
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of South African armed forces, alluding to the value placed 
on cyber threats. Second, cyber securitisation is a continuous 
process and does not necessarily take on existential features 
that require an emergency response. The findings showed that 
cybersecurity is an emerging issue in the South African threat 
landscape. The theoretical value placed on ST highlights the 
various dimensions, threat actors and the mechanisms through 
which the speech act is executed. The chapter contributes to the 
existing body of knowledge concerning securitisation theory by 
(1) expanding the contextual boundaries through which security 
threats are viewed, (2) positioning the military officer as a key 
player in the securitisation process, and (3) understanding the 
process of threat elevation in the context of the South African 
National Defence Force (SANDF).

Introduction

Cyber threats have become an international concern for many 
nation-states, and this is due to the transnational nature 
of the consequences emanating from extremely complex, 
malicious software (Bester, 2023). With the ever-changing 
nature of threats and attacks originating from cyberspace, the 
importance has shifted to cybersecurity and its capabilities 
by nation-states due to four reasons: (1) Nation-states are 
increasing their cybersecurity capability to compete with their 
adversaries and nefarious actors (Letho & Henselmann, 2020; 
Gazula, 2017). (2) Cyber threats and attacks have distressing 
consequences for the socio-economic capacity of a country; 
therefore, whatever measures are taken should ensure civil 
society and national security interests are taken into account 
(Hlase, 2018). (3) Nation states advance their cybersecurity 
capabilities to maintain their approach to a modern armed force 
and also for defensive measures to secure their interests from 
cybersecurity threats (Mulazzani & Sarcia, 2011). It is important 
to define cybersecurity at the outset of this chapter, as it may 
provide a background to when the researcher refers to the term 
as a response to threats. Bester (2023:43) defines cybersecurity 
as follows: 
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Cybersecurity is a flexible security process through 
which individuals constantly interact with a technical 
environment in the social context. Cybersecurity is also 
the immersive process through which the human factor 
utilises security software tools in tandem with education, 
training, guidelines, technical knowledge and best 
practices such as awareness training, technical skills, 
and risk assessment. Cybersecurity also requires applying 
knowledge to risk perception and precautionary behaviour 
while being fully aware of physical and cyberspace 
vulnerabilities.

There is a shift in how cyberspace is conceptualised from a 
multidisciplinary view of security (Bester, 2023). Cyberspace 
is considered a new domain of warfare. It demands a new 
approach to understanding the role of security and the position 
of the armed forces in securing this digital domain (United 
States Army Joint Chiefs of Staff, 2018). (4) The human aspect of 
cybersecurity is not void of vulnerabilities; therefore, countries 
and organisations have invested in cyber-awareness to reduce 
the notion of users involuntarily being victims of cybercrime. 
Furthermore, with the increasing threat rate, it is evident that 
there is more focus on creating cybersecurity awareness among 
cyberspace users. Thus, it is argued that there is a growing 
dialogue internationally and locally on cybersecurity, which 
positions cyber threats at the centre of security agendas. In this 
way, the logic of security travels to new and emerging domains 
is highlighted; thus, ST is an applicable framework to explore 
emerging threats in social landscapes (Philipsen, 2018). 

Cyberspace has increased the vulnerability of users’ data 
and advanced the level of dependence on technology. This is 
due to the increasing trend of internet-connected device use. 
Furthermore, this level of vulnerability impacts data housed 
in government organisations and may even increase the 
likelihood of cyber threats if no adequate security measures 
are implemented. Therefore, with the increase in use, the 
organisation or entity responsible for user data must ensure that 
precautionary measures are employed against cyber threats and 
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potential attacks (Toch, Bettini, Shmueli, Radaelli, Lanzi, Riboni 
& Lepri, 2018). The storage of volumes of data in organisations 
also exposes the organisations to threats such as data breaches 
and privacy concerns, which ultimately places user information 
and sensitive organisational information at risk (Toch et al., 
2018). 

Zukic (2020) highlights that advancing the cybersecurity 
knowledge of military members is essential as the space 
is evolving, which also results in an ever-changing threat 
landscape, thus posing a significant threat to national security 
and human security in cyberspace. Bester (2023) contends that 
the armed forces have a complex relationship with cyberspace 
and emerging technology, which can be likened to a double-
edged sword. It is argued that cyberspace is continuously being 
integrated into the function of the armed forces, especially 
with the employment of operational and strategic military 
activities where intelligence gathering, surveillance systems 
and reconnaissance activities are carried out (Sayler, 2020). 
According to Martin (2020), technology and cyberspace have 
the potential to amplify forces, yet they also present security 
risks to personnel. Adding to the importance of the human 
being at the centre of cybersecurity, one may argue that there 
is an expectation that the armed forces context is the primary 
actor within a security cluster that is responsible for advancing 
national cybersecurity and protecting the cyber sovereignty of 
the state (Kolton, 2017). 

This chapter takes the positionality of securitisation 
theory (ST) to understand how cybersecurity threats are 
understood among senior South African National Defence Force 
(SANDF) military officers. Furthermore, this chapter aims to 
explore cyber threats as emerging security challenges within the 
SANDF. Ultimately, this chapter contributes to research on new 
conceptualisations of security by focusing on cyber threats and 
using ST as a theoretical guide in positioning how this new and 
emerging threat is framed. 
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What is Securitisation Theory? 

It is argued that ST focuses on elements associated with war and 
conflict, particularly when viewing the securitisation procedure 
as successful. This level of success may not necessarily imply 
that all facets of the theory were “ticked on the list;” it 
indicates the resolution of addressing existential threats that 
were resolved using an extraordinary measure (Lucke, 2016). To 
describe ST, the constituent elements of its definition must be 
identified. The definition of ST is as follows:

The discursive process through which an intersubjective 
understanding is constructed within a political community to 
treat something as an existential threat to a valued referent 
object and to enable a call for urgent and exceptional measures 
to deal with the threat (Buzan & Waever, 2003:491).

In their definition, Buzan and Waever (2003) suggest 
that there is movement in understanding and communicating 
threats. The definition posed echoes the process where an 
issue moves from the political realm and transforms into an 
existential threat. This transformation of the threat is done by 
the securitising actor, which enforces the value and importance 
of the threat to an audience that may or may not agree with 
the threatened object of reference. Bester (2023) notes that an 
existential threat may threaten the survival of a referent object. 
However, Philipsen (2018) cautions that not all threats can be 
classified as existential or demand an emergency response. 

Dos Santos (2018) considers the role of the state an 
important facet of the securitisation process, and its role is 
central to its emphasis on how domestic and international 
issues are threatened and addressed by its existential measures 
(Bote, 2019; Egloff & Cavelty, 2021). Eroukhmanoff (2018) 
adds that ST offers a rational process through which security 
procedures are announced and elevated to deal with existential 
threats. The chapter suggests that ST’s linear process may not 
apply in non-Western contexts when considering cybersecurity 
threats. The researcher puts forth that in the context of SA, the 
securitising actors (the state and an authorised representative) 
have acknowledged cyber threats as threatening the national 
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security interests of the state and civil society, thus ultimately 
challenging SA’s position on establishing cyberspace sovereignty 
(Republic of South Africa, 2018).

Philipsen (2018) notes that the traditional notion of ST 
can be challenged by the idea of who may speak of security. 
Traditionally, ST emphasises that actors in positions of authority 
are a pre-condition for speaking of security and possibly 
proclaiming the significance of the threat. Instead, Philipsen 
(2018) argues that speaking of security should be the primary 
condition under which authority is exercised. Egloff and Cavelty 
(2021) argue that ST considers constructing policies linked 
to security agendas. Therefore, a threat might be classified as 
objective and even, to a certain extent, described as existential. 
However, the securitisation process’s success is achieved 
when threats are established and presented successfully in the 
political domain (Buzan, Waever, & De Wilde, 1998).

In terms of politics, the Copenhagen School (CS) first 
considered public issues to be politicised, after which they were 
securitised (Hama, 2017). Based on this view, securitisation 
is elevating political issues beyond normal political practices 
designed to respond to security threats and vulnerabilities 
(Hama, 2017). Egloff and Cavelty (2021) assert that ST is 
grounded in the speech act theory, which purports that the 
use of language can be a performative act. Security speech acts 
containing performative power can reconstruct and change 
social reality. This might impact how security is described 
within social and political contexts. Additionally, the security 
utterances made by the securitising actors may influence the 
response to certain threats (Stritzel, 2007). It is important to 
note that the ST process is understood in its sequential format.

Based on the information in Figure 11.1, it is evident 
that securitisation follows a logical process where security 
measures are introduced and elevated to deal with existential 
threats (Eroukhmanoff, 2018). It can be argued that the linear 
progression of ST might not be applicable in some contexts. 
Within the context of the SANDF, the securitising actor (the 
state and authorised representative), in this case, lends itself 
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to the activity where the Minister of Defence openly declares 
cyber threats and attacks a security challenge for security 
clusters in the nation-state. The SA Minister of Defence also 
acknowledges that cyber threats impact national security 
interests, highlighting the human element as a potential actor 
that may challenge cyber sovereignty at risk (Republic of South 
Africa, 2018). Therefore, the state and the human element are 
considered referent objects worth protecting through security 
measures. It is worth noting that the new SA Minister of Defence 
indicated in the budget speech debate on the Defence Vote 
2022/2023 (Republic of South Africa, 2022) that cybersecurity is 
one of the SANDF’s chief defence concerns by highlighting the 
following: “... protecting South Africa’s intangible sovereignty 
through support to the National Cyber Resilience Initiative and 
ensuring Defence Digital Protection” (Republic of South Africa, 
2022, par. 44). 

Figure 11.1:	 The logical flow of the securitisation process

Within the social context, the politician-state-centred view 
of the ST may be countered by a new way of thinking that 



284

Security-Development Nexus in Africa

questions this monopoly on an issue carrying the label of 
being securitised when the state as an organ of power must 
proclaim a specific issue to be a realistic threat to its citizens 
so that adequate measures can be taken to counteract or 
mitigate the threat. Philipsen (2018) notes that the traditional 
notion of ST can be challenged by the idea of who may speak of 
security. Traditionally, ST emphasises that actors in positions 
of authority are a pre-condition for speaking of security and 
possibly proclaiming the significance of the threat. Instead, 
Philipsen (2018) suggests that speaking of security should be 
the condition of authority. 

Buzan and Waever (2003) define the securitisation process 
as the transition of an ordinary security issue progressing to a 
level where the securitising actor classifies it (the security issue) 
as an existential threat. The existential threat can be narrowly 
defined as the threat to survival (May et al., 1958). However, 
Philipsen (2018) cautions that not all identified threats might 
be classified as existential or require an emergency response. 
Furthermore, Van Ooijen (2020) believes that the threat 
response through emergency measures and the verbalisation 
of threats by the securitising actor is measurable by scale. This 
may typically be performed by the rate of execution of measures 
and how well the audience responds to the value placed on the 
referent object. However, it is noted that this measurement may 
not be applicable in all contexts as the sequential nature of ST 
may not occur in a rigid fashion. Philipsen (2018) indicates that 
security iterations develop over time and that the securitisation 
process may not necessarily be the same across all contexts as 
new meanings are added systematically. This impacts the way 
securitisation is carried out in different contexts. 

The positioning of ST and its relevance to cyber 
threats 

This chapter positions itself within the security studies discipline 
and explores cybersecurity as a new emerging threat within the 
South African armed forces context. By applying social network 
theory, one can recognise how cyber threats are communicated 
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to South African military officers and understand the response 
patterns to threats and attacks emerging from a digital 
landscape. This section of the chapter engages with the often-
overlooked actors within the security process, such as the South 
African military officer. The traditional perspective of ST is that 
the state is the central element in the securitisation process 
(Buzan & Waever, 2003). ST entails the subjective process of 
managing and understanding elevated security threats against a 
recognised object of reference (Bester, 2023). ST highlights the 
process of framing a threat as existential, therefore demanding 
an extraordinary response. Once the threat has been identified 
in the political realm, it is escalated by the securitising actor to 
a point that requires extraordinary responses through security 
mechanisms. Herein rests the focal point of the theory. 

Aydindag (2021) puts forth that after the threat has 
been identified and communicated by a securitising actor, a 
call is issued in the political community to enable exceptional 
measures relating ST to cyber threats. The South African 
Government has advanced the narrative regarding cyber threats 
and attacks by developing its defensive measures and creating 
a cyber command within its military. Furthermore, the nation-
state is also developing its national legislation framework 
on cybersecurity by employing the National Cybersecurity 
Policy Framework (Republic of South Africa, 2015) and the 
Cybercrimes Bill (Republic of South Africa, 2019). These two 
legislative frameworks indicate the advancement SA has made 
in addressing cybersecurity threats. However, the slow-paced 
ratification of these policies is not necessarily in line with the 
advancement and complexities of cyber threats (van Niekerk, 
2017). 

Importance of the human element 

The SANDF serves in a democratic dispensation and is subject 
to the state’s civil authorities (Janse van Rensburg, 2019). 
It is worth noting that civil control of the military denotes 
the hierarchical nature of armed forces, which serve the 
executive branch of the state (Aldis & Drent, 2008). The 
SANDF is an important element in the pursuit of establishing 
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national security. Van’t Wout (2019) argues that the capability 
of an armed force is only as good as the human capital 
being continuously developed and recruited. Additionally, 
cybersecurity training and awareness creation are crucial for 
equipping the human element with the necessary security 
behaviour and knowledge to effectively counteract threats in a 
digital space. 

Four central reasons exist in support of why the human 
element is considered the weakest link in the cybersecurity 
chain, and they are: (1) Deception and exploitation of the 
human element by nefarious actors may result in sensitive 
organisational information being disclosed (Zwilling, Klien, 
Lesjak, Wiechetek, Cetin & Basim, 2020; Rauf, 2019). Thus, when 
linking it to the context of the armed forces, it might be possible 
for military members to be psychologically targeted to disclose 
restricted information about strategic activities. (2) The internet 
is integrated into everyday life, especially with mobile devices. 
Therefore, the connection between organisational and personal 
information being shared on convenient communication 
platforms, such as social media platforms, may pose a security 
risk to the online security credibility of the organisation and 
may compromise the military members’ devices (Ani, He & 
Tiwari, 2019). (3) The role of the voluntary and involuntary 
points of access in organisational network systems, through the 
actions of the human element, may lend itself to the notion that 
the military member might be vulnerable to being a medium 
through which malicious software is passed (McMahon, 2020; 
Rauf, 2019). (4) The online security behaviour and the protocol 
used for responding to threats might be influenced by individual 
levels of security awareness (Zwilling et al., 2020). 

The South African military officer is closely integrated 
into the civilian domain and functions within the broader armed 
forces community. The military member is allocated specific 
security mandates and responsibilities. This duality is mainly 
linked to the notion that cyberspace is ephemeral and the threats 
originating from this space may target anyone. The researcher 
adds that this view lends itself to the argument that the human 
element is vulnerable and may act as a security challenge for 
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the SANDF and the sovereignty of the nation state. Furthermore, 
cyber threats are unconventional and necessitate that the armed 
forces context and human capital adapt to the challenges the 
cyber domain offers, as the adversary is often unseen. 

The role of the speech act in cyber securitisation 

The previous section of the chapter emphasised the role of 
the human element and its position with ST. This section of 
the chapter offers a brief discussion on the role of the speech 
act in ST. An emergency measure is actioned based on the 
seriousness of the security threat. This statement aligns with 
the view that security is performative; in other words, to speak 
security, one must do security. It is worth noting that the SA 
military officer takes on a performative stance within the ST 
process (Bester, 2024). The SA military officer may also be 
in a vulnerable position and be susceptible to cyber threats. 
These military members may also be impacted by the deployed 
security responses. The coordination of cybersecurity efforts in 
the nation state has become the responsibility of the SANDF, as 
noted by the National Cybersecurity Policy Framework (Republic 
of South Africa, 2015a). One may put forth that the acting of 
security and speech acts that were performed by various actors 
beyond the military elevated the importance of cyber threats. 
Consequently, the SANDF is becoming a key actor responsible 
for maintaining cyber defence. This responsibility allows the 
military officer to enter the practice of security. Floyd (2020) 
highlights that ST is not a once-off event but rather a political 
process where issues are transformed into security threats 
over a period of time. Floyd (2020) suggests that the process 
of securitisation commences with the securitising actor, who 
engages in a speech act or makes a securitising move. The 
speech aims to announce a referent object being vulnerable to 
a threat (Floyd, 2020). This is followed by the audience, who 
must agree with the speech being verbalised and the securitising 
move. Once the audience accepts the narrative, the deployment 
of an emergency response is required to manage the perceived 
threat (Floyd, 2020). When linking this to cyber threats and 
attacks, the discourse regarding the severity of the attacks 



288

Security-Development Nexus in Africa

increases the coordination process, ensuring accountability and 
maintaining cyber defence measures. These acts of ensuring 
cybersecurity connect with the notion that the SA military 
officer speaks due to the political elite engaging in the speech 
act and the security incidents that have transpired. 

Methodology 

This section of the chapter explores the methodological 
considerations of this particular study. The methodology section 
explores the research design, sampling descriptions, and data 
collection process. The data analysis is also briefly covered in 
this section of the chapter. 

Research design 

This study utilised an interpretivist approach to explore the 
perceptions of cybersecurity within the SANDF. The study 
used a cross-sectional design. The cross-sectional design is 
employed within research studies to explore a phenomenon 
at a particular time (Setia, 2016). In this study, the researcher 
explores the role of ST within the SANDF by specifically focusing 
on the perceptions of cybersecurity and how threats are framed. 
Furthermore, the recruited participants were recruited using 
a non-probability sampling method. Homogenous purposive 
sampling, a non-probability method, was used to obtain key 
information regarding security orientation from participants 
(Creswell, 2007). Homogenous purposive sampling is a 
technique that seeks to attain participants who have common 
sampling traits and experiences (Laerd Dissertation, 2012). All 
participants in this study served in the military and were of 
senior rank. It is important to note that ethical standards were 
maintained throughout the study. 

Sample size and research participants

The researcher recruited participants located at the South 
African National Defence College (SANDC), which is a site 
where professional military training is offered. The SANDC is 
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a military training institution where senior military officers 
undergo professional training for promotional purposes (Bester, 
2023). Biographical factors such as age and gender were not 
considered as these factors were not essential for this study’s 
aims and objectives. Due to a sampling limitation associated 
with the military officers’ academic obligations, the researcher 
could, ultimately, only recruit 13 participants.

Data collection and data analysis 

The data collection approach used in this study was qualitative, 
which was employed to obtain perceptions of cybersecurity in 
the context of the armed forces. The researcher conducted 13 
semi-structured interviews to extract views on (1) cybersecurity 
orientation, (2) cybersecurity training, (3) the organisation’s 
approach to cybersecurity and (4) security culture. A set of 
pre-determined questions were designed for the interviews. 
The questions focused on aspects related to how threats 
are constructed in the armed forces context, the level of 
importance placed on cybersecurity in the SANDF context and 
the narrative associated with cyber threats in the organisation. 
The 13 senior military officers were purposively selected, and 
all semi-structured interviews were conducted at the SANDC. 
The interviews offered a bird’s-eye view of the qualitative 
features of how threats are constructed and elevated to a point 
of importance among South African military officers. Qualitative 
Content Analysis (CA) was used to analyse the data received 
from the 13 interview transcripts. Qualitative CA is a type of 
analysis that explores the written, verbal and visual messages 
from the social world (Bester, 2023). Krippendorff (2004:18) 
describes CA as “a research technique for making replicable and 
valid inferences from texts to the contexts of their use.”

Themes

Three main themes emerged from the data analysis: (1) 
awareness and knowledge of cyberspace and its connected 
dangers; (2) culture of digital security among officers; and (3) 
perception as an important aspect for senior military officers. 
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This section of the chapter explores the qualitative narratives 
regarding how military officers construct cyber threats and 
considers the importance of cybersecurity. 

Theme 1: Awareness and knowledge of cyberspace and its 
connected dangers 

The theme ‘awareness and knowledge of cyberspace and its 
connected dangers’ speaks to the notion that military officers 
need to be acquainted with cyberspace and cyber threats. The 
theme also focused on the level of awareness military officers 
have pertaining to the potential implications of cyber threats 
in the workplace. Sohrabi and Von Solms (2016) highlight that 
when individuals accumulate experiences, these contribute 
to their knowledge of events. In the context of this theme, 
awareness and knowledge related to cyberspace also refer to 
the participants’ level of familiarity with cyberspace, which 
might be linked to how well they respond to security threats. 
Thus, the focus should shift to the skills and the capacity to 
prevent, manage, and alleviate the risk of exposing sensitive 
data (Ashenden, 2008). The purpose of this theme links to 
the participant’s awareness of the threats in cyberspace and 
indicates that they were equally cognisant of the practices that 
went hand in hand with remaining active in cyberspace. This 
outlook was, for example, corroborated by Participant 2, who 
argued:

I believe that the organisation should employ 
cybersecurity policy more strongly. If there is a 
presentation during the Officer Commanding period once 
a month, to indicate that there were seven violations on 
social media and counter-M should look at this to create 
that awareness on rules and order within cyberspace 
(Participant 2, senior military officer).

When analysing the extracted narrative produced by Participant 
2, it became clear that the senior military officer was referring 
to violations within cyberspace and highlighting that the 
organisation should be more active in enforcing policies and 
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directives, which linked up with creating awareness of cyber 
threats. From an ST perspective, it is clear that elevating the 
threat has been identified. However, enforcing policies as a 
security measure has not yet been performed or accepted. This 
also highlights the argument that securitisation may occur 
over a long period, and not all actors and processes may occur 
logically.

Theme 2: Culture of digital security among officers

The theme addresses the culture of digital security among 
military officers. Cybersecurity awareness emerged as 
an important factor in constructing a digital-orientated 
organisation. The notion of a digital culture being linked to 
online awareness was evident from the narratives of Participant 
1. This narrative described urgency relating to cybersecurity 
awareness as a challenge in the SANDF. In addition, urgency 
as a challenge was revealed specifically during the coding 
process, as the narratives indicated that there was a need 
for the organisation to improve and accelerate addressing 
cybersecurity. The relevant narratives of participants in this 
respect are captured in the following extracts:

There is no level of awareness culture in the SANDF 
concerning cybersecurity. I would score cybersecurity it as 
a 4 out of 10, which is at its worst, because the majority 
of officers save DOD information on their personal USB 
sticks or email it to their personal accounts and do not 
worry about whether their emails are hacked (Participant 
1, senior military officer).

The culture of digital security in the excerpt above showed that 
the participant considered the cybersecurity efforts made by the 
SANDF concerning. The application of security behaviour is also 
coming into question, as extremely limited information sharing 
practices were actively applied, thus reflecting how well digital 
technology is integrated into the everyday operational activities 
within the organisation.
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Theme 3: Perception as an important aspect for senior military 
officers

The theme focused on perception and how military members 
felt about cybersecurity efforts made by the SANDF. Perception 
is an important factor in predicting reactions to certain events 
and a reflection on the behavioural response exhibited (Saban, 
Rau & Wood, 2021). It can be argued that there is a link between 
the security perceptions of users and the level of awareness that 
is displayed. When the perception of cybersecurity is low, the 
activity to secure information decreases. Thus, the researcher 
indicates that perception of cyber threats and attacks may have 
a role to play when employing security protocols. Furthermore, 
perceptions of certain issues in organisations may impact 
how employees respond to certain events. In addition, this 
perception may also infer to how employees respond to change, 
roles and developing social identities (Saban et al., 2021). 

Currently, yes, uhm, I don’t think there is good control 
over it. There are people posting on the DOD web and 
there’s undisciplined comments being made and stuff. So, 
I think it can be a big threat in general, and I do believe 
that most people are not very secure (d). We know about 
the dangers, but I don’t think we are doing enough. I have 
the ability to access my phone and laptop with my thumb 
scanner, but now I am thinking I should have actually 
applied it and I haven’t (Participant 2, senior military 
officer).

When analysing the qualitative extract from Participant 2, it is 
clear that there is extremely limited control over the information 
being shared on media sites. This view extends to the point 
where the senior military officer has little trust in fellow military 
members concerning security behaviour. Furthermore, it is also 
clear from the extract that security behaviour is not actively 
applied, and directives are not adhered to as military members 
post carelessly. Although the military officer is aware of the 
threat information, certain guidelines and best practices are 
not consistently followed in their application and employment. 
This view also extends to the ST, where the essence is that a 
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response needs to follow from threat verbalisation (speech-
act). Therefore, speaking security and doing security, in this 
case, may not necessarily be applicable. However, the researcher 
adds that not all threats require an emergency response and for 
this reason, the haphazard application of guidelines and best 
practices might be sufficient, as the threat does not constitute 
an emergency measure. 

Discussion 

The discussion of this chapter starts with the statement that 
securitisation may take place over a long period and may or may 
not complete this process in some contexts (Bester, 2024). It 
is important to note that, historically, institutionalised security 
actors such as political institutions and military establishments 
may have more claim to ST than new actors entering the 
securitisation space. However, newer securitising actors may 
also challenge the established conceptualisations of security. 
The traditional view is that the armed forces are utilised to 
secure the interest of the state. It is often the state that may 
utilise the military as a response to a threat. This chapter 
included cyber threats as an emerging conceptualisation of ST. 
The newer or emerging conceptualisation of ST invites newer 
actors to challenge the current nuances about security and may 
challenge the status quo. It is important to note that not all 
facets of ST may be suitable in the context of cyber threats in 
the context of SA armed forces. This is because the researcher 
explored cybersecurity at the individual level and did not opt to 
view the elevation of cyber threats at a macro level, where the 
state and its actors are primary drivers for threat elevation and 
the deployment of security responses.

It is clear from the qualitative excerpts that the SANDF 
acknowledges that cyber threats are a serious security challenge. 
Furthermore, the participants also indicate that the perceptions 
of senior SA military officers of cybersecurity play an important 
part in how organisations view and respond to threats. It is 
worth stressing that the referent object in the case of ST takes 
on dual roles: (1) the SANDF as an organisation within the 
SA security cluster and (2) the senior military officer as the 
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human element. The reason for this duality is that the SANDF 
is an important actor within the SA security cluster, which is 
primarily responsible for maintaining national security and 
performing strategic operational activities that align itself to 
coordinating cybersecurity in the nation state (Van der Waag-
Cowling, 2017; Republic of South Africa, 2015). Philipsen (2018) 
indicates that security actors must perform and speak security. 
The importance of the SA military officer takes on two positions 
in the securitisation process: (1) the senior SA military officer 
is accountable for the implementation of security measures as 
instructed by the organisation; (2) the senior SA military officer 
must announce cyber threats as a security challenge for the 
organisation and NS, and that emergency measures need to be 
implemented. The senior SA military officer takes on a very 
influential position, especially since senior ranking officers can 
inform decision-making and implement the directives used 
in the organisation to address security issues. The military 
officer generally takes on a role where they are accountable for 
executing plans and operations. This position corresponds with 
the concept of the securitising actor, which actively identifies 
and articulates the threat along with its associated risks. It is 
worth noting that the securitising actor does not necessarily 
have to be associated with the political elite or more influential 
decision makers. Philipsen (2018) indicates that new actors 
may intervene and challenge the traditional conceptualisations 
of security. However, these newer actors may still rely on 
established views of security. 

Philipsen (2018) notes that to speak about security, 
one must capture the reality of the threat. The senior SA 
military officers indicated in their narratives that the threat 
of cyber-attacks is challenging and that they apply security 
behaviour. However, there is a dissonance in their perception 
of the elevation of cyber threats and the emergency response 
employed. The researcher notes that the element of power 
might be one of the deciding factors when distinguishing 
anyone to become a securitising actor. However, it is worth 
indicating that historically institutionalised actors are more 
established than emerging actors attempting to enter the 
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securitisation process. These historically institutionalised actors 
have power in the speech act, and their claim on legitimising 
threats is more accepted than newer actors. Furthermore, there 
are many referent objects that need to be protected through 
emergency responses. The researcher argues that while the state 
might be considered the referent object under the traditional 
perspective of ST due to its national interests and sovereignty, 
it is imperative to note that other referent objects may also 
require attention (Hirsch Ballin, Dijstelbloem & De Goede, 
2020). Thus, the researcher believes that in the context of the 
SANDF and cybersecurity, additional layers of referent objects 
require survival. Due to cybersecurity being ephemeral and 
being integrated into people’s daily lives, one cannot be fixed 
on the premise that cyber threats (non-traditional) may only 
threaten the state and its sovereignty. Newer actors entering the 
security debate may challenge existing elements of “what” and 
“who” constitute a referent object other than the state (Bester, 
2023). 

Conclusion 

Cyber threats in the South African context are pervasive 
and challenges cyber sovereignty. The findings suggest that 
perceptions of cyber threats are important as they establish 
the legitimacy of securitisation. The result of the securitisation 
of cyber threats is cybersecurity. Cybersecurity does not just 
constitute the process of employing technical capabilities, 
it also includes applying best practices and guidelines. 
Education and training as an emergency response to threats 
should be ongoing and with the perspective that securitisation 
may occur over a prolonged period. ST denotes the process 
through which a normal threat transitions from the ordinary 
to existential, therefore acting as a threat to an individual’s 
safety. Cyber threats have no boundaries, and their impact is 
often felt offline. Thus, the voice of the human factor remains 
an important element in the widened approach to ST, as it 
provides an alternative view of security conceptualisations. This 
chapter positioned cybersecurity within the wider ST security 
debate by arguing that SA senior military officers are valuable 
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actors within the securitisation process. The perceptions of 
cybersecurity prove to be a crucial factor when ascertaining the 
current process of how cyber threats are elevated and responded 
to. The perceptions of SA military officers also provided a 
snapshot into how cybersecurity, as a response to threats, is 
approached by the SANDF. However, in terms of the notion that 
threats need to be responded to rapidly, cybersecurity in the 
SANDF context has yet to be allocated a status that deems it 
fit as an emergency response to the rising threat level in the 
broader societal context. The chapter concludes by stressing 
that while cybersecurity is a non-traditional threat, the manner 
in which the securitising actor speaks and responds is in a 
peculiar position, which reflects the disconnect between the 
perceived impact of the threat and the actual resources allocated 
to indicate its level of importance. 
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