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				Foreword

				When the rhythm of the music changes, the dance step must change also

				Tony J. Mays 

				Director: EducationCommonwealth of Learning  Burnaby, Canada

				Introduction

				When Prof (Professor) Geesje van den Berg first informed me that they were working on a book about AI in education, I was thrilled, as discussions surrounding technological innovation are often dominated by the discourse of the Global North, meaning that the voices from the developing economies of the Global South are insufficiently represented. When she later invited me to contribute a foreword, I felt both honoured and intrigued to be considered, as there are many individuals undertaking pioneering work in this field who might offer a more unique perspective. However, Prof Van den Berg and I have known each other for many years, having collaborated at UNISA on an interim educator qualification called the National Professional Diploma in Education, and subsequently on a Master’s programme in open and distance learning (ODL), as well as having contributed to the same textbook on Curriculum Studies. Therefore, I was confident that the new publication would be something to eagerly anticipate.

				I also have a longstanding interest in the use of technology, particularly, though not exclusively, in the provision of ODL. As noted in a recent keynote presentation for UNISA (Mays 2024a) several years ago, I worked with a large group of out-of-school youths aged around 23 who had completed their matriculation but were unable to pass a standard industry mathematics test required for entry-level employment opportunities. We needed 
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				a responsive online platform to motivate these learners to re-engage with mathematics at approximately a Grade 6 level. We opted for Khan Academy, which was already utilising a form of AI (artificial intelligence). Students worked through activities and earned badges for motivation. A dashboard displayed their progress, showing how each small achievement contributed to completing the overall programme. Within minutes, each student was following a slightly different trajectory through the subject content in a manner that would have been difficult for a lone educator in a physical classroom using printed textbooks to replicate (there were more than 100 students in the group). Furthermore, the backend tutor functionality allowed me, as their chosen tutor, to monitor their progress and provide additional personalised feedback as needed. Most of the time, only a small percentage of students required this personalised human engagement. I was very impressed by how the technology enabled me to offer more tailored support.

				Now that I am Director of the Education Sector at the COL (Commonwealth of Learning), that interest in technology continues. I believe that the COL has a key role to play in supporting the development and dissemination of useful knowledge in an open way to address practical, theoretical, and policy issues in the use of technology in education provision generally and with the evolving possibilities of Gen-AI (generative artificial intelligence) in particular. For example, as reported in our news stories, the COL recently collaborated with the National University of Samoa to use Gen-AI to develop a virtual tutor, able to answer most recurring questions about the Moodle platform being used (COL 2023). Subsequently, the COL worked with the University of the South Pacific to successfully enhance its Semester Zero induction programme, using similar technology to address both learning management systems and content queries (COL 2024). Learning from these experiences, COL recently inaugurated a collaborative project called ‘Teacher-in-the-Loop,’ in which several of our initiatives work together to use Gen-AI to help educators develop OER (open educational resources) for STEM (Science, Technology, Engineering, and Mathematics) and TVET (technical and vocational education and training) subjects, 
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				which is not only scientifically accurate but also actively seeks to pre-empt any possible biases, particularly in terms of gender equity. A key proposition of this ongoing project is that although Gen-AI is the tool, the educator makes the final decision on what to use and how. 

				The COL also recently published the results of a survey indicating that more support was needed for policy development in relation to AI deployment (Paskevicius 2024) – a need which was confirmed by other research (Linderoth, Hultén, & Stenliden 2024; Ratten & Jones 2023) – and followed up on the findings of this report by developing policy guidelines (Mohamed & Mishra 2024). So, our interests are aligned.

				In the balance of this foreword, I want to reflect a little on the notion of human intelligence, the evolving field of AI, and some of the practical implications for teaching and learning, and then use these reflections as lenses for my initial engagement with this exciting new publication.

				Reflection on Intelligence

				The African proverb that heads this foreword offers a pragmatic insight into how to deal with change. This seems like a good starting point because, at least to my mind, change seems central to the concept of intelligence, whether reactive or proactive. Moreover, a publication focused on ‘artificial’ intelligence presupposes a contrast with ‘non-artificial,’ presumably human intelligence. Sternberg (2024), writing for the Encyclopedia Brittanica, offers the following definition: ‘[H]uman intelligence, mental quality that consists of the abilities to learn from experience, adapt to new situations, understand and handle abstract concepts, and use knowledge to manipulate one’s environment.’

				Sternberg notes that there are various theories about the nature of human intelligence and identifies the following core groups, among others: Psychometric, cognitive, cognitive-contextual, biological, and hemispheric. He also observes that our intelligence/s may change over time. We do not have space to explore all these perspectives here, but it seems useful to include 
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				a short reflection to help explain the complexity. Human beings access information and experiences through their senses, so it is important for us to ask questions like, ‘Did I really see what I thought I saw?,’ ‘Did I really hear what I thought I heard?’ and so on. Once we have clarity on these questions, we tend to have an emotional response, for example, ‘I don’t like that, so I won’t engage further,’ while a more intelligent response might be, ‘I don’t like that; why do I not like it? What can I learn by trying to understand my dislike?’

				In a similar vein, human beings live in a cultural context and might react to information or an experience by not wanting to engage further because what is said or done and by whom run counter to their own cultural norms. However, they might learn something by consciously examining their own norms and comparing them with those of others. Once we have passed through these initial filters, we might bring to bear our reasoning and logic to examine the information or experience in a critical way to understand it better, and then once we have a better understanding, we will likely evaluate that understanding from the perspective of our own worldview. The point being made is that human beings engage with the world in a multi-faceted way. They also make many daily decisions which are not necessarily based on logic or on an analysis of huge datasets and, in fact, human beings often infer meaning and make decisions based on very limited data. Moreover, human beings make connections between data, ideas, and phenomena that are sometimes not obviously connected at all and often also disparate in form. In addition, we have a strong propensity to imagine that which does not exist, or at least not yet in some cases; so authors like Jules Verne, Isaac Asimov, and Arther Clarke were able to write novels about journeys to the bottom of the sea or to the moon, and about robots and earth satellites, even before such things became possible technologically. Human intelligence (or intelligences) is therefore a complex field, but is the key counterpoint to the current focus on AI.
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				The evolving field of Artificial Intelligence

				Oxford Languages (2024) defines AI as ‘the theory and development of computer systems able to perform tasks that normally require human intelligence, such as visual perception, speech recognition, decision-making, and translation between languages.’ Although the concept of non-human intelligence can be found in ancient mythology and in a sense, began to seem practicable near the start of the industrial era with the invention of machines like Babbage’s difference engine, Scott (2024) observes that what we now refer to as AI has been around for a long time even in the modern era, with a focus on ‘programmed learning’ in the 1960s and 1970s, which advanced in the 1980s and 1990s into basic personalisation, the development of more adaptive virtual systems in the 2000s, and the more recent LLMs (large language models) revolution which has paved the way for virtual tutoring, chatbots for teletutoring, personalised learning content, automated grading, and automated administrative tasks. As with any new technology, there are potential opportunities, potential risks, and the need for experimentation and discourse (Baidoo-Anu & Owusu Ansah 2023). We also need to learn how best to use the evolving affordances of the technology, including gaining a nuanced understanding of its strengths and weaknesses in different contexts (Bozkurt & Sharma 2023; Cooper 2023; Du, Sun, Jiang, Atiquil Islam, & Gu 2024; Smolansky, Cram, Raduescu, Zeivots, Huber, & Kizilcec 2023).

				As Denny, Gulwani, Heffernan, Käser, Moore, Rafferty, and Singla (2024) observe, the appropriate use of AI in an education context requires technical expertise, experience of working with students, and knowing how to deploy technology at scale. It will impact how we teach, design a curriculum, manage assessment, work with OER, and manage tensions such as between homogenisation, creativity, and the personalised/individualised. It will allow personalised, real-time feedback and create more time for human facilitation, but it also raises concerns about data privacy, algorithmic bias, academic integrity, and the need for substantially more educator training (Eke 2023; Nikolic, Daniel, Haque, Belkina, Hassan, & Grundy 2023; OER Africa 2023; Onesi-Ozigagun, Ololade, Eyo-Udo, & Ogundipe 2024).
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				In the most recent (7th) edition of their research on AI, Perrault and Clark (2024) conclude that AI beats humans on some tasks, but not all, that it can make workers more productive and lead to higher quality work, and also that it can accelerate scientific progress. However, they note the lack of robust and standardised evaluations for LLM responsibility and observe that as people become more aware of what AI can do, they also become more concerned about the implications. This would include concerns related to ethics, curriculum design, continuous learning, and industry alignment, among others (Abulibdeh, Zaidan, & Abulibdeh 2024).

				Williamson (2024) observes that while we cannot anticipate all future risks, we know from our past experience that the deployment of new technologies is not a linear process. We therefore need an active discourse between the technology developers on the one hand and educators on the other to pre-empt any unintended consequences.

				Overall, this suggests the need for a pragmatic response to use human intelligence and human-made intelligence in a synergistic way. However, some things already seem obvious to implement: We can automate routine administration and teaching tasks; manage a balance between personalised support and over-dependence; support students and educators to use and critique AI responses; focus on more authentic assessment; address cybersecurity and academic integrity issues; make ethical use of analytics; provide ongoing professional development for educators; and be open to trying new things in a responsible and ethical way (Bates 2024; Du et al. 2024; Kizilcec 2024; Law 2024; Sevnarayan & Potter 2024; Williamson 2024).

				Implications for Practice

				As noted in another discussion (Mays 2024b), we need to explore the link between pedagogy and technology and the implications for educators’ practice. Having established a framework, we can then explore the possible disruptive influence of AI. We also need to revisit assessment because if we change our assessment, then 
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				other things will fall into place (Rowntree 1987). In this context, we should think of pedagogy as an overarching term meaning the art and science of teaching, realising that it needs to be nuanced for different populations and contexts – for example, for adults (andragogy), for self-directed learning in ODL (heutagogy), and for appropriateness for cultural context (e.g., ubuntugogy from southern Africa). Overall, we should promote the notion of ‘open’ pedagogy (Bates 2022; Hegarty 2015).

				We have no shortage of theories about how people learn, as the interactive map created by Millwood (2021) demonstrates. Despite this diversity of learning theories, we can identify at least four broad approaches: Behaviourist/instructivist, cognitive/constructivist, socio-constructivist, and connectivist. These should not be regarded as mutually exclusive positions – our practice likely draws on all four to a lesser or greater extent at different times. Depending on our perspective, we will then use a particular technology in a different way, for example, the use of instructivist lecture-type videos in xMOOCs (extended massive open online courses) as opposed to the use of videos in cMOOCs (‘connectivist’ or ‘constructivist’ massive open online courses) where the video content will likely be scaffolded and presented differently but be augmented by additional applications like discussion forums. How we engage with AI or Gen-AI will similarly be influenced by what we believe about how learning happens.

				Given the continuing challenges of the digital divide, we need to adopt a pragmatic approach to the use of technology. In many countries we still need to make provision for content that can be printed and/or shared digitally to a basic device at a Wi-Fi-enabled centre, especially for the more rural areas. We can, however, enrich the core content with, for example, video and audio content – whether using broadcast technology or embedded in an open textbook for students with higher end devices but limited access to the internet. We might then also need a version that is fully online, exploiting H5P (HTML5 package) for interactivity and including online discussion fora, which could have both synchronous and non-synchronous elements, as well as involving social media. As noted in the recently published GEM (global education monitoring) report for the Pacific (COL & 
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				UNESCO 2024), despite challenging contexts, we can and often do adapt technologies to find solutions that are more fit for context – AI and Gen-AI are no exception.

				Once we know what we want to teach, why, and how, there is no shortage of technologies to choose from. The latest version of the ‘padagogy’ wheel, recently updated to include AI (Carrington 2024), provides some examples. However, we should remember the creator’s earlier observation that it is not fundamentally about the technology but the pedagogy (Carrington 2015). Bates (n.d.) offers a useful heuristic SECTIONS in this regard.

				Stoker (2024), a LINC (logic and information network compiler) instructor for the ISS (international space station) of British Columbia, regularly uses Chat GPT (generative pre-trained transformer) in his work. He notes that it helps him to reduce the time needed for planning, assessment design, differentiation, and analysis of what is working in his presentations and what not, so that changes can be made before a topic is taught again and that over time, working with the application, it has learned what he likes and makes increasingly useful recommendations. Stoker also observes that AI has been used to support learning in multiple contexts ranging from Georgia State University, which in 2013 introduced AI to identify and automate feedback to at-risk students, linking them directly with a human tutor where indicated, to schools in rural India which developed AI tools for tablets to provide feedback to students on their subject-based learning. In both cases, these interventions resulted in improved retention and success. He notes that Singapore even experimented with humanoid robots to provide support for students whose educators were on sick leave. He notes that AI in the classroom can take care of many routine tasks freeing the educator to spend more time interacting directly with their students.

				As with all new technologies, AI presents both opportunities and challenges. We should not, perhaps, succumb to the hype of the early adopters, but at the same, we should guard against being overly conservative and deny our educators and students the opportunity to exploit some of the more obvious early benefits. This publication can help us make more informed choices.
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				Overview of the Chapters in this Publication

				This publication is divided into two volumes. In Volume 1, Chapter 1, Garth Aziz discusses the potential use of AI in pedagogies employed in the humanities. The author notes that educators are responsible for preparing students to succeed in an AI-mediated world, but this should not be limited to a pragmatic preparation for employment but should rather foster a pedagogy of care, ethics, and good judgement, while retaining a sense of exploration and wonder. In Chapter 2, Lorette Jacobs and Karin McGuirk explore the changing roles of information professionals in a HE (higher education) sector increasingly using AI, noting the increasingly central importance of this role as part of a wider professional community of practice. In Chapter 3, Erna Oliver identifies the need to work more intelligently and responsibly with AI to foster creative innovation.

				In Chapter 4, Johannes Cronjé explores an integrated, process-based framework for writing with AI, but finally suggests that from a posthuman perspective, the focus should not be on the student but on the task. In Chapter 5, Karen Ferreira-Meyers examines the potential role of AI in the instructional design process. The author observes that while AI presents an immense potential for transforming HE, carefully considering ethical, social, and pedagogical dimensions is essential. The author argues the need to foreground cooperation, wisdom, and responsibility as educational values no less important than efficiency or personalisation, and the need to harmonise automation with our deepest humanity. In Chapter 6, Lilia Cheniti-Belcadhi, Mohamed Mitwally, and Asma Hadyaoui explore intelligent frameworks for assessment in AI-enhanced learning environments. They observe that while AI has the potential to greatly improve the accuracy, customisation, and efficiency of assessments, leading to a more adaptable, inclusive, and effective era in education, there are still several concerns that need to be addressed. For example, they suggest that AI assimilation and the processing of educational data pose major dangers to the privacy and integrity of such sensitive information, making student data privacy a critical issue. The authors further suggest that an effective resolution of ethical 
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				concerns requires collaboration among professionals from diverse fields such as technology, education, ethics, and policymaking.

				In Chapter 7, Elmarie Kritzinger and Sarah Jane Johnston present a multi-dimensional approach to a digital transformation process in HE. They explore the interplay between key stakeholders, AI drivers, and a systematic process of commitment, strategy, testing, implementation, and evaluation. In Chapter 8, Hiro Saito argues the need to look beyond the economic and work-related potential of AI to consider how AI might be utilised to augment humanity itself in service of greater equity, solidarity, freedom, and inclusiveness, and to accelerate learning and flourishing toward collective wellbeing. 

				In Chapter 9, Joseph Evans Agolla and Phineas Sebopelo observe that many claims currently being made about the potential of AI are not grounded in empirical evidence and that in the African context, it is necessary to find a balance between various competing interests concerning other developments and the implementation of AI tools in education systems. In Chapter 10, in a related discussion, Phineas Sebopelo and Joseph Evans Agolla then argue that AI technology will generate opportunities for accelerating transformation in education. ODL institutions should therefore strategise on how to leverage AI and new technologies to enhance efficiency, encourage learning, and foster creativity while ensuring fairness and equity. They suggest using AI to reshape students’ experiences, enhance assessment, streamline administrative tasks, and personalise learning. 

				In Volume 2, Chapter 1, Samuel Amponsah, Micheal van Wyk, and Michael Adarkwah call for a more holistic and adaptive approach to academic integrity in the digital age. They suggest that integrating GPT detectors and technological tools should be complemented by a commitment to addressing the root causes of academic anxiety. By fostering a culture of trust, transparency, and resilience, they suggest that we can navigate these challenges successfully, ensuring that the pursuit of knowledge remains a transformative and enriching experience for students.

				In Chapter 2, Nicky Tjano argues that there is a need to create an educational future that is both technologically advanced 
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				and morally sound. This involves tackling issues presented by concern about mounting students’ dependency on AI, reduced human interaction, communication, and ethical gaps. The author suggests that the journey to maintaining academic integrity in the AI age requires ongoing self-examination, adjustment, and a resolute dedication to the values that constitute the core of intellectual endeavours.

				In Chapter 3, Faiza Gani explores the link between AI and QA (quality assurance) in HE. The author notes that the opportunities presented by AI link to QA factors and can improve these factors. On the other hand, there is also a link between the challenges provided and QA factors. Consequently, for QA factors not to be compromised, the challenges presented by AI must be carefully mitigated.

				In Chapter 4, Brenda van Wyk and Marlene Holmner trace developments in information ethics through history. They suggest that we are currently at a critical point where the swift progress in AI technology necessitates a proactive and deliberate approach to ethical considerations. They also suggest that the OECD (Organisation for Economic Cooperation and Development) FIP (fair information practice) standards serve as a fundamental framework for safeguarding data and ensuring privacy, which are of utmost importance in the era of AI. These principles, in conjunction with the guidelines for responsible AI, they argue, provide a clear path for the ethical, transparent, fair, and inclusive development of AI.

				In Chapter 5, Nicky Tjano unpacks the role of big data, AI, and predictive analytics in education, suggesting that creating hybrid mechanisms for review processes will assist in mitigating risks. He further adds that this can be augmented by introducing new specialised committees to ensure that unfamiliar or too technical research projects related to AI and big data are properly assessed for ethical compliance. These changes mean that educators, research review committees, and educational institutions need to relook at their governance processes, protocols, and policy frameworks. 
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				In Chapter 6, Geesje van den Berg suggests that as AI tools will only get better and more human-like, so HE will have to adapt accordingly. Although Gen-AI has the potential to improve teaching and learning for everyone, the key is finding a balance and using Gen-AI to enhance, rather than replace, traditional educational practices. The author argues that collaboration among lecturers, researchers, policymakers, and students will then be essential to ensure that AI is used ethically and responsibly in education. The goal is to create a more equitable and effective education system that provides students with personalised teaching, feedback, and support by addressing the challenges posed by AI technologies and leveraging their benefits.

				In Chapter 7, Geesje van den Berg and Patience Mudau explore the potential benefits and challenges that AI presents from the perspective of educators. They note that from their research, the most prominent benefits identified were that these digital tools can provide individualised, 24/7 guidance and support, and also augment learning content. They also note that these tools can assist with simplifying language, a unique benefit in multilingual contexts. Furthermore, they argue that Gen-AI tools provide opportunities for active involvement and that they can save time and make information and knowledge accessible. However, they note concerns that the technologies could provide biased information, lead to decreased human interaction and lack emotional intelligence. Additionally, it could provide inaccurate information and has a risk that students can over-rely on these tools. They have further identified the risks of plagiarism and data privacy and security as challenges. These guidelines focus on the need for policies and AI literacy training, setting an example and providing guidelines to students using Gen-AI. Another important point is that the Gen-AI tools should complement, and not replace, the human elements of teaching and learning, ensuring a holistic and inclusive educational approach.

				In Chapter 8, Elize du Plessis argues the need to reimagine online assessment methods observing that Gen-AI holds immense potential to revolutionise how we evaluate knowledge and skills. From adaptive assessments to automated grading and feedback, these models can enhance student and educator 
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				assessment experiences. However, careful attention must be given to addressing challenges such as bias, reliability, security, and privacy. Collaboration between researchers, educators, and policymakers is necessary to leverage the benefits of LLMs while upholding ethical standards and ensuring the fairness and validity of online assessments. She further argues that academics should investigate Gen-AI, identify its limitations, evaluate its potential applications within the relevant disciplines or teaching contexts, and engage in discussions about all these aspects with students, who are likely already familiar with the technology.

				In Chapter 9, Micheal van Wyk explores the issue of academic dishonesty and how it might be prevented. The author suggests that academics must redesign authentic context-based assessment tasks, such as specific case studies, problem-solving activities, project-based learning tasks, and academic writing skills. The research report suggests that education faculties need to update AI policies, provide guidelines, and educate students about AI literacy skills and AI detector tools for the ethical use of Gen-AI tools in teaching and learning. The author argues that this must include developing students’ ability to use AI in appropriate ways.

				The nineteen chapters in this two-volume publication offer insights into both challenges and opportunities for working with AI in general and Gen-AI in particular. Overall, the argument that emerges is for a reasoned engagement with the evolving possibilities of the new technology, but as Mark Twain is credited with observing, gradual improvement is probably going to be more useful than delayed perfection.
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				Navigating Academic Anxiety and Fostering Integrity in the Age of GPT Detectors
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				Introduction

				Academic integrity is a fundamental principle of education and serves as the bedrock upon which the integrity of knowledge and scholarship rests (Bretag, Harper, Burton, Ellis, Newton, Rozenberg, Saddiqui, & Van Haeringen 2019:1849). In today’s digital age, where the boundless expanse of information is merely a click away and educational landscapes have gravitated towards online platforms, the challenges to maintaining academic integrity have metamorphosed (Eaton & Gysbers 2021:48). As asserted by Kumar (2020:133), students’ encounters with academic anxiety have surged, complicating the educational landscape even further. 
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				Against this backdrop, the emergence of GPT (generative pre-trained transformer) detectors beckons both promise and disquiet among major stakeholders in education, especially the academy. These advanced AI (artificial intelligence) tools have been meticulously designed to unearth and thwart plagiarism and cheating. They also have the potential to reconfigure the very fabric of academic integrity which has aroused questions regarding the place of critical thinking among students and the current generation. However, the debate on academic malfeasance seems to have no end in sight from the human perspective, as GPT detectors are also casting shadows of privacy infringement, fairness disparities, and the omnipresent question of technology’s role in modern education (Jones & Lee 2023:15).

				By way of definition, academic integrity embodies the pledge to honesty, originality, and ethical conduct in all facets of the learning journey (Bretag et al. 2019:1851). Safeguarding academic integrity upholds a culture of trust and respect within the academic community, ensuring that the rewards – grades and degrees – echo genuine understanding and competence. Nevertheless, the digital era has ushered in a new era for academic integrity, one riddled with pitfalls and challenges (Eaton & Gysbers 2021:47). In addition, the internet’s vast sea of knowledge and information at the disposal of students presents them with the burgeoning temptation to plagiarise or engage in acts of dishonesty at every point in time. In response to these evolving circumstances, IHEs (institutions of higher education) have found themselves at a crossroads over the past few years. At the same time, this has compelled many IHEs to devise innovative strategies to preserve the sanctity of learning and assessments. According to Steele (2023:5), the internet is filled with falsehood, fake information, and no shortage of misinformation. 

				We concur that in a world where everything can be faked, it is practical to identify real truth. Important questions such as the following beg answers: ‘Who did quality assurance on programmes or products?’ and ‘Who has done the quality assurance (checks and balances) of the content generated in the tech companies?’ Moreover, several studies have reported the dangers of chatbots (Eaton & Gysbers 2012:57; Liang, Yuksekgonul, Mao, Wu, & Zou 
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				2023:1 of 9). Unless prompted otherwise, GPT detectors can potentially threaten entire academic projects. Moreover, while the digital age has revolutionised how we access and disseminate information, it has engendered a pandemic of academic anxiety among students (Kumar 2020:139). Contemporary students find themselves caught in the crossfire of mounting academic pressure and elevated expectations for success. The relentless competition facilitated by digital platforms and the omnipresence of educational metrics magnify this pressure. 

				As students grapple with the looming spectre of failure or falling short of academic standards, stress and anxiety become their companions. Regrettably, some resort to unethical practices to stave off these anxieties and safeguard their academic standing. This dates back to the days when students would plagiarise large doses of materials into their projects or assignments without due recourse to the original owners of the work or the consequences when they were caught out engaging in such unethical behaviours. It is, however, worth noting that academic worries, when left unchecked, can exert a profound toll on students’ mental wellbeing and their capacity to engage in critical thinking processes that define genuine learning experiences and authentic assessments.

				In response to the multifaceted challenges presented by the digital age, a collaborative alliance between IHEs and technology companies has given birth to innovative solutions (Smith & Smith 2022:178). Among these solutions, GPT detectors, powered by the advanced capabilities of natural language processing and machine learning algorithms have been developed to address issues of academic misconduct. Their primary mission lies in the identification of instances of plagiarism, cheating, and other forms of academic dishonesty (Jones & Lee 2023:17). By meticulously scrutinising written assignments, essays, and academic works, they search for any signs of unoriginal content or improperly cited sources. Through the harnessing of AI, GPT detectors are believed to furnish a formidable defence against academic misconduct, serving as the vanguards of educational sanctity.
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				Considering the preceding, GPT detectors undertake a comprehensive examination by comparing the work of students with extensive databases of academic and non-academic content (Smith & Smith 2022:179). Their keen algorithms detect similarities and anomalies that may suggest plagiarism or unauthorised collaboration. Upon the discovery of such discrepancies, the detectors swiftly alert instructors or academic integrity committees, who in turn, are empowered to take the requisite measures (Jones & Lee 2023:19). By automating this process, GPT detectors unburden educators from the onerous task of policing academic dishonesty, thus granting academics the ability to channel their energies into the noble pursuit of teaching and nurturing critical thinking among their students.

				Despite the promise they hold, GPT detectors introduce a trove of ethical and privacy concerns (Bretag et al. 2019:1843). The implementation of these technologies invariably necessitates the intrusive surveillance of students’ academic work and online activities (Eaton & Gysbers 2021:59). There have been instances where GPTs have relayed detected plagiarism in students’ work which proved otherwise upon further probe. The lack of understanding of the usage of such tools among educators also cultivates erroneous judgements on students’ work at times. It is for such reasons that some critics argue that this heightened surveillance infringes upon students’ privacy rights and has the potential to stifle open communication and free expression in educational settings (Kumar 2020:134). As a result, striking the delicate balance between preserving academic integrity and fostering an environment conducive to creativity and innovation poses an intricate challenge for IHEs.

				Furthermore, the fairness of GPT detectors raises apprehensions (Smith & Smith 2022:188). These systems, although intelligent, may inadvertently penalise students whose writing styles bear resemblance to existing academic or online content, even when the students’ work is genuinely original. The spectre of false positives and negatives looms large, potentially inflicting unjust academic penalties and jeopardising the academic journey of students with no ill intent (Jones & Lee 2023:21). Again, this brings to the fore the need for educators to 
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				have in-depth knowledge of how these GPT detectors function and the skill to probe the systems in order not to unfairly penalise students for their hard work. 

				While genuine concerns exist regarding the use of GPT detectors, these tools also bear the potential to become catalysts for the development of critical thinking skills in students (Eaton & Gysbers 2021:56). By acting as deterrents against academic dishonesty, GPT detectors sculpt an environment where students are not merely encouraged but compelled to engage in critical and independent thinking. They understand that their work will be assessed on its intrinsic value rather than its originality, thereby ushering in a new era of authentic and enriched learning experiences (Kumar 2020:140). Thus, there is a need to comprehensively explore the broader implications of GPTs on critical thinking in the educational realms.

				In the context of the foregoing, this chapter argues that academic anxiety, technostress, and integrity related to the use of GPTs exist and theorises plausible resolutions to remedy these situations among students. To achieve this, the ensuing sections provide an overview of GPT detectors, delves deeply into the concerns raised with academic integrity and anxiety, and charts the way out of this situation. 

				Overview of GPT Detectors

				In the age of digital learning and the ubiquitous availability of information, the need to maintain academic integrity has never been more crucial. The evolution of technology and educational methods has paved the way for innovative tools designed to detect and prevent academic dishonesty. Among these, GPT detectors stand out as sophisticated AI solutions specifically engineered to identify and deter plagiarism, cheating, and other forms of academic misconduct (Smith & Smith 2022:176). Amongst the most well-known GPT detectors are GPTZero, ZeroGPT, GPT 2 output detector, CheckGPT, and Writefull. According to Steele (2023:3), these detectors can be used to enhance students’ critical thinking, free up their intellectual passion and reading comprehension, and teach academic writing skills. Given the 
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				preceding, there is a need to provide a comprehensive overview of GPT detectors, delving into their development, functionality, and their role in reshaping academic integrity in the modern educational landscape.

				GPT detectors are products of the growing intersection between AI and education. They have evolved in response to the escalating challenges posed by the digital age, where vast repositories of information are easily accessible, and online learning platforms have become the norm (Jones & Lee 2023:23). These detectors are derivatives of the broader GPT family of language models, which include models such as GPT 3, GPT 4, and beyond. GPT language models are pre-trained on massive datasets that encompass a wide array of texts, ranging from books and academic articles to internet content. This pre-training equips them with an extraordinary grasp of natural language understanding and generation.

				GPT detectors, however, are specialised variations of these models, fine-tuned to tackle specific issues including academic integrity and anxiety. The fine-tuning process involves training the model on a dataset of academic content, including essays, research papers, and various academic resources (Smith & Smith 2022:186). This specific training enables GPT detectors to distinguish between authentic academic work and content that may be plagiarised or in violation of academic integrity. GPT detectors aim to maintain and promote academic honesty. Bretag et al. (2019:1855) summarise the functionality of the chatbots performing the following sequential activities: Content analysis, data comparison, similarity assessment, citation, referencing analysis, alerting, and reporting. With the overview of GPT detectors provided, the critical issues of academic anxiety, technostress, and academic integrity are discussed below.

				Analysing the Landscape of Academic Anxiety and Technostress 

				Academic anxiety is emotionally exhausting and involves feelings of worry, distress, and tension regarding the potential failure of an assignment or exam. A student’s personal life and 
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				academic performance could be affected as well. A correlation study by Shakir (2014:31) reports a negative correlation between academic anxiety and academic performance among secondary school students. Additionally, Das (2019:20) conducted a similar study with mathematics students and discovered that academic anxiety is significantly negatively related to students’ academic performance. Thus, the concentration and motivation of students are disrupted by high levels of anxiety. Moreover, academic anxiety, fuelled by technostress, became a widely discussed topic during and after the COVID-19 (Coronavirus disease of 2019) pandemic and the hype surrounding generative AI tools like ChatGPT 3.5 (chat generative pre-trained transformer 3.5) (Amponsah, Van Wyk, & Kolugu 2022:7). Technostress itself is defined as the negative psychological (e.g., anxiety), physiological (e.g., fatigue), and behavioural (e.g., exhaustion) responses humans have to technology overload (Kumar 2024:1 of 16). If not properly managed by IHEs, academic anxiety induced by technostress can result in a cognitive avoidance of distress, uncertainty, and psychological discomfort. 

				It is imperative to add that the past four decades of research on academic anxiety has predominantly been characterised by cognitions and behavioural patterns of students which have remained consistent as dimensions of poor academic performance. Also, scholars have reported patterns of academic anxiety which are associated with fear of negative evaluations (Brown, White, Doan, & De Bruin 2011:331), poor study skills (Sanghvi 1995:71), poor test performance (Kivimäki 1995:51), perfectionism (Eum & Rice 2011:167), and recently, technostress (Amponsah, Van Wyk, & Kolugu 2022:9; Huo & Siau 2023:2). Furthermore, as there has been an increase in the development of Gen-AI (generative artificial intelligence) tools like ChatGPT 3.5 and 4.0, so has academic anxiety and technostress increased amongst students which have affected their concentration, left them with distracted attention, excessive anxiety, tension, fear of having delays and avoidance of assignments. This also affected their general academic achievement and wellbeing (Caporusso 2023:3 of 12).
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				Studies on Gen-AI, like ChatGPT 3.5 and Google Bard as LLMs (large language modules) have disrupted and significantly impacted education positively. More importantly, it has the potential to transform and increase accessibility and accelerate education exponentially. In the chase for academic success, there are downsides to using chatbots. All these Gen-AI tools are available and have created a hype among students as they view these tools as easy options to answer assessments and develop projects in pursuit of instant success. Based on the exposure to LLMs such as ChatGPT 3.5, research has reported concerns about using ChatGPT to plagiarise or cheat in their assignments (un)knowingly because of mounting academic pressure and elevated expectations for success (Cotton, Cotton, & Shipway 2023:236). 

				However, this prompt engineering phenomenon has some major drawbacks related to technostress, academic anxiety, and academic dishonesty (Ayyagari, Grover, & Purvis 2011; Huo & Siau 2023:2; Wach, Duong, Ejdys, Kazlauskaitė, Korzynski, Mazurek, Paliszkiewicz, & Ziemba 2023:19). Additionally, the overuse of Gen-AI could increase academic anxiety and harm a student’s academic performance if not correctly and mildly used for academic purposes. Studies indicate that students have plagiarised their assignments by using Gen-AI tools to cheat in academic writing which is an academic violation and dishonesty (Azulay Chertok, Barnes, & Gilleland 2014:1324; Caporusso 2023:3 of 12) which often leads to an increase in academic anxiety. Academic anxiety is regarded as a psychological and emotional statement of the mind which leads to feelings of stress, tension, low concentration levels, and fear of failure in an academic task. These distractors affect an individual’s self-esteem, motivation, and avoidance of submitting assignments timeously, which ultimately affects their academic performance.

				Moreover, the literature reports technostress and techno-overload as downside effects of social media and ChatGPT. In 1984, the concept of technostress was first used by clinical psychologist, Craig Brod, as a major cause of the overuse of technology by people. According to Amponsah et al. (2022:3), excessive use or exposure to social media can lead to technostress, cognitive overload, reduced staff morale, low productivity, and ‘academic 
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				fatigue.’ Additionally, studies have indicated that social media can lead to technostress and techno-overload (when users are compelled to use technologies faster and longer) (Leung & Zhang 2017:389). However, Gen-AI has recently brought significant changes and transformations to HE (higher education), but it has also led to academic dishonesty and technostress among students (Ragu-Nathan, Tarafdar, Ragu-Nathan, & Qiang 2008:423; Khanthavit & Khanthavit 2023:213). Gen-AI tools such as ChatGPT 3.5, LlAMA 2, and Bard are being used more by students for academic purposes, but excessive exposure could lead to increased technostress and techno-anxiety (Chatzopoulou, Filieri, & Dogruyol 2020:1272-1273).

				In a critical analysis study, Wach et al. (2023:9) explored the ‘dark side’ of the overuse of prompt engineering like ChatGPT. The authors found that drawbacks such as threats and anxiety are major causes for concern relating to the use of ChatGPT and provided recommendations to prevent academic anxiety. This is in addition to findings that technostress is experienced by people who have excessive exposure to and overuse in reliance on technology (techno-overload) or ICTs (information and communication technologies) (Singh, Bala, Dey, & Filieri 2022:271).

				Technostress results from excessive screentime and the overuse of technology either at school, work, or in private life. This has several negative consequences such as poor work performance, depression, job dissatisfaction, and reduced work commitment (Qi 2019:1338). For example, when students face academic pressure and expectations for success, the only way out for some of them is the excessive use of chatbots as a means to cheat academically. In addition, technostress is experienced by people who have excessive exposure to and overuse in reliance on technology (techno-overload) or prolonged ICT exposure in the workplace (Singh et al. 2022:271). The cause of excessive use of ChatGPT is academic anxiety which is the inability to cope with the academic pressure when chasing success. Moreover, recent studies reported the downside of prolonged exposure to and the use of chatbots (prompt engineering). In this case ChatGPT is a cause of technostress and fatigue among students and staff (Wach 
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				et al. 2023:9). This view is supported by Caporusso (2023:9 of 12) with reference to creative displacement anxiety and technostress. Moreover, Caporusso argues that IHEs need to increase the awareness of the overuse of technology for the wellbeing of staff.

				Concerns with Academic Integrity 

				Cheating, plagiarism, and other dishonest acts, which are violations of academic integrity, are an increasing concern for faculty, students, and the public who hold the trust in graduates to possess the knowledge needed to complete their studies (Azulay Chertok et al. 2014:1324). As already highlighted, common examples of academic dishonesty cited include cheating in examinations and plagiarising written assignments (Turner & Beemsterboer 2003:1122). Mostofa, Tabassum, and Ahmed (2021:257) document that academic plagiarism has been on the rise globally and is commonly widespread among university students. Since the introduction of LLMs such as ChatGPT and Google Bard, many scholars have raised ethical concerns regarding academic integrity. That is, with the transformative potential of the modern and pervasive technological revolution of AI chatbots, concerns about academic integrity have become more critical than ever before (Bin-Nashwan, Sadallah, & Bouteraa 2023:2 of 11). 

				The increased comfort with AI technologies makes it easier for students in online learning environments to engage in violations of academic integrity such as copy-pasting from online sources and the unauthorised use of electronic resources during exams (Azulay Chertok et al. 2014:1325). This exponential growth of unethical behaviour in HE poses crucial challenges to quality education as enshrined in SDG 4 (Sustainable Development Goal 4) and the tenets of academic integrity (Gottardello & Karabag 2022:527). As a result, universities are going through an unprecedented disruption and concerns relating to the breach of academic integrity in light of the social, economic, and technological changes in HE (Roe & Perkins 2022:1 of 10).

				Furthermore, plagiarism detection software such as Turnitin and SafeAssign, as well as the GPT detectors already 
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				indicated above are designed to combat outsourcing assessment and research tasks (Liu, Yao, Li, & Luo 2023:6 of 23; Perkins, Roe, Postma, McGaughran, & Hickerson 2023:4 of 21), although with new LLMs such as ChatGPT, it is difficult for inexperienced faculty members and researchers to detect GPT-generated texts (Liu et al. 2023:5 of 23). However, thanks to these tools, plagiarism is being discovered at a faster rate than in the past (Halupa & Bolliger 2013:298). Many IHEs, therefore, employ plagiarism detection tools to promote novelty in writing and detect novel or unexpected ways of cheating or plagiarising (Canzonetta 2021:1). 

				According to Belli, Raventós, and Guarda (2020:661), many students plagiarise because they lack confidence in their writing abilities, do not dedicate sufficient time to accomplish tasks, possess a positive attitude towards deception, or simply ignore how to properly quote a text. Ayton, Hillman, Hatzikiriakidis, Tsindos, Sadasivan, Maloney, Bragge, Diug, and Illic (2022:1925) have also found that a limited understanding of plagiarism and poor academic or language skills are among the reasons why students plagiarise. Belli et al. (2020:661) add that the cost of plagiarism is very expensive because it turns educators into police officers who have to dedicate much of their time and effort to something that does not yield any benefit to the learning environment. This invariably affects the performance of educators as they spend precious time and effort to police students’ work at the expense of research and other fulfilling engagements. 

				Nonetheless, in many IHEs, both faculty and students do not understand the concept of plagiarism, especially self-plagiarism (Halupa & Bolliger 2013:303). Mostofa et al. (2021:258) assert that many students in different disciplines and academic levels have a poor awareness of plagiarism. For example, in a report published on Unlocking the power of generative AI models and systems such as GPT 4 and ChatGPT for higher education, some of the essential questions that students asked are, ‘Am I allowed to use ChatGPT for a seminar or final paper, or is that cheating?; and ‘How exactly do I use ChatGPT best?’ (Gimpel, Hall, Decker, Eymann, Lämmermann, Mädche, Röglinger, Ruiner, Schoch, Schoop, Urbach, & Vandirk 2023:3). 
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				According to Mostofa et al. (2021:265), not having clear ethical norms and standards about academic writing can cause an individual to fall foul of the guilt of plagiarism. While the media coverage about ChatGPT and recent LLMs has focused on ‘cheating or plagiarism’ (Gimpel et al. 2023), Perkins (2023:1 of 24) argues that the use of LLMs does not necessarily indicate plagiarism if students are transparent in how they have been used in any submission. There is also intentional and unintentional plagiarism (Ayton et al. 2022:1929), implying that it is possible for a student to unintentionally fall victim to academic misconduct or the breach of (institutional) plagiarism rules because of the nature (sensitivity) of plagiarism detection tools. 

				To conclude, Turner and Beemsterboer (2003:1123) acknowledge that academic dishonesty harms the dishonest individual because they do not acquire the basic learning, skills, or knowledge. Subsequently, the public who holds trust in the graduate’s skill is deceived and the peer of the dishonest individual who competes in class suffers harm due to an unfair advantage. The faculty of the dishonest student is harmed by not being aware of the true grasp of the content. Hence, such faculty are unable to modify instruction when necessary. Finally, the reputation of the university or institution of the dishonest student is often badly damaged when the public perceives that it does not set and uphold higher standards among both faculty and students.

				Given the preceding, it is necessary to identify that academic integrity demands a student to adopt the practice of engaging in meaningful research and completing academic work in a fair and coherent manner (Bin-Nashwan et al. 2023:4 of 11). Bin-Nashwan et al. emphasise that fostering academic integrity requires dedication, honesty, trust, responsibility, and respect. Similarly, the International Centre for Academic Integrity (2021) has conceptualised the fostering of academic integrity as a commitment to six basic principles including honesty, trust, fairness, respect, responsibility, and courage. Therefore, IHEs are required to develop student competencies and engage in joint action with all academic communities to preserve academic integrity (Gottardello & Karabag 2022:527-529).
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				Given the above, we argue that academic anxiety has negative consequences. Still, there is a need to foster integrity in the age of GPT detectors to address misinformation and the numerous falsehoods generated by Gen-AI tools. This leads to the question, ‘Can Gen-AI plagiarism tools like GPT detectors be utilised to promote critical thinking instead of detecting dishonesty and cheating among students and academia?’ To preserve the image and reputation of IHEs, it is essential to implement targeted measures against cheating. To protect academic integrity, it is argued that awareness and ethical considerations are crucial, along with possible revisions to policies related to integrity, copyright infringements, and academic practices. The latter provides a basis for IHEs to implement anti-cheating strategies. 

				The literature offers measures to prevent academic cheating by Gen-AI tools in education. For example, Oravec (2023:220-223) has conducted studies on cheating detection strategies and Gen-AI empowered skills to aid students in addressing academic dishonesty and plagiarism. One of their major recommendations was for educators to promote and raise awareness about the educational benefits of using Gen-AI, specifically GPT detectors, to enhance students’ and educators’ proficiencies in utilising Gen-AI tools for preventing dishonesty. Another measure to prevent cheating or academic dishonesty is using contextual case studies, providing original research and problem-based projects for students to present the results, writing, and reporting as a group. Other recommended approaches include group discussions, the development of purpose-driven objectives like specific case studies, problem-solving activities, project-based learning tasks, and empowering students with academic writing skills. We strongly believe that implementing these strategies will raise awareness and improve critical conversations about Gen-AI tools, safeguarding academic integrity and fostering students’ sense of integrity.

				Since the emergence of GPT detectors, universities have been compelled to address policy revisions, while advocating awareness initiatives among staff and students is of vital importance to prevent dishonesty. Universities need to create 
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				an awareness of and view ethical considerations for using Gen-AI tools or GPT detectors as important considerations before adopting chatbots in practice. As a matter of urgency, academics must be cognisant of the speed of the emergence of new Gen-AI tools such as ChatGPT 3.5 and other LLMs. Studies concur that a major issue that needs to be addressed is the ethics of using Gen-AI and detector tools by students and academics (Hagendorff 2020:109). These studies express concerns of fear that breach ethical implications. Among similar views expressed related to the challenge of cheating, plagiarism, and copyright infringement all have ethical implications for the quality of education.

				Furthermore, combating academic dishonesty requires a multifaceted approach which might include tutorials and other short educational interventions aimed at increasing the knowledge of faculty or students about academic integrity (Stoesz & Los 2019:3). Azulay Chertok et al. (2014:1325) enumerate several means to foster academic integrity among students including consistently meting out disciplinary action for the violation of academic integrity, educating students about academic dishonest behaviours and their consequences, providing clarity in policy and expectations about academic dishonesty, setting up measures to eliminate or reduce possibilities of cheating, developing new methods of evaluation which are in accordance with the advancement of technology, implementing an integrity agreement between both faculty and students, and also the implementation of honour codes (ethical principles governing an academic community such as an agreement not to lie or cheat). In consensus, Bultas, Schmuke, Davis, and Palmer (2017:58) also mention that the development and clear enforcement of integrity policies, the role modelling of professional behaviour, and integrity by faculty can influence student behaviour as the use of honour codes are solutions to improve the academic integrity among students. 

				McCabe and Pavela (2004:12-15) list ten core principles of academic integrity on how faculty should foster student honesty: 

				Recognising and affirming academic integrity as a core institutional value;
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				fostering a lifelong commitment to learning;

				affirming the role of the educator as a guide and mentor;

				helping students to understand the potential of the internet and how the potential can be lost if online resources are used for fraud, theft, and deception;

				encouraging student responsibility for academic integrity;

				clarifying expectations for students;

				developing fair and creative forms of assessment;

				reducing opportunities to engage in academic dishonesty;

				responding to academic dishonesty when it occurs; and

				helping to define and support campus-wide academic integrity standards.

				It is also believed that a careful design of assessment tasks in the form of authentic assessments can deter students from engaging in academic misconduct and further promote ethical decision-making and behaviour regarding academic work (Sotiriadou, Logan, Daly, & Guest 2020).

				Moreover, educators also need to be involved in the formulation and implementation of academic integrity policies because their understanding and beliefs about it are crucial for effective integration (Gottardello & Karabag 2022:527). Academic integrity is less likely to be violated when students perceive that there is a commitment to ethical standards from all sides (all-academic community) and information about it is adequately disseminated (Gottardello & Karabag 2022). Gottardello and Karabag (2022) add that involving academics and different stakeholders can contribute to forging a culture of academic integrity and identifying ways to appropriately respond to the expectations of their institutions. Also, the publication of academic integrity policies in places widely and readily accessible to students such as web pages and student manuals can facilitate its implementation. This can occur in tandem with discussion forums on academic integrity to increase awareness of the policies (Gottardello & Karabag 2022; Whitley & Keith-Spiegel 2001:332).

				Lastly, institutions and educators can also utilise technologies such as Turnitin for identifying the use of APTs (automated paraphrasing tools) or LLMs for academic dishonesty 
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				(Roe & Perkins 2022:5 of 10). Additionally, both faculty and students need to be trained on the proper use of APTs and LLMs to avoid academic misconduct (Roe & Perkins 2022:7 of 10). A national study of first-year computing programmes also reveals several strategies for maintaining academic integrity such as education about academic integrity; discouraging cheating through monitoring or observing student work; reducing the benefits of cheating through low-stakes assessment; making cheating difficult by invigilating assessment; and empowerment by supporting and building relationships among students (Sheard et al. 2017:246), fostering academic integrity matters because it signifies that honesty persists in all endeavours of an academic environment (Turner & Beemsterboer 2003:1122). 

				Synthesis of the Critical Issues

				Academic integrity, being a foundational principle in education, faces unprecedented challenges in the contemporary digital era. The ubiquitous availability of information, the prevalence of online learning platforms, and the transformative role of GPT detectors demand further comprehensive exploration of the issues. This in-depth analysis thus navigates through the complexities of academic integrity, the surge in academic anxiety, the evolving landscape of GPT detectors, and critical strategies for fostering and preserving academic probity.

				First, it is obvious that academic integrity has been compromised largely with the advent of the digital age. Academic integrity is regarded as the bedrock of education and it traditionally encapsulates a commitment to honesty, originality, and ethical conduct (Bretag et al. 2019:1849). However, the advent of the digital age has redefined the parameters of maintaining academic probity. With information accessible at the click of a button and educational landscapes shifting to online platforms, IHEs grapple with new challenges in upholding the sanctity of academic integrity (Eaton & Gysbers 2021:47).

				Second, accompanying the digital revolution is a palpable rise in academic anxiety among students, a phenomenon that Kumar (2020:133) asserts, has surged significantly. The relentless 
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				competition facilitated by digital platforms and the omnipresence of educational metrics amplify this anxiety. As students confront the looming spectre of failure or falling short of academic standards, stress becomes a prevalent companion, prompting some to resort to unethical practices as a coping mechanism (Singh et al. 2022:270).

				Also, amidst these challenges, the emergence of GPT detectors, exemplified by models like GPTZero and CheckGPT, introduces both promise and disquiet. These advanced AI tools are meticulously designed to unearth and thwart plagiarism, cheating, and other forms of academic dishonesty, presenting a paradigm shift in how IHEs combat breaches of academic integrity (Hagendorff 2020:113). However, while GPT detectors offer a promising defense against academic misconduct, they simultaneously raise ethical and privacy concerns. The implementation of these technologies necessitates an intrusive surveillance of students’ academic work and online activities, leading to debates about potential infringements of privacy rights and the impact on open communication in educational settings (Bretag et al. 2019:1855). It is vital to expose students to detector software to discourage cheating, which may prevent dishonesty among students. Awareness should be inculcated, as well as the adoption and design of authentic learning experiences to highlight the usefulness and educational value of GPT detector software. As a strategy, webinars should be created to promote critical conversations among students and staff as a means to increase awareness of GPT detector software. We are, therefore, advocating for the need to carefully strike the delicate balance between preserving academic integrity and fostering an environment conducive to creativity and innovation.

				The intricate interplay between academic anxiety, technostress, and the utilisation of Gen-AI tools also forms a critical nexus in the modern educational landscape (Khanthavit & Khanthavit 2023:215). An excessive reliance on such tools can contribute to heightened academic anxiety, impacting students’ concentration, motivation, and their overall academic performance. In line with the thoughts of Khanthavit and Khanthavit (2023:213), the study underscores the need for a 
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				nuanced understanding of the intersection between technological advancements and student wellbeing.

				Moreover, the evolution of academic integrity concerns dovetails with the introduction of LLMs such as ChatGPT. Plagiarism detection software and GPT detectors emerge as crucial instruments in identifying and curbing violations. However, challenges persist, especially in detecting content generated by GPTs. This study, thus, highlights the need for IHEs to adapt their strategies to effectively combat emerging forms of academic dishonesty facilitated by advanced AI (Perkins et al. 2023:3 of 21). 

				Lastly, the study revealed that strategies for fostering academic integrity in this digital epoch necessitate a multifaceted and strategic approach. The recommendations encompass a spectrum of interventions, including educational initiatives, disciplinary measures, policy clarity, technological solutions, and the active involvement of faculty in policy formulation (Azulay Chertok et al. 2014:1328; Roe & Perkins 2022:10 of 10).

				Based on the above, we conclude this section on the note that the landscape of academic integrity and the challenges posed by academic anxiety are undergoing a profound transformation in the age of GPT detectors and technological advancements. This synthesis of scholarly insights underscores the intricate interplay between preserving the sanctity of education, addressing student anxiety, and incorporating advanced tools to successfully navigate this complex terrain.

				Conclusion and Recommendations

				First, academic integrity, which is foundational to the ethos of education, faces both unprecedented threats and promising solutions. The integration of GPT detectors, exemplified by models like GPTZero and CheckGPT, signifies a paradigm shift in combating plagiarism and academic misconduct. While these AI tools offer a robust defense mechanism, their implementation necessitates a delicate balance between surveillance and safeguarding students’ privacy rights. IHEs are challenged to adapt policies and practices to ensure ethical deployment while fostering an environment conducive to creativity and innovation.
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				Second, the rise of academic anxiety among students poses a significant concern. The digital era, with its relentless competition and elevated expectations, contributes to heightened stress levels and regrettably, unethical practices. GPT detectors, while instrumental in curbing dishonest behaviours, should not be viewed in isolation. They must be part of a comprehensive approach that addresses the root causes of academic anxiety, promoting a culture of trust, support, and resilience.

				Third, the multifaceted recommendations from scholarly articles provide a roadmap for IHEs that aim to navigate these challenges effectively. Beyond the technical aspects of implementing GPT detectors, there is a pressing need for educational interventions that enhance students’ understanding of plagiarism, academic integrity policies, and the responsible use of technology. Faculty, as key stakeholder, plays a pivotal role in not only adopting these tools but also in fostering a supportive and understanding academic environment.

				Moreover, the fairness and accuracy of GPT detectors in identifying instances of plagiarism are crucial for the credibility of academic assessments. Continuous refinement of detection algorithms, coupled with regular audits and feedback mechanisms, ensures that these tools serve their purpose without disproportionately penalising students. Institutions must be agile in adapting strategies to the evolving tactics employed by students, addressing not only the symptoms but also the underlying causes of academic dishonesty.

				As education embraces technological advancements, the onus lies on faculty and IHEs to empower students to navigate this new landscape responsibly. Faculty training becomes indispensable, not just in the technical aspects of using tools like GPT detectors but also in understanding the broader implications for student wellbeing. The intersection of technology and education should be approached with foresight, emphasising the wholistic development of students and creating an environment that encourages critical thinking and genuine learning experiences.
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				In essence, the conclusion drawn from this exploration is a call for a wholistic and adaptive approach to academic integrity in the digital age. The integration of GPT detectors and technological tools should be complemented by a commitment to addressing the root causes of academic anxiety. By fostering a culture of trust, transparency, and resilience, IHEs can navigate these challenges successfully, ensuring that the pursuit of knowledge remains a transformative and enriching experience for students.
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				AI and Academic Integrity Decussation: Implications for Higher Education

				Nicky Tjano 
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				Introduction

				AI (artificial intelligence) refers to systems that display intelligent behaviour by analysing their environment and taking actions – with some degree of autonomy – to achieve specific goals. AI-based systems can be purely software-based, acting in the virtual world (e.g., voice assistants, image analysis software, search engines, speech, and face recognition systems) or AI can be embedded in hardware devices (e.g., advanced robots, autonomous cars, drones, or IoT [internet of things] applications). This definition was proposed by HLEG (the High-Level Expert Group on Artificial Intelligence) in 2019. Samoili, Cobo, Gómez, De Prato, Martínez-Plumed, & Delipetrev (2020:4) suggest that there are two broad categories that can be identified from this definition, namely the ability of machines to reason and make decisions and learn. 

				There is a transformative force in the era of rapid advancements in technology that is reforming various sectors, communities, political and educational landscapes, and so on. Nonetheless, this force is transforming the very foundation of human knowledge, and arguably human intelligence. Albert Einstein once stated that ‘the true sign of intelligence is not knowledge but imagination’ (Ganiev & Tashev 2021:3570). Einstein went further to argue that imagining is a far more 
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				important skill than knowledge itself. This view implies that imagination is more important than knowledge thus emphasising the need for imagination alongside knowledge in fostering creativity. One would posit that AI’s transformative agenda lies in changing the status quo on knowledge creation. Jean-Jacques Rousseau’s views on contemporary education and the role of digital technologies as captured by Jergus (2018:395-396) and Carvalho and Yeoman (2021:28) respectively emphasise the significance of student’s natural development in the learning journey and situate learning activity as an emergent process. With this evolution, technological advancement and digital revolution, spearheaded by AI, undoubtedly the longstanding and uncontested dominant status of IHEs (institutions of higher education), in particular universities, in the creation and dissemination of knowledge has now been challenged. Therefore, drawing from the views of both Einstein and Rousseau, it is undeniable that AI has reimagined the principle of the knowledge creation process, learning activity, as well as pedagogical and andragogical strategies. This assertion aligns with a point made by Eaton (2023:4 of 10) that with AI we have witnessed the era of post-plagiarism, where human creativity is enhanced rather than threatened. 

				The role of AI has been a subject of discussion both in the mainstream media and academic discourse. The developments in AI are fast changing the educational landscape as these advancements are intimately associated with improvements in computer capabilities, thus resulting in super-intelligent machines. This intelligence is actually the cornerstone of AI as its definition anchors ML (machine learning), whereby computers impersonate humans. Likewise, Trott, Jones, Chang, Michaelov, and Bergen (2023:2 of 21) expound on the human impressionist abilities LLMs (large language models) by asking if LLMs know what humans know. In that piece of work, the authors cite activities such as the ability to learn, adapt, synthesise, and self-correct to complete complex tasks. This happens through LPMs (language processing models). Without a doubt, advancements bring about a lot of opportunities, so there are challenges and associated risks (Neha 2020:308; Popenici & Kerr 2017:1 of 13). 
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				AI’s influence in education builds on and extends what the 4IR (fourth industrial revolution) has done as Oliver (2022b:27) affirms that 4IR alongside IoT, big data, the IIoT (industrial internet of things), and cloud computing cyber-physical systems, to mention a few, has taken the world by storm. Oliver (2022a:53), reflecting on Society 5.0 and Education 5.0, recommends that it is the responsibility of IHEs to lead in innovation incubators and be the cornerstone of ‘sustainable and positive transformation and change.’ This implies, argues Oliver (2022b:27), that IHEs should be instrumental in this era of development given the influence they have in shaping the lives of the youths, their beliefs, skills, future livelihoods, and expectations. 

				With the advent of ChatGPT (chat generative pre-trained transformer), there have been many other competing and complementary AI tools and systems focusing on computer-generated text, such as Claude, Google Bard, and DALE, to mention a few. These tools fall within the field of Gen-AI (generative artificial intelligence) and can also be used as AWAs (automated writing assistants), AWTs (automated writing tools), and APTs (automated paraphrasing tools) (Roe & Perkins 2022). Other groups of effective AI tools useful for the field of education fall within the realm of IESs (intelligent educational systems) including ITSs (intelligent tutoring systems), educational robotics, and automated grading tools for multimedia systems. 

				The emergence and launch of ChatGPT in late 2022 by OpenAI has catalysed a rapid rise in open AI technologies and has effectively created an almost instant technological panic about the impact of AI on the HE (higher education) space. There has been worries around technological advancements, while some of the fears centred around diminishing our ability to think (Eaton 2023:2 of 10). Drawing on the developments, (Eaton 2023:2 of 10) adds that the results of technological advancements and by extension AI, are evident in how AI has quickly redefined teaching, learning, and assessment practices.

				From a research perspective, advancements in AI present an opportunity for a transformative wave that is reshaping the landscape of academic inquiry across diverse disciplines. Ongoing 
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				debates surround the ethical use of AI, with protagonists citing the associated benefits such as enhanced adaptive teaching and assessment, personalised learning experiences, and improved virtual tutoring and support. Among these divergent debates, calls for transformative changes, the need to safeguard the integrity of assessments, and to strike a balance from an ethical viewpoint forms the basis of this chapter. 

				This chapter adopts a risk-oriented mindset and ethical lens to comprehend how advancements in AI intersect with academic integrity. By dissecting the AI decussation with academic integrity within a HE landscape, the chapter embarks on a journey through the evolving landscape of AI and its profound implications for academic integrity. First, the popularity and development cycles of AI are explored, digging into the hype surrounding Gen-AI and also projecting its future applications. Second, the transformative role of AI, particularly in the health sector is explored. The third section navigates the ongoing debate between AI and human capabilities.

				The fourth section closely examines the decussation of AI and academic integrity from the global perspectives of academic dishonesty. This is followed by an exploration of challenges commanded by the rise of a repertoire of LLMs, with special attention to AI authoring tools. In this section, the costs and benefits of AI’s authoring tools are discussed. The positive impacts of the tools such as supporting teaching and learning to negative costs like students’ dependency on AI and plagiarism dangers as well as communication threats arising from reduced human interaction are detailed in the discussion. 

				The chapter then discourses the proposed strategies to strike a balance between AI benefits and how to maintain academic integrity. As we peer into the future, the second last section reflects on future evolving trends in the AI space in education with commitment challenges. This reflection offers valuable insights for educators, policymakers, and researchers who are constantly navigating the delicate cross paths between technological advancement, specifically AI and academic integrity. The last section provides concluding remarks on the chapter.
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				AI Popularity and Seasons of Development 

				AI paradigm shifts can be examined from three distinct but intertwined phases of development as described by Delipetrev, Tsinaraki, and Kostic (2020) in their 2020 AI-Watch report for the EU (European Union) Commission’s JRC (Joint Research Centre) examining the evolution of AI. Delipetrev et al. (2020:3) regard the development of AI and its popularity as a seasonal change phenomenon emulating economic cycles as illustrated in Figure 2.1. These phases are referred to as AI’s seasons of development and are characterised by sequential stages of upswings (springs for growth) and downswings (winters for decline) that happen over time. The latter stages are largely due to cuts in funding opportunities or budgets for development. The first phase is called AI foundations and occurred between 1950 and 1970. The instrumental pioneers during this primitive era include Alan Turing and John McCarthy. Turing published what would arguably and undoubtedly be his breakthrough seminal paper in the field of AI, that debated machines’ ability to think (Turing 1950). The debate continued and was propelled by deliberations at Dartmouth’s conference that took place six years later after Turing’s paper on computing machinery and intelligence. At the conference, McCarthy presented his definition of AI, which he coined in 1955 as ‘the science and engineering of making intelligent machines’ (Delipetrev et al. 2020:7).

				Since that conference, excitement about machines, specifically computers’ ability to assist with human challenges, mathematical and science equations, and continued excellence in language translation abilities surged. Furthermore, a myriad of AI initiatives and developments were witnessed – from computer programming, the discovery of perceptron, the realisation of the ELIZA NLP (natural language processing) model to Shakey the Robot (Delipetrev et al. 2020:7). Likewise, Roberts (2016:14) affirms these developments by reflecting that ‘despite the Dartmouth conference’s failure to produce an intelligent machine,’ the aftermath of the conference was nothing but a 
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				success. Narrow programmes like the Logic Theorists1 were born, overwhelmingly buying into McCarthy’s optimism and dream, as the government was optimistic about smart machines’ potential to ‘analyze masses of geological data for oil and coal exploration’ (Roberts 2016:14). 

				Figure 2.1:	AI’s seasons of development. (Source: Delipetrev et al. 2020:3)

				The symbolic AI phase ensued between 1970 and 1990. In this era, the underlying discovery was the advent of expert and knowledge systems. The nervous part of these systems was the integration of human beings’ expert knowledge through computer programming. The expert systems were able to perform blood disease diagnostics and prescriptions (Shortliffe & Davis 1975:11), the ID3 (iterative dichotomiser 3) which was able to generate decision trees (Quinlan 1986:82), and the ability for humans to have dialogue with computers (Winograd 1971:75).

				The era between 1990 and 2020 indicates that the development of AI took an upward trajectory in an exponential form. The advent of ML and DL (deep learning) has characterised this era, and without a doubt, more is yet to come. The use of convolutional neural networks that read handwritten digits 

				
					
						1	Logic Theorists is a computer programme written in 1956 by Allen Newell and two colleagues, Simon and Shaw, engineered to perform automated reasoning, and has been described as the first artificial intelligence programme. 
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				(LeCun, Boser, Denker, Henderson, Howard, Hubbard, & Jackel 1989:400), the rise of GANs (generative adversarial networks), and transformers in language modelling for the translation and answering of questions happened in this era. The other instance of AI capabilities surpassing humans includes the 1997 era when IBM (International Business Machines) supercomputer Deep Blue defeated Gary Kasparov in a chess game. No one would have predicted that to happen to the world-renowned world chess master. There is a high degree of uncertainty associated with the future directions of AI and its advancement; however, its maximum potential can only be realised if there is trust in how it is deployed, developed, and used (Thiebes, Lins, & Sunyaev 2021:447).

				Notwithstanding all these developments in AI, and it being an important aspect of modern-day life, there are probabilities on the cards where winter seasons in AI development may follow. The same goes for seasons of greater AI spring. This, as Delipetrev et al. (2020:3) accentuate, signifies an uncertainty of the future of AI. Similarly, Schuchmann in his 2019 paper on prospects of an approaching AI winter earlier predicted that given critiques around AI, especially on DL approaches and variations in funding models through R&D (research and development). In fact, on funding R&D, the key role players as far as allocating substantial amounts of funds to AI are concerned, are the US (United States [of America]), China, European Commission through EU member states, India, South Korea, Canada, Japan, Israel, Russia, and Singapore (Samoili et al. 2020). Between 2009 and 2018, there were 34,000 role players globally with the US and China amassing this large concentration.

				AI’s Hype Cycles: Focus on Generative AI and Future Expectations

				In the history of human evolution, AI is arguably the most intricate and beyond-belief invention where human creativity has been tested and will arguably continue to be tested. Epstein and Hertzmann (2023:1110) affirm this view by stating that new classes of AI tools, especially Gen-AI, have the capability to likely 
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				and fundamentally turn around creativity and the idea generation – from conception to deployment. 

				AI’s presumed ‘godfather,’ Geoffrey Hinton, a renowned computer scientist who is credited with having built influential and crucial AI tools has shared his crusade on the evolution of AI and the possibility of outsmarting the intelligence of humankind. This was reflected by Joshua Rothman is his article, Why the godfather of AI fears what he’s built, after the intimate interview with Hinton (Rothman 2023). In his reflections, Rothman conveys, what worried Hinton is how humans would prevent AI machines from taking control. His reflection is that no one knows the answer. This evolution and subsequent successes have amplified the debate on machine’s capability to outclass human beings.

				Nonetheless, of the debates and successes of machines’ capabilities, the AI field has experienced periods of hype cycles. The AI hype cycle 2023 sheds light on the path and evolution of innovations within AI space, and how they have influenced various sectors (Gartner 2023). Figure 2.2 depicts five phases of the hype cycle characterised by technology triggers, also known as innovation triggers, followed by a peak of an inflated expectation phase. 

				The third phase relates to the trough of disillusionment, where the ‘hype’ or interest in the innovation starts to wane due to experimental and implementation failures. It is at this stage where the technology fails to meet the expectations. The fourth phase is characterised by a slope of enlightenment where potential benefits of technology start to make sense. The last stage is referred to as a plateau of productivity, where the mainstream adoption of technology takes off and all previous efforts including R&D and marketing start to pay off as Chaffey and Ellis-Chadwick (2019:74) attribute this success to serving the niche market.
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				Figure 2.2:	AI hype cycles. (Source: Gartner 2023)

				Aligned with hype cycles, AI tools are expected to reach a plateau of productivity in four periodic phases. The Grand View Research (2023) report projects the global market size of AI to plateau at almost $2 trillion, a surge of 38.1%. In phase one, tools will reach a plateau in a period of less than two years. This period is followed by the next plateau phase, which is two to five years. In the third phase, a plateau is reached between five and 10 years, while the fourth phase constitutes a period of a decade or more. AI engineering, prompt engineering, AI simulation, and data-centric AI are selected AI fields whose productivity plateaus would mature within two years. Before the impact of AI on academic integrity is explored, Figure 2.3 illustrates how AI is applied and has benefited 11 major industries and sectors, and as Takyar (2022) asserts, AI continues to amass huge potential for the future expansion of these industries.
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				Figure 2.3:	Application of AI in various industries. (Source: Takyar 2022)

				Some of these breakthroughs have influenced and propelled the discovery of many AI tools in various other sectors, for example, various fields, like the food technology, real estate, health sector, hospitality, travel, and manufacturing (Takyar 2022). The next section selectively explores how AI has transformed the health sector. The choice of this sector is that the results are almost visible as the majority of the people interacts with the sector as patients to consult with their healthcare professionals. This discussion is then followed by a reflection on the big debate between AI and human capability.

				Application of AI in the Health Sector 

				AI has cemented its place as a significant driver for economic development and has been dubbed an ‘area of strategic importance’ given its broader impact on society (Delipetrev et al. 2020:1). The growing influence of AI-driven capabilities in various sectors can be forgiven for making someone believe that they are in a world where they are watching sci-fiction. In this ‘sphere,’ one is experiencing AI algorithms’ superpower and astonishing capabilities. These amazing capabilities include the ability of AI algorithms to compose a masterpiece, which by far outclasses the best classical symphonies of all time. If one thinks 
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				of the age of the universe (Planck 2018) and the power of the universe, where Coutinho (2022) refers to the latter as ‘a wonder ahead of medicine,’ which has caught the attention of scientists and researchers and how AI has transcended into this space, the results are astonishing. To date, scientists are still trying to determine the age of the universe as Russ and his colleagues in 1997 concluded that the impact of the inhomogeneities on the global expansion factor was found to be miniature (Russ, Soffel, Kasai, & Börner 1997:2046). They went further to reveal that to use Hubble constantly in the usual way to determine the age of the universe produced an error that was negligible. 

				According to Manne and Kantheti (2021:78-80), some of the benefits of AI for the health industry include aiding in understanding the needs of patients, cost reduction, and most importantly, improved efficiency. At the heartbeat of this advancement is the availability and processing of healthcare data, which are often voluminous. PWC (2017) cautions that although it is undeniable that AI is gradually becoming more and more sophisticated in performing human activities, the sustainability and accessibility of quality healthcare need to be rethought, given the increasing costs associated with the new discoveries.

				In diagnosis and treatment design, the application of and advancement in AI research have been growing and improving. In their 2008 paper, Eren, Subasi, and Coskun (2008) showcase the power of AI in telemedicine through the efficient use of mobile devices and reveal how medical decision support systems can be effective in the provision of quality healthcare services, especially in developing countries that are usually under-resourced and limited by advancement in technologies. Some of the interesting applications of AI in the sector include the deployment of mobile device apps to effectively diagnose pregnant women (Carter, Sandall, Shennan, & Tribe 2019:2) and monitoring nutritional triage for oncology patients (De Bruin, Schuh, Seeling, Luger, Gall, Hütterer, Kornek, Ludvik, Hoppichler, & Schindler 2018:34-35).

				The increasing use of AI and robotics in redefining the health sector through examination, diagnosis, and treatment prescription has been witnessed. Exploration of AI chatbots to 
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				assist in understanding depression and anxiety in patients (Manne & Kantheti 2021:80) and detecting psychiatric diseases (Erguzel & Ozekes 2014:52) are a few of the AI technologies being tested. Eren et al. (2008:32) suggest that AI techniques like computerised decision support system e.g., ANNs (artificial neural networks), decision trees, and support vector machines are also being used through mobile applications to diagnose and treat problematic diseases like cancer.

				In the last decade, the focus was more on a differentiation strategy through explosive innovation in medical products such as newly developed pieces of equipment and consumables. Historical and evidence-based healthcare was influenced by an enormous amount of health data at the disposal of scientists, health practitioners, and regulatory bodies (Frost & Sullivan 2016). These data are in the form of the overwhelming volume of health records, research findings, and diagnosis data that are generated daily. For example, there were approximately 11,000 articles published annually in the field of skincare. One could imagine how this data have assisted dermatologists to more accurately diagnose skin care problems for millions of patients across the globe. In terms of data, the volume of healthcare data was reported to have reached 4 ZBs (zettabytes), considering that one ZB equates a trillion gigabytes. It was projected that these data would exponentially grow by 10 times (PWC 2017:3). 

				AI versus Humans: The Big Debate!

				The field of AI is dynamic and evolving at a fast pace. With its dynamism comes many transformative opportunities. The same can be stated for threats. The latter attests to the need to closely monitor AI through regulatory frameworks, policies, and guidelines. The ample potential impact of AI on humanity is yet to be fully explored. Ironically, the ‘intelligence’ of AI has been debated, and the debate is still ongoing to have the capacity to supersede human intelligence in the near future. In almost affirming this claim, Arrieta, Díaz-Rodríguez, Del Ser, Bennetot, Tabik, Barbado, García, Gil-López, Molina, Benjamins, and Chatila (2020:82) explain that with the manner and speed with which AI-powered systems are sophisticated, the advancement 
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				has led to a situation in which these systems can act or operate independently of human intervention, especially in their design and deployment.

				For example, in the health sector, Manne and Kantheti (2021:78) are pondering whether the availability and use of AI tools in the future will replace physicians. The authors quickly respond by stating that practically, it is impossible. At most, however, these tools will enable physicians to achieve improved and accurate results. The vantage point lies in its ability to process enormous amounts of information a billion times faster, thus enabling it to decide much quicker than human beings can. Lu (2023), in an article headlined How smart is ChatGPT? reveals riveting results on how it is able to compete with humans in examinations. These results are worth reflecting on. In the latest release, ChatGPT 4 is reportedly capable of matching the human performance level in most of professional and academic assessments. Despite these breakthroughs, it is still struggling in subjects like English language and literature (Lundgren 2024; Nasrullah & Wahyu 2024). ChatGPT 4’s performance in language tasks is still exhibiting inconsistencies, thus suggesting its insufficient grasp of language and literature intricacies. The subjects in which it is demonstrating high grading and comprehension accuracy and it is performing well are in the STEM (science, technology, engineering, and mathematics) field with subjects like physics, statistics, mathematics, and biology (Lundgren 2024; Ragolane, Patel, & Salikram 2024). This is particularly true when questions are objective i.e., multiple-choice or sort-answer.

				The often mystic and evolving incredible capabilities of AI and its algorithms fuel the ‘big debate’ on intelligence about AI versus human intelligence, as discussed in this section. The question of whether AI can surpass human intelligence is explored with questions like the following:

				Is it possible to use technology (AI, modelling, or data science) for the good of humanity?

				Can a human mind keep up with AI?

				Can AI be humane and ethical?
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				The questions lean on the protagonists who are on the side of those arguing that AI will replace humans in their jobs. The debate is not new as advancements in technology and the prevalence of automated machines, robots, and production processes, especially in the automotive industries and huge supply chains have replaced human beings. In an attempt to respond to the first and last questions, I argue that the potential of technology, especially AI and data science, to benefit humanity is substantial, yet it is not without challenges. Various studies (e.g., Beduschi 2024; Thiebes et al. 2021) highlight how these technologies can contribute positively to societal goals, but they also caution against the risks of inequality and ethical concerns. Hence, there is a quest in some parts of the literature geared towards promoting responsible and sustainable AI in protection of human rights against bias and discrimination in algorithms, whether intentional or otherwise (Lamchek 2023; Yadav, Tudela, & Marco-Lajara 2024). With reference to the second question, sections 2 and 3 focused on the capabilities of AI and its impact in various sectors such as health, education and labour market among others. 

				It is undeniable that AI has transcended and has been transformative in enriching the human experience. Contemporary advancement in AI and its applications in various industries and sectors of the economy is unprecedented. In this section, the impact of AI in the health sector is highlighted. The healthcare sector experienced outstanding AI advancements that are on the brink of revolutionising patient care and outcomes. Advancing medical diagnostics through image recognition and predictive analytics, enabling early disease detection, and personalised treatment plans are some of the developments AI has advanced in the industry. The influence of AI in the health sector was evidenced in 2012 when Geoffrey developed a neural network at the University of Toronto with two of his students. The system they have built, was able to mimic humans’ behaviour and function just like the human brain (Apperly & Butterfill 2009:953) where one could feed it with a large amount of data, and through ML it could learn how to identify objects with almost near perfect efficacy. 
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				The working paper of the ILO (International Labour Organization) on the global analysis of jobs that are exposed to AI, specifically Gen-AI, projects that the effects vary across countries based on their income level (Gmyrek, Berg, & Bescond 2023). For example, countries with low-income levels have 0.4% of their total labour force exposed compared to 5.5% of countries in the upper bound. Administrative jobs that are clerical in nature are the most exposed at 24%. Meanwhile, other occupational groups vary between one and four percent (Gmyrek Berg, & Bescond 2023:1-10). Along the same lines, the OECD (Organisation for Economic Cooperation and Development) (OECD 2023:42) suggests that AI is changing the jobs landscape and estimates that 42% and 47% of automated jobs (AI adoption) in finance and manufacturing respectively, were motivated by reduction in staff costs.

				The quote by Kevin Kelly, co-founder of Wired magazine in his book, The inevitable shares rather interesting views on the future of jobs in the world of AI: ‘Your job won’t be taken by AI, but it will be taken by someone who uses AI’ (Kelly 2016:2). At the core of Kelly’s view is that AI is not here to replace people in their jobs, however, there is a need for adaptability and an urge for self-fulfilment and motivation in one’s career development. Likewise, in an interview with CNBC (2023), Elon Musk, the CEO of X, a leading social media platform previously known as Twitter, has advised people, youths in particular, to embark on a career journey that keeps them captivated and always satisfied. This background in a way opines that there are varied views on the pros and cons of AI evolution. Now that the impact of AI has been discussed alongside the great debate on AI versus humans, in the next section the decussation of AI and academic integrity is presented. 

				AI on Academic Integrity Decussation: Plausibility for Evolution of Academic Dishonesty and Academic Misconduct

				There is no universal definition of academic dishonesty, just as there is none for plagiarism. Both the concepts of academic dishonesty and academic misconduct are often used 
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				interchangeably, referring to the acts of violating academic integrity (Eaton 2017:272). Alongside plagiarism, the concepts have dominated ethical discourse in IHEs (Hua 2023:160). Eaton (2017:272) continues to suggest that academic dishonesty and misconduct are regarded as forms of an academic integrity antithesis. This affirms what the ICAI (International Centre for Academic Integrity) on the fundamental values of academic integrity stated, viewing both academic dishonesty and misconduct as compromising essential ethical principles and values of trust, honesty, responsibility, fairness, and respect (ICAI 2021:4-10). Tracey Bretag, the Australian scholar, who is popular for, and an avid advocate of academic integrity (cf. Marais 2022:57), borrows from the definition of APFEI (assessment of process for efficiency improvement) of academic integrity as follows: ‘A commitment to key values of honesty, trust, fairness, equity, respect and responsibility, and the translation of these values into action’ (Bretag 2016:28).

				The popularity of the term ‘academic integrity’ is credited to Donald McCabe, Rutgers Business School’s Professor of Management and global Business, who is dubbed to be its father and to some known as ‘Dr. Ethics’ (Rutgers Business School 2014). In his summer reflection on liberal education, McCabe (2005:26) writes that ‘it takes a village: Academic dishonesty and educational opportunity [and argues that] if we truly believe in our role as educators, we would do better to view most instances of cheating as educational opportunities.’ There are other prominent scholars who have made and some still are making an immense contribution to the field of academic integrity.2 Enacting behavioural principles and values is the backbone of academic integrity, while the aim is to avoid acts of plagiarism and contract cheating, as Clarke and Lancaster (2006:19) as well as Eaton (2018) put it. In affirmation, Kirk (1996:16) continues to argue that maintaining academic integrity upholds high standards of honesty and rigour in academic research and publishing.

				
					
						2	Examples are Tracey Bretag and Cath Ellis, both from Australia, Tricia Bertram Gallant from the US, Sarah Elaine Eaton from Canada, Thomas Lancaster from the UK, and Tomáš Foltýnek from the Czech Republic.
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				On the backdrop of proliferation in AI, the growing importance of protecting and maintaining the practice of a moral or principled code of ethical behaviour, which is the core value of academic integrity is concomitantly taking centre stage (Marais 2022:57). Since the COVID-19 (Coronavirus disease of 2019) pandemic, IHEs across the globe had to, willingly and unwillingly, transition to online assessments (Perkins 2023:1 of 24). Inevitably, this transition was accompanied by concerns on the rising prevalence of academic dishonesty. To comprehend the complexity of academic dishonesty, it is important to note the origins of assessments, which date back as far as the primitive era of the first tests3 in the 18th century (Lang 2013:14). Time-honoured methods such as plagiarism, unauthorised collaboration, and exam cheating remain prevalent challenges. Students have, historically, sought to gain an unfair advantage through these means, raising concerns for educators and institutions globally. The use of crib sheets, copying from peers, and recycling assignments have been persistent issues, emphasising the need for ongoing vigilance in upholding academic integrity (Armstead 2001:10; Stevens 2013:17).

				It has been argued that academic integrity tends to place the responsibility of good ethical conduct on the individual, which, according to Fishman (2015:13-16) in her book chapter on Academic integrity as education concept: Concern, and movement in US institutions of higher learning assumes that approach to be problematic. Other scholars point to the Chinese civil service over a millennium when the Chinese emperor in early 2200 BCE administered an elementary form of testing for his officials once every three years as a measure of assessing their fit-for-office (Bushway & Nash 1977:4). In the context of the US, Gregory (2004:59) documents the late 1800s to be the era during which tests were popularised. James McKeen Cattell was credited to have imported brass testing instruments to the US; hence he 

				
					
						3	According to Fishman (2015:7-8), the historical evolution of academic integrity shaped American approaches to academic integrity and can be traced back to the early conceptions, which were based on British higher education models. These models explicitly addressed ethical and moral lessons through explicit, religious beliefs and mandatory practices.
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				earned an accolade of being referred to as ‘undisputed dean of American psychology’ (Gregory 2004:60-61). This long and distinct period of history was preceded by the Francis Galton era (1822-1911). Galton who was reported to have been obsessed with measurements, devised the first battery of tests within the field of psychology in Great Britain. Akin to the introduction of any other system, administering the assessments was not without challenges, and this led to testing environments needing refinements and modifications over centuries. It was until this time that written exams were enacted in the Han dynasty. Some of the challenges relates to unnecessary demanding assessment practices and invalidated selections tests (Gregory 2004:57). Other challenges include cheating and bribing of examiners, which were popular despite these acts carrying the death penalty as a form of deterrent for both examiner and test taker should it be proven that they are guilty of misconduct (Bushway & Nash 1977:623; Gregory 2004:57-59; Zhang 2017:153). The next section takes a closer view on the contemporary challenges in academic integrity from the context of pre- and post-COVID-19 pandemic.

				Global Perspectives on Academic Integrity

				This section explores the contemporary issues surrounding the management of academic integrity, looking at both the conventional forms and evolving forms of academic dishonesty. Additionally, we examine this through contrasting the global and local perspectives on academic integrity. The focus of this exercise is on selected developed countries contrasted with emerging nations like Brazil, India, and South Africa. The aim of this comparative analysis is to shed light on the complex consequences of academic integrity issues in various learning environments and educational landscapes.

				The challenges in maintaining are on the one hand precipitated by perspectives on the development of academic integrity measures, while on the other there is the role played by technology. On the former, Fishman (2015:8) attributes and relates challenges to the narrow view of academic integrity. Authors go further to suggest that there needs to be a paradigm shift away from students as possible threats on academic integrity, towards 
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				focusing on educators and researchers, practices, and entrenched institutional ethical cultures. The shortcoming of this one-dimensional perspective rests on the responsibility of managing academic integrity on individual choices, hence the inefficiencies. Therefore, a multi-dimensional perspective of responsibility of managing academic integrity, a principle which this chapter is underpinned on, remains the effective and responsible way of managing academic integrity.

				Developed nations like the US, UK (United Kingdom), Italy, and Australia often face challenges associated with technology-driven academic misconduct. For the longest time, academic integrity has been the anchor behind fair, valid, and reliable education system. The assurance of fair and honest representation of one’s work in assessments underpins the basis for principles of academic integrity. Sadler (1989:119), in the theory of formative assessment, suggests that there are multiple criteria applied in judging the quality of students’ assessments. It is the ‘quality’ in this assessment that is a beacon of hope when it comes to protecting academic integrity. However, owing to evolutions in the educational landscape, the course or journey to manage and maintain academic integrity, is by extension raddled with allied challenges. 

				Current Challenges in Academic Integrity

				Using AI tools does not automatically constitute academic dishonesty. Eaton (2023:3 of 10) uses the six tenets of post-plagiarism by reflecting writing in the age of AI and argues that attempts to detect where the human ends and where the AI begins in this era is pointless. Examining academic integrity on a global scale reveals a spectrum of practices and attitudes. The proliferation of essay mills and the use of advanced cheating technologies pose threats to the integrity of assessment processes. On the other hand, developing countries such as Brazil, India, and South Africa grapple with issues rooted in resource constraints and varying levels of academic support. The implications for educational institutions in these diverse contexts are profound, necessitating tailored strategies to address the unique challenges each faces.

			

		

	
		
			
				48

			

		

		
			
				Artificial Intelligence Transforming Higher Education Vol. 2

			

		

		
			
				Academic integrity literature provides valuable insights into the implications and challenges in academic integrity, both in developed and developing nations. In both the US, Canada, and the UK, studies highlight the prevalence of contract cheating and the need for rigorous academic policies (Eaton 2018; Eaton, Rothschuh, Fernández Conde, Guglielmin, Otoo, Wilson, & Burns 2018:2; Eaton 2017:271; Lancaster 2020:1-2 of 14; Stone 2023:357). Perkins (2023:2 of 24) suggests that in Italy and Australia the focus has shifted towards the impact of cultural attitudes on academic honesty and considerations of academic integrity in the era of AI LLM models (Ellis, Van Haeringen, Harper, Bretag, Zucker, McBride, Rozenberg, Newton, & Saddiqui 2020:454; Bretag 2016:8-10). Conversely, in India and South Africa, the reviewed research underscores the role of socioeconomic factors in influencing academic misconduct (Marais 2022; Mwamwenda 2006; Vandana & Nagaveni 2019).

				Key implications gleaned from the literature include the urgent need for standardised global frameworks that acknowledge the contextual differences between developed and developing nations. Institutions must not only adopt proactive measures to deter academic misconduct but also foster a culture of academic honesty through educational initiatives. As we navigate the post-COVID educational landscape, understanding these implications becomes paramount in crafting effective strategies to safeguard academic integrity worldwide.

				The Costs of the Rise in AI’s Large Language Models Authoring Tools on Academic Integrity

				The advent of technology has ushered in a new era of challenges for academic integrity. While traditional forms of cheating persist, there is a notable evolution in the methods employed. According to Epstein and Hertzmann (2023:1110), the capability and influence of Gen-AI tools lead to reimagining the creativity, as such, posing a need to understand the impact as it cuts across many sectors of the society. The HE landscape, and by extension, academic integrity is no exception. For example, one of the concerns raised against LLMs is their ability to generate text 
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				that may be difficult for academics to detect that it is machine-generated (Perkins 2023:8 of 24; Wahle, Ruas, Kirstein, & Gipp 2022:952). Another challenge is the difficulty with which to establish relevant policies if the use of LLMs as a tool for student cognitive offloading is considered. LLMs are transformer-based ML models characterised from language-based activities (Vaswani, Shazeer, Parmar, Uszkoreit, Jones, Gomez, Kaiser, & Polosukhin 2017). In this section, the key question under exploration is, ‘To what extent does the rise in AI authoring tools compromise academic integrity?’

				The evolution of AI academic authoring tools has its own ‘the good and the bad’ story. Much as there are benefits – intended or unintended – there are also associated consequences or costs. These costs are propelling the debates and arguments for and against embracing AI. Grappling with the challenges brought by the rise in AI authoring tools, universities and other IHEs around the world have recently developed (and are still developing, whilst others are yet to develop) their policy stances on the usage of AI authoring tools. On the backdrop of the downside of the rise in AI authoring tools, the likes of the AWG (Australian Writers’ Guild) have in its response to this explosion, released a statement where the association vehemently affirms its stringent stance against the unregulated use of AI within Australia’s creative industries (AWG 2023). Similarly, the WGA (Writers Guild of America) has tailed its concerns and issues they have on AI within the US screen industry, and this went as far as the protracted protests. The WGA ultimately won critical contract protections, although this victory was not enough, according to Winter (2023). Despite the critics, at the core of the settlement, it was agreed that AI would not be used to weaken writers’ credits and compensation. In another prominent example of concerns against AI, the technology reporter of the BCC (British Broadcasting Corporation), Shiona McCallum wrote that ‘ChatGPT [was] banned in Italy over privacy concerns’ (McCallum 2023). Unexpectedly and ironically, the headline would coincide with the April fool’s day, and uncertainly some would wonder if this was a gimmick. However, it was found to be a true story. As reported in the article, the data protection 
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				authority in Italy was grimly concerned about privacy of the data on the chatbot’s model (McCallum 2023).

				To borrow from the economics literature, there is a popular phrase about the hidden or opportunity costs that states: ‘There ain’t no such thing as a free lunch’, to which Safire William (1993) argues that it was popularised by the free market economist Milton Friedman in 1975 (Friedman 1975). This phrase puts meaning and understanding to the existence and impact of costs in any transaction. Brue and McConnell (2014:3) put it succinctly as they write that the phrase is ‘at the core of economics.’ It is undeniable that much as there are benefits brought by AI authoring tools, there are also concomitant costs. The impact of the LLMs on academic integrity is complex and is continuously evolving. This is partly attributed to unremitting development and deployment of new tools. For example, Poola (2023:16) states that with the development of new technologies and advancement in AI, the efficiency and effectiveness of LLMs such as ChatGPT is likely to be impacted. This is more of a paradox situation with positive and negative potential consequences and will be discussed in the next sections.

				Positive Benefits of AI Authoring Tools

				The rise of AI authoring tools represents a transformative wave that is reshaping the landscape of academic inquiry across diverse disciplines (Currie 2023:723). Notwithstanding the negative consequences of AI authoring tools which are discussed in the next section, the positive impact of AI on academic integrity leans towards supporting and enhancing the individual’s learning experience. The focus of the next two sections is to demonstrate how AI can be positively used to support learning. This is followed by a discussion on how AI systems can collaborate with human beings.

				AI Support for Teaching and Learning

				Much of AI proliferation and transformation has simplified and made the job of educators in an efficient and effective way easy (Pokrivcakova 2019). The application of AI-related systems and 
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				tools in education through an integration of VR (virtual reality) in mobile devices has also transformed the way in which these devices are used for learning. The added benefit of this transition is personalised and improved learning experiences for students. Robotic teaching, AWT, APT, reading and pacing tools, as well as automatic grading are some of the pioneering examples as to how AI has permeated the education space (Neha 2020:305). Ordinarily, AI tools and systems, especially AI authoring tools are imitating human behaviour, in particular human intelligence. Kaartemo and Helkkula (2018:212) hold a similar view as they state that AI machines and systems carbon copy humans’ cognitive abilities, and their advantage is that their ‘intelligence’ is programmable to be able to execute quite complex tasks. For researchers, LLMs offer a variety of potential benefits. For example, they amass an influential potential to be valuable tools for organising literature reviews as they can aid finding relevant sources (e.g., Litmaps, perplexity.ai, and Connected Papers). In addition, these tools also offer the benefit of being able to understand complex concepts and stimulate the user’s creativity process through idea-generation. 

				The launch of ChatGPT has catalysed a rapid rise in open AI technologies, mainly Gen-AI (Currie 2023:719). These capabilities have revolutionised and redefined teaching, learning, and assessment practices in HE space. Yeo (2023) puts it succinctly that ChatGPT is debatably the most erudite free-to-use AI authoring tool that affords the benefit of being able to generate large sums of text or write-up with less effort required of the author. Hellman (2019) points to augmented writing, denoting to academic writing tools that allow authors to basically pose a question or title, and the outcome is generated text or content. This process of simply posing a question and getting a response in the form of generated text relates to prompt engineering. Additionally, there are other AI tools with text completion features and the capability of writing a whole essay (Yeo 2023).

				The sheer capability of Gen-AI tools and chatbots is founded on GPT 3 (generative pretrained transformer 3) models. AI writing tools and digital writing assistants like ChatGPT, Google Bard, and Claude POE have the capability to automate 
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				or aid with ideas during the write-up process. These tools use ML algorithms to generate human-like text, responding to the users’ text-based prompts. In line with the GIGO (garbage in, garbage out) metaphor, Poola (2023:16) cautions that the quality of ML algorithm responses is equally dependent on the quality of the prompts. The same sentiments are shared by Bouchard (2022) on the efficacy of ChatGPT who argues that its efficiency relies on the inputted prompt. With advancements in AI and the introduction of new tools, prompt engineering is regarded as the most after-sought skill. In support of this claim, Meskó (2023:2 of 6) narrates that one of the emergent skills requisites of medical professionals is that of prompt engineering. The strength of effective prompting models lies in DL capabilities, which are built on ML and NLP capabilities (Fan, Chen, Li, Sun, Feng, Hassanin, & Sareh 2021:3955). 

				To protect the academic integrity of assessments, especially at a postgraduate level, IHEs have turned their focus to plagiarism and AI-detection mechanisms. By doing this, they have considered increasing concerns and critics over threats to creativity and critical thinking, security, and ethical issues, and most importantly an overreliance on AI, specifically the use of AI authoring tools. Regardless of these developments, the effectiveness, ethical implications, and challenges attending to the use of these AI technologies in safeguarding academic honesty remain ambiguous. The measures that can be taken to strike a balance between the usage of AI authoring tools and maintaining academic integrity will be discussed below. In the next section, the possibility of human and AI co-creation is explored. 

				Potential for AI Systems and Machines Facilitating Co-Creation With Humans

				Drawing from the earlier discussion above on the debate between AI and human intelligence, and the former standing to replace humans, the question that is explored in this section is whether co-creation between AI systems and human beings is possible. AI is known to have revolutionised the field of education, as it is known to have been applied in disciplines like physics, finance, mathematics, and English (Sharma, Kawachi, & Bozkurt 2019:1). 

			

		

	
		
			
				53

			

		

		
			
				Chapter 2

			

		

		
			
				The distinctive key feature of AI lies in its intimate intelligence (Neha 2020:305-306), which previously has been exclusive to only humans until the prevalence of AI systems (Chassignol, Khoroshavin, Klimova, & Bilyatdinova 2018:16-17; Coppin 2004:45; Whitby 2008:28). 

				AI is considered to be one of the most debated subjects in the contemporary era (Korteling, Van de Boer-Visschedijk, Blankendaal, Boonekamp, & Eikelboom 2021) and its capabilities are undoubtedly beyond belief, thereby intensifying the discourse on the comparison between human and AI abilities. In relation to this debate, there have been reports on AI replacing humans (Neha 2020), thus ultimately/possibly causing human extinction. Despite these predictions, the literature on AI versus humans (Dong 2023; Mu 2023; Korteling et al. 2021; Venugopal & Mamatha 2023) suggests that this displacement is not conclusive, however, terms such as ‘possible,’ ‘potential,’ and ‘might’ are mentioned, thus signalling the existence of such likelihood of replacement. Mboti (2023:2) reflects on replacement perceptions by asking whether this is all in the name of hype. The author concludes that the sentience is rather mistaken, pointing to the fundamental misunderstanding of what it means to be human (Mboti 2023:2). This view corroborates Dong’s point on AI capabilities in education that as much as it may sound plausible that AI stands to replace educators (Dong 2023), the AI’s misgivings are that it does not possess similar emotions to those of human beings. Therefore, the possibility is co-creation where humans would add these emotions to enhance the performance of AI systems in the future.

				Russell and Norvig (2021:1005) point out that as much as AI’s superintelligence is potentially on the horizon, advancements in technology, in particular AI cannot be absolute exponential growth, thus exhibiting the S-shape. This mere shortcoming of AI suggests that coexistence with humans is still needed for it to be more perfected. This era of synchronicity may lead to transhumanism, a term which was initially predicted by Moravec in 1988 in his book titled Mind children (Moravec 1988). However, Julian Huxley, a biologist and philosopher is credited to have first used it in his 1957 academic work on directed improvements in human evolution (Huxley 1957:13). The tenets of transhumanism 
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				can be traced to the work of the English professor, novelist, and non-fiction writer Robert Ettinger4 and Fereidoun Esfandiary, who are touted as the ‘early pioneers’ (Kamiya 2023). Moravec is a renowned specialist for his work on robotics (cf. Moravec 1988). Thomas Fuchs in his transhumanism critique chapter titled Beyond the human states the following: ‘While biological humanity is slowly dying out, humans will ensure the continued existence of their minds through computer simulation’ (Fuchs 2021:49). Fuchs’ view illustrates the possibility of human and machine merging and collaboration, which is the essence of co-creation. 

				With the talks of human extinction possibilities, AI protagonist leaders in the form of hundreds (more than 350) of AI experts and professors pledged their signatures on the Statement on AI Risk (Centre for AI Safety 2023). The statement was preceded by an open letter cautioning against the risks of AI. Roose (2023) reports that those who signed varied from top executives to the key role players of the leading AI corporates which include the CEOs of OpenAI, Google, and Anthropic. With these high profile individuals, this indicates the extent to which the AI threat is creating uncertainty on the future. The signatory pledge was driven by the Centre for AI Safety, which is a non-profit establishment (Centre for AI Safety 2023). These concerns delve into the responsible AI domain whereby ethical use and trust in AI are of paramount importance.

				Wu, Ji, Yu, Zeng, Wu, and Shidujaman (2021), the proponents of AI co-creation, suggest an AI creativity and human-AI co-creation model after analysing more than 1,600 application cases of AI across 45 areas. By means of this model, the authors have coined and introduced the ‘AI creativity’ concept. The argument for their model is that it expounds the creative process in the AI era and that there are new opportunities and possibilities for collaboration with humans, enabled by AI. 

				
					
						4	Ettinger is the well-known father of cryonics, a process of preserving the dead in a frozen liquid nitrogen, with the goal of revival later. Amongst his published work, the two notable books related to his work on cryonics, are The prospect of immortality (Ettinger 1965) and Man in superman: The startling potential of human evolution – and how to be part of it (Ettinger 2005).
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				Within the IHE space, Robayo-Pinzon, Rojas-Berrio, Rincon-Novoa, and Ramirez-Barrera (2023:17 of 17) reflect on the relevance of AI creativity and value the co-creation process stating that this also garners support from students. They propose that more conceptual studies are necessary to understand and leverage the associated benefits. Other parts of AI and human interaction literature refer to HCI (human-computer interaction) to denote the merger and collaboration between humankind and machines. For example, Kurosu (2021:v) in his HCI theory, methods, and tools book comprised of conference papers reflects that the HCI field is gaining evolving attention and importance from both the scientific and industrial communities. Zaphiris and Ioannou (2021) further elaborate that in the 8th international conference held in 2021, over 5,000 individuals from various fields across 81 countries – academic sectors, research institutions, industry players, and public (government) sectors – submitted 1,276 papers and 241 posters.

				Whereas AI is here to stay, it needs the human element to assist it, especially to develop and demonstrate empathy. This view resonates well with Dong’s perspective on AI and emotions as stated earlier (Dong 2023). The other important consideration on human and AI collaboration is on understanding issues of explainability and interpretability. These two principles rest within XAI (explainable artificial intelligence), which is a branch of AI alongside Gen-AI and responsible AI, all explored further in this chapter on AI and big data in education. Therefore, as our everyday lives and activities are influenced by AI and we are slowly moving away to the digital space, away from the physical world, collaboration rather contestation between humans and AI is likely to influence the future, both of AI and humans. It is crucial that ethical boundaries in this development remain uncompromised above all. 

				The negative impacts of AI Authoring Tools

				The global transformative power of the AI landscape across the various sectors of the economy cannot be ignored. The immense potential and transformative power of AI are shaping the future of education (Khan & Vivek 2022). The concomitant impact of AI’s 
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				transformation points to influencing the way we teach, learn, and do research (Takyar 2022). Gen-AI LLMs such as ChatGPT, Google Bard, Gemini, DALL, and Claude are arguably pioneers in this transformation (cf. Figure 2.4), and this is largely attributed to their text generation capability which is perceived to be better than that of the humans. These models have gone through various waves of AI development, of which the first wave was more on rule-based technologies, followed by the second wave which was characterised by the start of big data, ML, and Gen-AI. The last wave is sluggishly transcending from the era of cognitive AI into AGI (artificial general intelligence). 

				Figure 2.4:	Growing capabilities of Gen-AI LLMs. (Source: Voss & Jovanovic 2023)

				Given the prominence that AI and by extension LLMs, has gained over the last few years, contract cheating has been one of the major unethical behaviours that potentially compromise academic integrity within the HE space. With this form of academic dishonesty, students engage in transactional relationships in 

				
					[image: Timeline of growing capabilities of AI systems. The Cognitive AI approach is not just a mashup of the first two 'Waves', though it freely incorporates insights gained from those earlier methods. It is typically implemented as a cognitive architecture. We describe Cognitive Architectures as systems that encompass and embody all of the essential structures]
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				return for tailored assignments (Medway, Roper, & Gillooly 2018:413). There is a growing body of academic literature discussing students’ use of LLMs in their assessments and academic integrity, for example Eaton et al. (2018), Perkins (2023), and Stone (2023). The rise in essay mills and the easy access of online resources present new ethical dilemmas (Medway et al. 2018). This, therefore, calls for a new way of thinking regarding policy and guidelines, assessment methods and practices, as well as capacity development. The following two sections explore the concerns raised against the impact of AI authoring tools.

				Students’ AI Dependency and Plagiarism

				The Covid-19 era (and afterwards) has evoked a massive and rapid transition to online learning by IHEs across the world. This inspired more and more use of digital technology tools to enhance teaching and learning as well as research activities. Just as educators are thought to be playing a crucial role in how educational technology tools are adopted and adapted to enhance quality in learning experiences and assessment practices (Fajet, Bello, Leftwich, Mesler, & Shaver 2005:717), more and more students are easily accessing these tools, whether in free-to-use or paid form. The cause for concern is that these students are increasingly becoming too dependent on AI, thus transferring the burden of responsibility to perform one’s work to technology (AI). The concomitant alarms to this dependency among others are increasing incidents of plagiarism and other forms of academic dishonesty as described by Medway et al. (2018:393).

				The blurred lines between collaboration and plagiarism in digital environments add layers of complexity to the landscape. As education increasingly embraces online platforms, IHEs ought to grapple with how to adapt their policies to address these emerging challenges effectively. Yeo (2023:2 of 18) points to the issues of equity and access which are being associated with the AI authoring tools proliferation. The paradox in these costs is that the outcome – intended or unintended (Motala 2018:15) – may be costly. 

				With electronic journals available in their plenitude, enhanced by the rise in AI tools, plagiarism can be supported 
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				inadvertently as students can easily access papers online, use services of writing companies, thus enabling ghost-writing to thrive (Walker 2010:43). Signifying the students’ dependency on AI, Perkins (2023:5 of 24) warns of inaccurate and falsified reference lists and citations, thus recommending the need to doublecheck and verify their veracity. According to Zhang (2020), most of AI AWE (automated writing evaluation) systems for providing students’ feedback are equally gaining prominence in research writing space and are amassing clear benefits over human-geared reviews and assessments. AWEs like other AI authoring tools and systems such as DWAs (digital writing assistants), AAGs (automated article generators), and APTs (Roe & Perkins 2022) were initially geared for commercial enterprises for SEO (search engine optimisation) but were consequently adapted to support student learning (Perkins 2023:3 of 24). 

				While transition to online learning has brought some benefits, undue consequences, whether intended or otherwise have surfaced. On the downside, Stone (2023:358) underscores this point by stating that this transition has opened doors for more breaches and compromising of academic integrity, evidenced by an increasing reporting of acts of academic dishonesty. With LLMs within reach, students can easily put their reliance on AI for their thinking – argumentative and critical thinking. The usage of the AI authoring and LLM tools if not properly managed and regulated may increase chances of academic dishonesty, like plagiarism. 

				Plagiarism is a longstanding global ethical challenge troubling IHEs, given the disruptive behaviour it possesses on teaching and learning and knowledge transmission (Eaton 2017:271; 2023:2 of 10; Jones & Sheridan 2015:712; Thomas & De Bruin 2015:1-2 of 3; Walker 2010:42). Perkins, Gezgin, and Gordon (2019:5) define plagiarism as an act of misrepresentation of efforts carried out by the original authors. Another interesting definition of plagiarism is that of Sutherland (2008:11) who regards plagiarism as an act of using one’s intellectual work by kidnapping their ideas without relevant sources of reference. Although some students plead ignorance or that they were unintentional in committing it (Stone 2023:258), academic integrity is threatened, and by extension IHEs, academic staff, 
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				and students themselves suffer reputational damage (Currie 2023:720), with IHEs’ programmes and qualifications under scrutiny (Perkins 2023:1 of 24; Stone 2023:358-359). This, according to Pecorari (2008:44; cf. Mahabeer & Pirtheepal 2019:2) may potentially lead to students’ work and intelligibility being questioned and rejected. Plagiarism is assumed to be taking the edge off one’s thinking, creative abilities, and originality (Jones & Sheridan 2015:715).

				Reduced Human Interaction and Communication Threat 

				The non-debatable capacity of AI systems leans towards the ability of these systems to enhance individual experiences and to personalise digital services (Leslie 2019:6). Although these capabilities hold the potential, risks are potentially inherent. With more and more excessive automation, the dependency on AI systems and tools increases, thus threatening the need for human-to-human interaction. From a research perspective, a communication gap between educators and students is also a possibility, and this may well polarise social relationships. Leslie (2019:6) argues that ‘well-ordered and cohesive societies are built on relations of trust, empathy, and mutual understanding.’ Therefore, as AI systems become more and more available, it is vital for human beings to preserve these relations. Trilling and Fadel (2009:44-45) identify the following skills as key learning and innovation as well as life and career skills needed for the future:

				Critical thinking and problem solving; 

				creativity and innovation; 

				collaboration and communication; 

				flexibility and adaptability;

				initiative and self-direction;

				social and cross-cultural; and

				leadership and responsibility. 

				These skills remain highly relevant in a contemporary and dynamic job market and education characterised by AI revolution (Almazroa & Alotaibi 2023; Timenko 2021). Furthermore, these skills are considered requisite competencies in a publication by 
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				the WEF (World Economic Forum) reflecting 21st-century skills that every student needs (WEF 2016). The report goes further to state that SEL (social and emotional learning) is a crucial driver to the development of these skills and possessing them will enable students to be successful in an ever-evolving digital economy (WEF 2016). Therefore, with an over-reliance on technology and by extension, AI systems and tools, the development of these important skills is at stake, just like the economic inclusion and participation of students of the future.

				Striking a Balance Between AI Usage and Maintaining Academic Integrity

				Notwithstanding these revolutionary benefits amid the IHEs’ endeavour to embrace and manage the abundance of AI technologies and related tools, preserving academic integrity remains a paramount ethical issue. Despite the potential prospects, this proliferation comes with associated risks and challenges. One of the challenges relates to the balance between creativity (ML/automation) and integrity (human interaction) in education. This is where ethics intersects creativity and advancements in technology. 

				This implies that AI advancement has concomitant significant ethical concerns, which if not well-managed or taken care of, will erode, if it does not compromise the integrity of the field – from assessments, teaching and learning methods, a governance process and policies, and most importantly the knowledge creation process. With this context in mind, the nuanced AI-driven ethical challenges on academic integrity are explored here, emphasising the need for a thoughtful and principled approach.

				While there is a need to embrace AI given its benefits and the paradigm shift it has caused, there is a need to also strike a balance in an endeavour to maintain academic integrity. This should be done without suffocating the technology. Stone (2023:357), in her paper on student perceptions on academic integrity cites that academic integrity is increasingly becoming an important aspect for IHEs, however maintaining it, it has equally 
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				become a serious issue. Without a doubt, advancements in AI have contributed to this struggle. The bottom line is that there should be a balance for safe usage. The AI governance, transparency and accountability, content ownership, fact-checking, and AI ethical usage as some of the principles that form the cornerstone of this balance are discussed below.

				Future Trends: Evolution of AI and Related Challenges

				The future of AI and its continuous advancements remain uncertain. This evolution is dynamic in nature and will undoubtedly continue to bring many surprises. In turn, the future of academic integrity stands at a crossroads, marked by the transformative influence of AI and the challenges it introduces. As we propel into an era characterised by reduced human interaction, communication threats, students’ increasing dependency on AI, and ethical concerns stemming from heightened academic dishonesty, it becomes imperative to recalibrate our strategies and fortify the foundations of academic integrity.

				The reduction in human interaction, exacerbated by the widespread adoption of digital platforms and automated assessment tools, poses a communication threat that widens the gap between educators and students. The traditional channels for guidance and mentorship may dwindle, necessitating innovative approaches to foster meaningful connections. Educators and institutions must proactively leverage technology to bridge this gap, establishing clear lines of communication, virtual support systems, and avenues for students to seek guidance and feedback, especially on clarifying the difference between plagiarism and poor referencing techniques (Stone 2023:372).

				The growing dependency on AI among students raises concerns about diminishing capacities for critical thinking. As AI tools streamline processes and offer ready-made solutions, there is a risk of stifling the development of essential analytical and problem-solving skills. The future demands a recalibration of educational approaches to strike a balance between leveraging AI for efficiency and preserving the space for students to cultivate 
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				critical thinking. Encouraging inquiry-based learning, complex problem-solving, and projects that require creative thought will be crucial in nurturing students’ intellectual independence in attempting to overcome transparency issues in the current available LLMs, alternative open source LLMs known as OPTs (open pre-trained transformers) are being developed as they boost the advantage of a text generation ability and are more open to scrutiny (Perkins 2023:7 of 24).

				Conclusion

				In the face of changing educational environments and advancements in AI, the survival of academic integrity depends on the current and future generation’s capacity to adjust, create, and preserve instead of subverting moral principles. To fully utilise AI’s benefits while preserving the values that guide academic success, a deliberate effort is needed. There is a need to create an educational future that is both technologically advanced and morally sound. This involves tackling issues presented by a worryingly mounting students’ dependency on AI, less human interaction, communication, and ethical gaps. The journey to maintaining academic integrity in the AI age remains a dynamic call that requires ongoing self-examination, adjustment, and a resolute dedication to the values that constitute the core of intellectual endeavours. Eaton (2023) thus argues that we need to be talking about post-plagiarism and reflects on ethics and integrity in the era of AI.

				Equally so, the ethical threat posed by increased academic dishonesty in the digital age demands a proactive and multi-faceted response. IHEs must not only employ advanced technological tools for plagiarism detection, as they need to up their investment game as far as comprehensive educational programmes that instil a strong sense of academic ethical culture are concerned. Fostering a culture of integrity, emphasising the value of original thought, and equipping staff – students, educators, and management – with the skills to navigate the ethical challenges posed by AI are essential steps for mitigating the possible threat against academic integrity.
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				Critical Considerations for Establishing a Link between Artificial Intelligence and Quality Assurance in Higher Education
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				The history of AI is a history of fantasies, possibilities, demonstrations, and promise(Buchanan 2005:53).

				Introduction

				AI (Artificial intelligence) has permeated the world and currently has an undeniable footprint in most areas of society. In relation to the HE (higher education) sector, AI is becoming a prominent feature. AI in HE is readily accessible through the use of ‘intelligent tutoring systems, teaching robots, learning analytics dashboards, adaptive learning systems and human-computer interfaces’ (Ishak & Jiang 2022:70). Pelletier, Robert, Muscanell, McCormack, Reeves, Arbino, and Grajek (2023:4) aptly highlight the impact that AI currently has on the globe and the need to consider it as a current trend in the HE sector. Huang, Saleh, and Liu (2021:206) similarly argue that it is indisputable that AI has infiltrated the education space. As modern science and technology progress, the advancement in AI has also progressed. Research indicates that AI, when applied to education, has resulted in positive effects which have aided toward teaching reform (Huang et al. 2021:206). 
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				Two major areas which will be significantly impacted by AI in HE are curriculum offerings and enrolment areas (Dhawan & Batra 2020:13). Joshi, Rambola, and Churi (2021:2 of 13) further highlight that AI in education has drawn attention to the following:

				Automation: AI is beneficial in automating a number of tasks. These include assessment, classifying digital assets and schedules, and freeing up time for educators to interact with students as AI takes care of simple teaching tasks. 

				Acclimation: In a digitally dominated world, AI will assist in equipping students with technological skills. 

				Integration: An application to teach students is possible through the integration of AI solutions and other IT (information technology) initiatives such as intelligent technology.

				Delineation: AI can identify fundamental trends in education thereby directing stakeholders to make decisions about the curriculum which are topical and relevant in nature.

				AI has gained traction in HE due to its ability to make a contribution by means of automating aspects of the teaching experience. Additionally, personalisation is a possibility through AI applications, as well as individualised feedback and identification of topics which require revision in class. This is made possible through the AI application detecting students’ success in learning which is informed by identifying students’ content knowledge and personal characteristics (Hinojo-Lucena, Aznar-Diaz, Caceres-Reche, & Romero-Rodriguez 2019:2). Aldosari (2020:147) explains that AI can make a contribution to education for all stakeholders: This is possible though managing the integration of a variety of types of human interaction and information and communication technology.

				Amidst the pervasive presence of AI in HE, issues of the impact that AI will have on QA (quality assurance) in HE comes to the fore. QA refers to a mechanism to demonstrate that the practices in which IHEs (institutions of higher education) engage in are both professional and credible (Aluko, Krull, & Mhlanga 2022:7). Stanislav (2023:1056) cautions that AI could compromise 

			

		

	
		
			
				79

			

		

		
			
				Chapter 3

			

		

		
			[image: ]
		

		
			
				the core of HE and its mandate to create and disseminate knowledge in society. Dhawan and Batra (2020:15) further signal the use of AI as a technology which is fragile in nature thereby exposing universities to a range of risks and challenges. In this regard these authors argue that IHEs need to be cognisant of these potential risks so that they maintain the correct control of power. 

				Zawacki-Richter, Marín, Bond, and Gouverneur (2019:4) similarly highlights a number of risks and implications from an ethical perspective as AI continues to become more evident in HE. From the human resource space, HE staff (lecturers, tutors, student counsellors, and staff designated to the administrative space) may feel threatened by AI applications such as chatbots, online intelligent tutors, and other expert systems arguing that these commodities will replace them. Further, AI has the potential to accelerate the capabilities of learning analytics. However, systems of this nature require significant amounts of data which may include confidential information about staff and students thereby raising concerns from a privacy and data protection point of view. Bearman, Ryan, and Ajjawi (2023:370) state that AI is not just a matter for technological innovation but also represents a fundamental change in the relation between HE and broader socioeconomic interests. At this time of accelerated change, where the social shifts are as significant as the technological ones, IHEs need to set strong policies and research agendas that attend to AI and take account of ethical implications (Bearman et al. 2023:370).

				In 2020, Aldosari (2020:147) has highlighted expectancies about what life would be like in 2024 with specific reference to educational technology development. These refer to pedagogy, learning approaches and models, and approaches to make these easier. With reference to the expectancies Aldosari (2020:147) highlights that the realities in 2024 would match these expectancies with AI being a notable technological development. In this context, the question arises as to whether institutions are ready for this type of unprecedented change. As such it becomes incumbent for IHEs to interrogate the use of existing technology as well as become deliberate about the implementation of new technologies, which will create the opportunity for increased teaching and learning opportunities which are flexible in nature 
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				(Pelletier et al. 2023:10). This must be considered within the context of leveraging new technologies whilst assuring quality. 

				This chapter serves as vantage point to establish the use of AI in HE, consider the opportunities and challenges for using AI in HE, and most importantly establish a link between AI and QA.

				Approach Used for this Study 

				An approach adopted by Grassini (2023) is followed in this study, starting with the main research question of this study which is: What is the link between AI and QA? This research question was explored primarily through published literature. Google scholar was used as the primary search engine using the search strings ‘artificial intelligence,’ ‘higher education,’ and ‘challenges and opportunities.’ The literature was surveyed in a nonsystematic manner. 

				The years from 2019 to 2023 were included to represent a five year period, which is current and relevant in nature. The initial articles were surveyed and starting points with the snowball method were used to find additional articles. Additional articles were, for example, identified from the reference lists of the selected articles. This chapter uses the articles as informants for exploring the main research question. In the next section the definition of AI is explored to gain a better understanding of the term.

				What is Artificial Intelligence? 

				‘AI’ is a term which dates back to the 1950s. It arose from the work of scientists who explored the idea of AI. Seminal developments include the creation of an AI programme referred to as ELIZA as noted by King (2023:2). This programme was made to copy human speech. As the time periods advanced so did AI developments parallel to the time periods. Later years saw the development of more advanced chatbots and other AI applications which had the potential to respond to and comprehend requests which were complex in nature (King 2023:2; Crompton & Burke 2023:2).
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				Buchanan (2005:54) explains that AI goes beyond robots and should be understood from the perspective of grasping the nature of intellectual thinking and behaviour using computers as experimental devices. During its determining years, AI was influenced by a number of disciplines (Buchanan 2005:56) including engineering, biology, experimental psychology, philosophy, mathematics, statistics, and linguistics. Buchanan (2005:56) highlights that a seminal paper published in 1950 by Turing in the philosophy journal Mind, acts as a turning point in the history of AI. Turing’s paper sets a seminal discourse about the prospect of programming a computer to behave intelligently. Initial programmes in AI were limited by the technology of the time, nonetheless they demonstrated an impressive ability in answering problems that only people had been able to previously answer (Buchanan 2005:57).

				There is a plethora of definitions for the term ‘AI.’ Kelly, Kaye, and Oviedo-Trespalacios (2023:2 of 33) highlight that providing a definition for AI at an academic, government, and community level poses a challenge. AI is a significantly contested concept and there has not been much consensus regarding its definition in the different fields in which it is used (Kelly et al. 2023:2 of 33). For the purposes of this chapter a few selected definitions are discussed below.

				Kengam (2020) describes AI as a computer-based technology which has the ability to offer personalised, adaptive, and insightful educational experiences. The description of AI as put forward by Ocana-Fernandez, Valenzuel-Fernandez, & Garro-Aburto (2019:557) assume AI to be related to the design of intelligent systems which display the characteristics associated with human intelligence. Jain & Jain (2019:145) claim that AI is the impersonation of human comprehension and virtual decision making by robots and machines. 

				According to Chen, Chen, and Lin (2020:75265), AI is associated with a supercomputer which has in nature a massive processing potential. Functions which this supercomputer can execute, include adaptive behaviour whereby the inclusion of sensors and a range of capabilities provide the AI ability to mimic 
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				humanlike thinking. Hinojo-Lucena et al. (2019:2) opines that AI is a technology which is aimed at the construction of computer systems. These computer systems display smart and adaptive behaviours with the capability to acquire information from their environments mimicking what humans can do. The ability of computers to behave in a similar manner as the human brain for the improvement of the world is the description brought forward by Dhawan and Batra (2020:12). Aldosari (2020:145) outlines that AI is a distinct and current application of information systems which has a vested interest in unpacking and understanding human intelligence and replications to create the current generation of smart computers. These smart computers require a significant degree of ability to accomplish tasks which require inference, deduction, and perception. 

				While the latter cited authors offer different descriptions of AI the overriding commonalties which emanate from these definitions is that AI denotes the use of computers to simulate human thinking. Figure 3.1 helps to demonstrate this. 

				Figure 3.1:	Artificial intelligence defined. (Source: Personal archive)

				According to Kaul, Enslin, and Gross (2020:808), there are four different subfields of AI which can be distinguished:
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				Machine learning relates to the identification of patterns and analysis. Machines have the capability to improve with experience from provided data sets. 

				Deep learning is made up of multi-layer neural networks which provide the ability for machines to learn and make independent decisions. 

				Natural language processing involves a process whereby computers are able to take data from human language and make a decision based on the data.

				Computer vision consists of images and videos which are used for a computer to gain comprehension and information. 

				While it is important to delineate the different subfields of AI, this chapter will not focus on a specific subfield but instead on AI in its general context.

				How AI is used in Higher Education 

				To establish the manner in which AI is used in HE the work of Crompton and Burke (2023) is referred to. These authors have conducted a systematic review of AI in HE from 2016 to 2022. A summary of their findings highlight five areas for the use of AI in HE, which will be discussed in the sections below.

				Assessment/Evaluation 

				Crompton and Burke (2023:14) highlight that AI is used in various ways for assessment in HE. These include automatic assessments like the use of assessment of subjective questions, grading of thesis statements, essay grading, and critique of free text. AI applications are also used to create assessments of varying types. Feedback on a group and personalised level is also facilitated through AI. The reviewing of online activities is also cited in terms of AI applications being used to review student interactions, reflections, and community identity among others. Finally, the evaluation of educational resources is also cited by Cromptom and Burke (2023:14) in terms of AI applications having been used to evaluate textbooks and educational resources.
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				Predicting 

				Predicting in terms of HE data proved to be an affordance made possible through the use of AI. Crompton and Burke (2023:15) assert that HE data are utilised in the AI space through making predictions regarding academic performance, dropout, and at risk students, satisfaction, career decisions, and the future of HE among other types of data.

				AI Assistant 

				Crompton and Burke (2023:16) highlight that AI assistants are used in HE to offer students assistance in different mediums e.g., chatbots, virtual assistants, and learning agents. These assistants offer an array of support which include offering students out of class support, scaffolding, answering of questions, and student outreach, to mention a few.

				Intelligent Tutoring Systems 

				ITSs (intelligent tutoring systems) refer to systems that entail the use of educational methods and AI techniques. Within an ITS personalisation is possible as the system adapts activities and strategies based on the individual student needs (Crompton & Burke 2023:16). In large classes where the instructor may experience a challenge in keeping up with the volume and pace of student queries, ITSs may be useful in responding to students and providing immediate feedback and instruction (Crompton & Burke 2023:17). 

				Managing Student Learning 

				Crompton and Burke (2023:17) explain that university staff members access AI to manage student learning. In this regard AI could be utilised to analyse the effect of teaching, to cluster students, to sequence the curriculum, to profile personalities, and a range of other facets related to managing student learning. Figure 3.2 summarises the use of AI in HE as described by Crompton and Burke (2023).
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				Figure 3.2:	Use of AI in HE. (Adapted from Crompton & Burke 2023:14-17 of 22)

				From the information above we can conclude that there is a definite potential for the use of AI in HE. The sections below look further into the opportunities and challenges for the use of AI in HE.

				Opportunities for the Use of AI in HE 

				The literature (cf. Grassini 2023; Pelletier et al. 2023; Dhawan & Batra 2023) presents an array of opportunities for the use of AI in HE. Grassini (2023:3 of 13) highlights that Gen-AI (generative artificial intelligence), for example ChatGPT (chat generative pre-trained transformer), offers the advantage of creating lesson plans and presentations which engage recipients and a range of educational resources. New and innovative teaching methods are also an added opportunity as educators will have more support available through AI thereby creating time and space for more engaging teaching resources and environments. Additionally, Kengam (2020), as well as Chatterjee and Bhattacharjee (2020:3444) present the aspect of customisation in the learning space. In this regard learning environments can be tailored to suit the individual learning needs of students. Regarding assessment, automated grading alleviates the workload of the educator thereby creating space for them to utilise the saved time on the development of students.
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				ITSs, which facilitate the process of using automated tutors to teach different disciplines and human NLP (natural language processing) systems are examples of AI in HE which have had positive impacts. Ocana-Fernandez et al. (2019:562) highlight that these systems create an opportunity for diverse classrooms with the potential to individualise the learning experience. Pelletier et al. (2023:10) further discuss the impact of AI on HE. In this regard, AI can assist the educator with the creation of teaching content and automated grading. This creates the opportunity for educators to have additional time to focus on higher order pedagogical tasks thereby creating new knowledge for their students. The use of avatars and the metaverse for example, also creates engaging opportunities and personalisation for students. With the help of AI universities around the world are enrolling an increased number of students due to an increased flexibility and speed (Jain & Jain 2019:146). 

				Customisation of the learning experience as discussed by Dhawan and Batra (2020:17) is possible through AI, where a ‘one-size-fits-all’ approach can be altered to suit the needs of each individual student. Owing to the range of factors that influence learning, some of which include the knowledge that the student brings to the learning encounter, the rate at which students learn and absorb knowledge, and cultural views, AI can serve as a mechanism to accommodate different learning styles. Dhawan and Batra (2020:17) provide the example of emotion AI, which makes it possible to study behaviour which is non-verbal in nature. Emotion AI has the ability to respond to cues such as fear, happiness, and anger and deliver lessons and establish how engaged students are in the lesson. AI can further equip students with ‘tech-savvy’ skills necessary for the working environment. 

				Virtual assistants can be of great benefit in terms of responding to student queries. Additionally, virtual assistants can help with the enrolment, monitoring drop-out rates and retention, and prompting university staff to intervene accordingly. From a research perspective AI can be useful in managing structured and unstructured data, processing data, and suggesting new models with the potential to revise research practices in disciplines which are traditionally defined. AI can additionally assist administrators 
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				in education regarding decision-making in terms of the development of courses, pedagogical design, and transformation in the academic space (Ouyang, Zheng, & Jiao 2022:7895). 

				Kuleto, Ilić, Dumangiu, Ranković, Martins, Păun, & Mihoreanu (2021:7 of 16) highlight that AI can offer IHEs a number of benefits. Key processes such as student enrolment, curriculum planning, the creation and offering of personalised lessons, and mitigating high dropout numbers can be assisted via AI. As these processes can be challenging to manage, IHEs may consider using AI to manage them. Specifically learning analytics can unearth student data for the management of these processes. Chatbots and virtual tutor assistants can also assist. Repetitive tasks which are time consuming in nature can also be supported by AI, thereby offering an improved learning experience (Kuleto et al. 2021:7 of 16). AI is further beneficial in the curriculum space enabling personalised learning experiences through the use of virtual reality and robotics, among others.

				AI has the ability to provide instruction, guidance, and feedback which are prompt in nature. In this manner time delays are avoided and unlike humans who may become tired due to large volumes, this will not present a challenge to AI (Crompton & Burke 2023:17). Table 3.1 below summarises the opportunities for the use of AI in HE.

				Table 3.1:	Summary of opportunities for the use of AI in HE 

				
					Author

				

				
					Key Opportunity

				

				
					Grassini (2023)

				

				
					Lesson plans.

					Presentations.

					Educational resources.

					Innovative teaching methods.

				

				
					Kengam (2020); Chatterjee and Batacharjee (2020)

				

				
					Customisation. 

					Individual learning needs.

					Automated grading. 

					Additional instructional time.

				

				
					Ocana-Fernandez et al. (2019)

				

				
					Individual learning experience. 
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					Author

				

				
					Key Opportunity

				

				
					Pelletier et al. (2023)

				

				
					Creation of teaching content. 

					Automated grading. 

					Added instructional time equals additional time for higher order thinking. 

					Personalised learning. 

				

				
					Jain and Jain (2019)

				

				
					Increased student enrolment. 

				

				
					Dhawan & Batra (2020)

				

				
					Customisation of learning experience. 

					Accommodation of different learning styles. 

					Equip student with ‘tech-savvy’ skills. 

				

				
					Ouyang et al. (2022)

				

				
					Virtual assistants respond to student queries, assist with student enrolment, monitor dropout rates, and retention. 

					Managing research. 

					Assist in decision making, development of courses, pedagogical design, and transformation. 

				

				
					Kuleto et al. (2021)

				

				
					Student enrolment. 

					Curriculum planning. 

					Personalised lessons/learning. experience.

					Mitigating high dropout rate. 

					Chatbots and virtual tutor assistants. 

				

				
					Crompton and Burke (2023)

				

				
					Instructional guidance. 

					Prompt feedback provided to students. 

					Respond to queries on a mass scale. 

				

				Challenges for the Use of AI in Higher Education

				The progression in AI has raised ‘deliberations around academic integrity, accuracy, fairness and equity’ (Pelletier et al. 2023:10) in the HE space. Further concern has been highlighted in terms of whether AI supplies output which is accurate and unbiased in nature. Outputs for example could refer to automated grading which can be questioned in terms of its accuracy. Developments in Gen-AI (e.g., ChatGP) are designed to generate answers for students. This automated generation of answers threatens the potential for students to meet learning aims of the module as they do not engage in the formulation of their own answers (Stanislav 2023:1057) and higher order thinking skills. 
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				Concerns of ethics is also associated with the use of AI. In the HE space, the behaviour of all stakeholders is regulated and underpinned by ethics. This includes teaching, development of assessments, marking, and the manner in which students and staff interact and communicate with others. AI could pose a challenge to ethical behaviour in terms of thinking on behalf of the human being. Engaging in critical thinking and the ability for students to be innovative has a distinct link to economic and social effects as well as the ability of IHEs to compete with their counterparts (Stanislav 2023:1057).

				Huang et al. (2021:212) highlight that in developing countries the use of new technologies can exacerbate a division between people. Basic infrastructure and technology must be in place for AI to provide equal opportunities for all to mitigate a situation where the digital divide is widened. Issues of safety and ethics also become a challenge in the AI space when data are collected, used, and shared. AI applications require of educators to master digital skills as the programmes which offer teaching and learning are built on applications which do require a range of digital literacy skills. The deterioration of students’ social and communication skills also poses a challenge in the AI environment. If students primarily communicate via machines, a lesser requirement of human communication is needed. As such, AI therefore poses a challenge in terms of communication skills (Huang et al. 2021:213). Hutson, Jeevanjee, Vander Graaf, Lively, Weber, Weir, Arnone, Carnes, Vosevich, Plate, and Leary (2022:3969) highlights alarming ethical concerns for the use of AI in education, with bias and privacy noted as the most prominent AI concerns. 

				Ouyang et al. (2022:7908-7909) narrate that AI faces a number of challenges in the education space. Questions regarding how to meet the learning needs of students, what to provide to them, and the mechanism to provide them with the correct degree of agency are some of the challenges facing AI. A range of systematic reviews indicate a common challenge in terms of the use of AI in education. This common challenge depicts a lack of a link between AI practices and implementation, and theoretical frames of reference (Ouyang et al. 2022:7908-7909).
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				A summary of the challenges for AI in HE is highlighted in Table 3.2.

				Table 3.2:	Summary of challenges for the use of AI in HE 

				
					Author

				

				
					Key Challenge

				

				
					Pelletier et al. (2023)

				

				
					Academic integrity. 

					Accuracy. 

					Fairness. 

					Equity. 

				

				
					Stanislav (2023)

				

				
					Accurate unbiased output.

					Generation of automated answers.

					A lack of higher order thinking skills. 

					Concern regarding ethics. 

					Thinking on behalf of humans. 

					A lack of thinking among students could impact IHEs’ competitiveness.

				

				
					Huang et al. (2021)

				

				
					Widening of digital divide in developing countries. 

					Requirement for educators to have digital skills.

					Deterioration of student communication skills. 

				

				
					Hutson et al. (2022)

				

				
					Ethics: Privacy and bias. 

				

				
					Ouyang et al. (2022)

				

				
					What to provide to students.

					How to provide resources to students.

					Providing students with the appropriate degree of agency. 

					A break in the link between AI and theoretical frames of reference.

				

				Establishing the Link between AI and QA 

				To establish a possible link between AI and QA the work of Mohee (2019) is referred to. Mohee (2019) highlights that QA within the HE space needs to factor in the following: Programme design, learner support systems, materials development, student assessment, infrastructure, and facilities. The author of this chapter uses Mohee’s factors of consideration and relates them to the opportunities and challenges of AI (as highlighted in Tables 3.1 and 3.2). Both these tables are used as a point of reference to establish the possible link between AI and QA.
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				Table 3.3 presents the key QA factors as highlighted by Mohee (2019) and the possible link they have to the key opportunities as highlighted in Table3. 1. 

				Table 3.3:	Establishing the link between AI opportunities and quality assurance factors 

				
					Author

				

				
					Key opportunity

				

				
					Link to Mohee’s QA factors

				

				
					Grassini (2023)

				

				
					Lesson plans.

					Presentations.

					Educational resources.

					Innovative teaching methods. 

				

				
					Programme design.

					Learner support systems. 

					Materials development. 

					Student assessment. 

				

				
					Kengam (2020) and Chatterjee and Batacharjee (2020)

				

				
					Customisation. 

					Individual learning needs. 

					Automated grading. 

					Additional instructional time. 

				

				
					Programme design. 

					Learner support systems. 

					Student assessment.

				

				
					Ocana-Fernandez et al. (2019)

				

				
					Individual learning experience. 

				

				
					Learner support systems. 

				

				
					Pelletier et al. (2023)

				

				
					Creation of teaching content. 

					Automated grading. 

					Added instructional time. Additional time for higher order thinking. 

					Personalised learning. 

				

				
					Programme design. 

					Learner support systems.

					Materials development. 

				

				
					Jain and Jain (2019)

				

				
					Increased student enrolment. 

				

				
					Infrastructure and facilities. 

				

				
					Dhawan and Batra (2020)

				

				
					Customisation of learning experience. 

					Accommodation of different learning styles. 

					Equip student with ‘tech-savvy’ skills. 

				

				
					Student support systems. 
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					Author

				

				
					Key opportunity

				

				
					Link to Mohee’s QA factors

				

				
					Ouyang et al. (2022)

				

				
					Virtual assistants respond to student queries, assist with student enrolment, monitor drop-out rates and retention. 

					Managing research. 

					Assist in decision making. Development of courses, pedagogical design, and transformation. 

				

				
					Infrastructure and facilities. 

					Programme design. 

					Student support systems. 

					Materials development. 

				

				
					Kuleto et al. (2021)

				

				
					Student enrolment. 

					Curriculum planning. 

					Personalised lessons/learning experience.

					Mitigating high dropout. 

					Chatbots and virtual tutor assistants. 

				

				
					Infrastructure and facilities.

					Programme design. 

					Materials developments.

					Student support systems. 

				

				
					Crompton and Burke (2023)

				

				
					Instructional guidance. 

					Prompt feedback provided to students.

					Respond to queries on a mass scale. 

				

				
					Student support systems. 

					Student assessment. 

					Infrastructure and facilities. 

				

				Table 3.4 presents the key QA factors as highlighted by Mohee (2019) and the possible link they have to the key challenges as highlighted in Table 3.2.

				Table 3.4:	Establishing the link between AI challenges and quality assurance factors

				
					Author

				

				
					Key challenge

				

				
					Link to Mohee’s QA factors

				

				
					Pelletier et al. (2023)

				

				
					Academic integrity. 

					Accuracy. 

					Fairness. 

					Equity. 

				

				
					Student assessment. 
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					Author

				

				
					Key challenge

				

				
					Link to Mohee’s QA factors

				

				
					Stanislav (2023)

				

				
					Accurate unbiased output (automated grading).

					Generation of automated answers.

					A lack of higher order thinking skills. 

					Concern regarding ethics. 

					Thinking on behalf of humans. 

					A lack of thinking from students could impact IHEs’ competitiveness.

				

				
					Student assessment. 

					Programme design. 

					Student support systems. 

					Materials development. 

					Infrastructure and facilities.

				

				
					Huang et al. (2021)

				

				
					Widening of digital divide in developing countries. 

					Requirement for educators to have digital skills.

					Deterioration of student communication skills.

				

				
					Infrastructure and facilities. 

					Programme design. 

				

				
					Hutson et al. (2022)

				

				
					Ethics: Privacy and bias. 

				

				
					Infrastructure and facilities.

				

				
					Ouyang et al. (2022)

				

				
					What to provide to students.

					How to provide resources to students.

					Providing students with the appropriate degree of agency. 

					A lack in the link between AI and theoretical frames of reference.

				

				
					Programme design. 

					Infrastructure and facilities. 

				

				An evaluation of Tables 3.3 and 3.4 highlights that each of Mohee’s factors (i.e., programme design, student support systems, materials development, student assessment, infrastructure, and facilities) features across the cited AI opportunities and challenges. This implies that the opportunities presented by AI can have a positive impact on QA. 

				Lesson plans, presentations, educational resources, and innovative teaching methods as cited by Grassini (2023) link 
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				to programme design, student support systems, materials development, and student assessment. In this regard AI opportunities could have a positive impact on QA in terms of programme design, student support systems, materials development, and student assessment. Kengam (2020), as well as Chatterjee and Batacharjee (2020:3444) highlight customisation, individual learning needs, automated grading, and additional instructional time as AI opportunities. These in turn link to programme design, student support systems, and student assessment QA factors implying a positive impact in this regard. Individual learning experiences (Ocana-Fernandez et al. 2019:555) have a direct link to student support systems, while the creation of teaching content, automated grading, added instructional time, and personalised learning (Pelletier et al. 2023:10) can contribute positively to the QA factors of programme design, student support systems and materials development. Increased student enrolment (Jain & Jain 2019:146) is a positive QA factor made possible through infrastructure and facilities. 

				The customisation of the learning experience, accommodation of different learning styles, and equipping students with ‘tech-savvy’ skills link to the QA factor of student support systems, indicating a positive connection in this regard. Virtual assistants by way of responding to student queries, assisting with student enrolment, monitoring dropout rates and retention, managing research, and assisting in decision making through the development of courses as well as pedagogical design and transformation (Ouyang et al 2022:7895), have a direct link and positive contribution to the QA factors of infrastructure and facilities, programme design, learner support systems, and materials development.

				Student enrolment, curriculum planning, personalised lessons/learning experience, mitigating a high dropout rate and the use of chatbots and virtual tutor assistants (Kuleto et al. 2021:7 of 16) on the other hand link to and have a positive impact on the QA factors of infrastructure and facilities, programme design, student support systems, and materials development. Finally, instructional guidance, feedback promptly provided to students, and responding to queries on a mass scale (Crompton & Burke 
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				2023:17) positively influence the QA factors of student support systems, student assessment, and infrastructure and facilities.

				Evaluating the link between Mohee’s QA factors and the key AI challenges it appears that academic integrity, accuracy, fairness, and equity (Pelletier et al. 2023:10) could negatively influence student assessment in the HE space. Further accurate unbiased output (automated grading), the generation of automated answers, a lack of higher order thinking skills, concerns regarding ethics, thinking on behalf of humans, and a lack of thinking from students (Stanislav 2023:1057) could impact IHEs’ competitiveness and have a negative effect on the QA factors of student assessment, programme design, student support systems, materials development, and infrastructure and facilities. A widening of the digital divide in developing countries, the requirement for educators to have digital skills, and a deterioration of student communication skills (Huang et al. 2021:212) are linked to the QA factors of infrastructure, facilities, and programme design. This implies that if there is not a proper infrastructure and facilities in place AI could widen the digital divide in developing countries, additionally a deterioration of student communication skills could negatively impact programme design.

				Hutson et al. (2022) raise the challenge of ethics with specific reference to privacy and bias. If IHEs do not have competent infrastructures and facilities in place, ethics could be compromised.

				Lastly, an AI application needs to make decisions in terms of what to provide to students, how to provide resources to them, and providing them with the appropriate degree of agency. If these decisions are not appropriately taken QA factors of programme design could be negatively impacted. 

				The discussions above provide an evaluation of the link between AI and QA from both a positive and negative lens. In terms of impact the positive links between AI opportunities and QA as highlighted above could then positively influence the QA factors mentioned. On the other hand, the negative links 
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				between AI challenges and QA factors, as highlighted could impact negatively on QA factors as demonstrated in the discussion above.

				What this implies is that IHEs need to carefully look at the challenges and opportunities that AI offers. Where AI opportunities can improve QA factors these must be carefully implemented. Conversely the challenges that AI presents should be carefully studied and strategies should be developed to mitigate these challenges from impacted negatively on QA factors.

				Conclusion 

				This chapter aimed at establishing a link between AI and QA. To achieve this an introduction to AI was first offered. This was followed by attempting to define AI albeit the literature highlighted that there are various definitions for AI. Ultimately this chapter offered a definition for AI which refers to the simulation of human thinking through the use of computers. Next the use of AI in HE was discussed. This highlighted assessment (evaluation), AI assistance, intelligent tutoring systems, and managing student learning as key uses for AI in HE.

				Following this the opportunities and challenges for the use of AI were presented. Key opportunities demonstrated are innovative teaching methods, customisation, automated grading, added instructional time, personalised learning, virtual assistants, and increased enrolment, among others.

				The challenges for the use of AI in HE followed next which highlighted some of the following: Academic integrity, generation of automated answers, concerns regarding ethics, widening of the digital divide in developing countries, issues of privacy and bias, and a lack of connection between AI and theoretical frames of reference, to mention a few.

				Lastly, a possible link between AI and QA factors was established. Quality assurance factors featured across both the cited challenges and opportunities. From this discussion it was highlighted that the opportunities AI presents link to QA factors and can improve QA factors. On the other hand, there was also a link between the challenges provided and QA factors. However, 
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				it came to light that for QA factors not to be compromised the challenges presented by AI must be carefully mitigated.

				As universities continue to traverse the changing HE landscape and specifically the pervasive nature of AI in HE, there must be constant reflection about strategies to best leverage the influx of persistent change associated with the HE landscape.
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				Introduction 

				The emergence and ongoing development of the information era have given rise to various ethical dilemmas that are inherent to the essence of information. IE (information ethics) is an interdisciplinary area that incorporates disciplines such as philosophy, computer science, sociology, law, and others, as highlighted by scholars like Quin (2011) and Floridi (2019). Although the information age is frequently regarded as a contemporary occurrence, this perspective fails to acknowledge its underlying historical origins. The origins of this age can be attributed to previous advancements in communication and Its (information technologies). The information age is currently recognised as a dynamic and ongoing era characterised by swift technological developments that are continuously transforming various aspects of society, such as communication, education, healthcare, and entertainment. 
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				IE is a discipline that combines ethical theories with practical considerations about technology. It acknowledges the intricate and diverse character of ethical dilemmas in the digital world. The subject matter encompasses inquiries on data privacy, cybersecurity, digital rights, and the ethical utilisation of AI (artificial intelligence) and ML (machine learning). With the advancement and widespread use of technology, ethical questions become more complex and important.

				Furthermore, IE is dynamic, constantly adjusting to address novel issues and inquiries presented by evolving technologies. For example, the emergence of social media platforms has ignited issues on misinformation, digital identity, and online conduct, while progress in AI and robotics is stimulating conversations about machine ethics, job displacement, and the prospects of human-machine interactions in the future.

				As we traverse this changing environment, it is crucial to comprehend and tackle the ethical consequences of our digital existence. In this chapter the findings of a review of recent literature allude to the need to address issues of the privacy and security issues related to data collection, digital identity and authenticity, accessibility and digital inclusivity, legal frameworks, surveillance, and the freedom of expression. The study delves into how AI innovation influences new nuances in IE. The ultimate goal is to establish a world that is not only technologically sophisticated but also firmly rooted in ethical values.

				Contribution of Information Science and Informatics to Information 

				Ethics

				IE draws upon diverse disciplinary insights and historical views to navigate the current revolutionary era. Its aim is to ensure that technical advancements are in harmony with our shared values and societal objectives. Within this environment, it is of utmost importance to thoroughly examine and analyse ethical concepts and frameworks. This examination plays a vital role 
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				in determining the course of action for creating a future where technology is utilised to benefit humanity’s highest ideals.

				With its early beginnings in 1937, ASIS (the American Society for Information Science – later renamed to the American Documentation Institute) explored aspects of information and information behaviour (Alharbi & Mukhari 2023:38). Two decades later Borko defined information science as the discipline exploring what information and information seeking behaviour are, as well as the flow of information as it is processed for accessibility and use (Borko 1968). However, the person who coined the term information ethics was Robert Hauptman (Froehlich 2000:264).

				Information science is concerned with that body of knowledge relating to the origination, collection, organisation, storage, retrieval, interpretation, transmission, transformation, and utilisation of information. Theorists agree on the interdisciplinarity of information science (Wilson 1997; Stahl 2008; Bates 2005). It has both a pure science component, which enquires into the subject without regard to its application, and an applied science component, which develops services and product.

				What is Information Ethics?

				IE, in it its simplest form, refers to the use of information in a way that it does not cause harm. As technology evolves, new ethical challenges and dilemmas arise (Moor 1985; 2020; Burgess & Knox 2019). As a subset of information science and being part of applied ethics, IE examines ethical issues associated with the creation, dissemination, and use of information. It is particularly relevant to the informatics discipline that deals with the management and analysis of information. 

				On a macro level Zhou, Chen, Berry, Reed, Zhang, and Savage (2020:3010) share that ethics as a branch of philosophy refers to the systematising, defending, and recommending concepts of right and wrong conduct, where rights, obligations, benefits, and fairness principles are explained and deliberated in models and frameworks. 
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				The foundations of IE are instituted in its key principles and constructs. Figure 4.1 offers a summary of the overlapping constructs included in theories and research that will be discussed in greater detail this chapter.

				Figure 4.1:	Summary of IE constructs. (Source: Personal archive)

				These foundational principles guide the development of ethical frameworks, policies, and practices in the rapidly evolving landscape of IT and data management. Adhering to these principles helps to ensure that information is used responsibly, ethically, and in ways that benefit individuals and society. IE is at the heart of AI and the ethics of AI (Bester & Fisher 2020:2). These ethics are underpinned by the philosophy of information.

				In the Beginning: The Philosophy of Information and Information Ethics

				PI (the philosophy of information) encompasses aspects of philosophy, computer science, information science, cognitive science, and communication studies. It addresses fundamental questions related to the nature of information, its role in the universe, and its impact on knowledge, reality, and society (Bynum 2010:420). As an interdisciplinary field, it explores the 
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				nature, properties, and implications of information. Floridi (1999:41) defines PI as a field of philosophy, more specifically looking at critical research into the basic principles of information and the conceptual nature thereof. This field includes the dynamics of information, its uses and applications theory, and computational methodologies (Floridi 2013:38; 2015:42). IE, in turn, is a branch of PI. New developments, such as AI and Gen-AI (generative artificial intelligence), have a profound impact on moral decision-making in our daily lives. 

				Moral tenets and theories can be complex, and when revisiting the discourses of seminal authors it lays a foundation to meaningfully expand on the ever increasing moral and ethical issues of AI. Floridi (2015:197) stresses the importance to find a balance in practices and experiences in daily lives and uses the metaphor of a tree depending on its roots for the sustainable growth of new branches. Seminal theorists of IE are particularly found in mathematics (Shannon 1948), informatics (Turing 1950), and information science (cf. Mason 1986; Capurro, Eldred, & Nagel 2013). 

				Finding the Roots of Information Ethics

				On the challenges encountered when applying human-centred philosophy of morals and ethics in ICTs (information and communication technologies), Birrer (1999:16) laments: ‘It is by no means accidental that most of the discussion about values in technology focuses on normative components that are considered undesirable: Technocracy, dehumanization, inequality, manipulation, loss of control.’ Values and norms are humanistic and not technological constructs (Moor 2006:18). As such, applying moral and ethical theories to information and ICTs is complex.

				Expanding upon the first ideas about the essence and intricacies of AI, we arrived at the overarching question: Can computers, like humans be held responsible for their acts? One of the notable futurists and mathematicians was Alan Turing. In the early fifties of the previous century he was a pioneering mathematician and computer scientist, who introduced the Turing 
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				Test to assess the intelligence of machines. In 1950 his book, Computing machinery and intelligence (Turing 1950) posed and addressed the questions on whether computers can ‘think.’ The Turing Test involves a human judge engaging in natural language conversations with both a human and a machine, without knowing which is which. If the judge cannot reliably distinguish between the human and the machine based on the conversation, then, according to Turing, we could say that the machine is demonstrating a form of intelligence indistinguishable from that of a human.

				The Turing Test remains a widely discussed concept in AI and philosophy, and it has sparked debates about the nature of consciousness, intelligence, and the potential capabilities of machines. The Turing Test is once again in the limelight, this time on the development of LLMs (large language models) used in Gen-AI.

				Early Philosophers and Pioneers of the Information Ethics Theory

				One of the first and influential models in IE is associated with the work of Norbert Wiener. In 1948, Wiener, a mathematician and philosopher pioneered research in cybernetics, a precursor to IE. His work laid the foundation for discussions on the ethical implications of ICT. While Wiener’s work may not fit the contemporary definition of a comprehensive IE model, it has set the stage for ethical reflections on the impact of technology on individuals and society, addressing issues such as control, communication, and the responsibilities associated with the use of information in automated systems.

				IE Models and Frameworks

				Prominent frameworks that have been informing IE research, teachings, and practices include, among others, the 2013 privacy framework by the OECD (Organisation for Economic Cooperation and Development) FIP (fair information practice) (OECD 2013), Floridi’s IE frameworks, the PAPA (privacy, accuracy, property, and accessibility) framework, and Tavani’s 
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				informational privacy framework. This chapter provides an overview of IE models and frameworks and discusses whether the capability of existing frameworks is comprehensive enough to provide the ethical guardrails offered to accommodate the ethical considerations prevalent in a fast-changing world. IE typically considers examining the ethical implications and considerations associated with disruptive innovations around the creation, use, and management of information within virtual and immersive environments. The question now is to what extent exiting frameworks are still relevant to underpin the vast new developments.

				While the frameworks mentioned above, provide a useful foundation for evaluating ethical issues in technology, including aspects of Gen-AI, there may be potential shortcomings requiring further adaptation to address the unique challenges posed by new developments. Han (2022:1 of 11) reports that the oldest and most referred to terms applied to the ethical use of information in a digital environment are ‘computer’ and ‘IE.’ The finding of this study is that new aspects must be considered, such as cross-cultural aspects on a global scale, devising guidelines for content moderation, ensuring that AI systems are ethical and avoid discriminatory practices, and lastly, considering environmental impact ethics. The conclusion is that one should take the wisdom of existing frames and build a comprehensive, adaptable multidisciplinary framework on it to address ethical dilemmas presented by evolving technological advancements and changing societal norms. Such a framework should encourage responsible innovation by providing the ethical guardrails, and simultaneously safeguarding the rights, wellbeing, and dignity of individuals in virtual spaces. 

				Floridi’s Information Ethics Frameworks 

				Luciano Floridi is a contemporary philosopher of information, served as UNESCO (United Nations Educational, Scientific, and Cultural Organisation) chair in information and computer ethics. His framework considers the ethical implications of living in an information society. He coined the term ‘infosphere,’ which can be found in the context of the biosphere, which explains the 
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				entire informational environment constituted by all informational entities, interactions, processes, and mutual relations (Floridi 2013:132).

				Floridi (2016:3; 2018:2) argues that the current information society can be described as a ‘mature information society,’ arguing that it developed through the first- and second-order technologies and ICTs. The term ‘information society’ refers to a society where the creation, distribution, and manipulation of information play a significant and pervasive role in economic, social, cultural, and political activities (Floridi 2018:4). He emphasises the ethical importance of treating information ethically and respecting the rights and interests of individuals and communities in the information age. He states that the rapid development in ICTs created a new information environment, requiring a suitable ethics framework to address unprecedented challenges in the environment, where a new understanding must be created between artificial and real environments (Floridi 2010:219). 

				Floridi’s continuing research into information creation and its ethical use with AI and AI systems positions information science and IE ethics in AI ethics research towards comprehensive models and theories in a changing field of study (Floridi 2018; 2019).

				Mason and the PAPA Model

				In 1986, Richard Mason published a social framework for addressing the major ethical issues of the information age in his pivotal article, Four ethical issues of the information age (Mason 1986:9). This framework consists of four broad categories of ethical issues namely privacy, accuracy, property, and accessibility, hence PAPA. This PAPA framework is still relatively germane in studying the ethical issues in IT (Woodward, Imboden, & Martin 2011:64). Due to the increasing prevalence of digital data and the inherent dangers connected with its storage and transfer, security becomes a crucial ethical concern in the information age. It is the responsibility of information security to protect data 
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				integrity, confidentiality, and accessibility, immediately affecting ethical concepts like privacy, trust, and accountability. 

				When considering the possible harm caused by data breaches, such as identity theft, financial loss, or privacy invasion, the ethical implications of security become clear. These violations can damage the public’s trust and violate people’s rights (Solove 2006:478). Therefore, it is the responsibility of information professionals to safeguard the integrity of the digital ecosystem, protect stakeholders, and follow ethical standards in their security practices. It has thus become vital to include a ‘S’ to the PAPA acronym.

				Table 4.1:	The PAPAS model (Adapted from Mason 1986; Young, Smith, & Zheng 2020) 

				
					Privacy

					The expansion of ICTs has resulted in the collection and use of personal information on a huge scale.

					This raises ethical considerations about who has access to and uses this information, as well as concerns about the possibility of surveillance and manipulation. 

					Categories of private information: Private communication, privacy of the body, personal information, and information about one’s possessions. 

				

				
					Accuracy

					Data integrity becomes increasingly important, as massive databases grow more interconnected. 

					Technology have made it easy for false or misleading information to spread quickly and widely, which can have serious consequences for individuals and society.

					How to combat misinformation and disinformation.

					How to ensure accurate and reliable access.
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					Property 

					The internet and digital technologies have made it easy to share and distribute information, including copyrighted material. 

					The free flow of information is a risk to intellectual property and rights of creators and owners of this material. 

					IP (intellectual property) refers to the ownership of ideas and creative works, including patents, trademarks, and copyright.

					Each of these instruments of protection is governed by a set of laws and regulations.

					Some of these rules are not universal and they only apply in specific countries.

				

				
					Accessibility

					ICTs increase access to information, but equality in access is not yet achieved and not everybody can equally participate in society. 

					Expanded literacy and reasoning skills are essential for one’s participation in the growth of any society (Mason 1986).

					Access to the essential technologies is required, while information must be available to be used and consumed. 

				

				
					Security

					Security involves such a broad variety of concerns in the context of the information age – from data breaches to cyberattacks. Information security in its most basic form aims to protect the availability, confidentiality, and integrity of data.

				

				AI and other emerging technologies present new vulnerabilities and the possibility of abuse, greatly complicating the security picture.

				Tavani’s Informational Privacy Framework

				Richard Tavani, a scholar known for his work in computer ethics and IE, wrote a book, Ethics and technology: Controversies, questions, and strategies for ethical computing which is widely used in the field of computers and IE. Tavani has explored ethical issues related to IT, including privacy concerns. He has identified three types of privacy:

				Mental or psychological privacy;
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				physical privacy, also referring to access privacy; and

				decisional and informational privacy (Tavani 1999:138-140).

				In the context of informational privacy, the concept of informed consent is crucial. Users should be aware of how their information is being collected, processed, and shared, and they should have the ability to make informed decisions about whether to share their information. Tavani emphasises the principle of data minimisation, which suggests that organisations should only collect and retain the minimum amount of information necessary for a specific purpose. Frameworks addressing informational privacy often highlight the importance of giving individuals control over their personal information. This includes mechanisms for individuals to access, correct, and delete their data.

				Transparency in data practices and accountability for how organisations handle information are key elements. Tavani discusses how organisations should be transparent about their data practices and accountability for any misuse of information (Tavani 1999:137). Tavani’s work on privacy adds value to the study of the ethics of AI, as privacy on many levels is still a concern in the application of AI algorithms. 

				Charles Ess

				Ess is a philosopher and scholar who has made significant contributions to the field of media ethics and IE, particularly in the context of computer and internet ethics. He studied the ethical challenges stemming from privacy, identity, digital communities, and social media platforms. He is particularly concerned with feminist ethics where gender-related ethical dilemmas such as harassment and bullying manifest in gender roles in cyberspace.

				Ess advocates for the recognition of diverse cultural values in a global context. He has contributed to the theoretical foundations of IE (Ess 2008). His contributions extend to the development of global IE frameworks, emphasising the need for a global dialogue on ethical issues related to ICTs, considering diverse cultural, social, and political contexts (Ess 2014).
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				Ess has explored ethical implications associated with emerging technologies, including AI and robotics. His work addresses issues such as accountability, transparency, and the societal impact of intelligent systems.

				Raphael Capurro

				Capurro is a philosopher and information scientist who has made significant contributions to the field of IE. In 1999 he established the ICIE (International Center for Information Ethics), and currently the centre has a diverse membership covering the fields of informatics, information science, computer science, and more (Froehlich 2000). Capurro has contributed theoretical insights and frameworks that have influenced digital ontologies. His frameworks focus on freedom, privacy, and identity in an online and cyberworld (Capurro et al. 2013:12). Capurro warns that the tendency to see everything within the context of a Western philosophy, must be challenged and different cultural notions must be considered.

				One notable contribution by Capurro is the concept of ‘hermeneutical ethics of information.’ Hermeneutics, in a broad sense, refers to the interpretation of meaning. Capurro emphasises the importance of understanding information within a cultural and historical context, considering the multiple layers of interpretation that can be applied to information. This perspective recognises the ethical implications of interpretation, representation, and communication in the information domain.

				Understandably, the field of IE is multidisciplinary, resulting in various frameworks and models. As the scholars discussed above are not deplete, many others also contributed to the understanding of ethical issues in IT and communication. The frameworks developed over several decades and paved the way for new frameworks and discourse on the ethics of AI, focussing on the responsible use of AI and GenAI.

				The Ethics of AI

				The recent hype around AI and Gen-AI created the illusion that AI is the ultimate panacea (Floridi 2020:2). Views are ranging from 
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				ultimate doom to a hailing of AI as the beginning of everything. This is not realistic and authors such as Floridi (2019; 2020) as well as Sartori and Theodorou (2022:10 of 11) remind us that during the many decades of the becoming of AI, there were many wins and losses. What cannot be denied, is the rapid tempo of recent developments of LLMs and prompt engineering. The sociotechnical nature of AI and Gen-AI remains uncontested, where the development, deployment, and impact of AI are deeply intertwined with societal factors, human behaviour, and ethical considerations.

				The Nature of AI and Gen-AI

				AI and AI ethics are not new fields of research and study. Floridi (2020:3), as well as Sartori and Theodorou (2022:2 of 11) point to the many ‘winters’ and ‘summers’ that AI has already endured. In 1956, a group of mathematicians and computer scientists met at the Dartmouth College, New Hampshire, to discuss the emerging field of AI (Strickland 2021). It was here that John McCarthy coined the term ‘artificial intelligence,’ which he argued, ‘would explore the hypothesis that every aspect of learning or any other feature of intelligence can in principle be so precisely described that a machine can be made to simulate it’ (Strickland 2021:27). Bartneck, Lütge, Wagner, and Welsh (2020:18) allude that a complete definition of AI is still in the making, but they conceptualise AI as the simulation of human intelligence processes by machines, especially computer systems. Specific applications of AI include expert systems, natural language processing, speech recognition, and machine vision. 

				The emergence of Gen-AI technologies expanded significantly on existing AI technologies, and opened numerous opportunities as well as future challenges. As part of ML Gen-AI uses algorithms that depend on large datasets. Current Gen-AI models and tools can produce original material, such as text, images, music, and even complex designs, based on their training data. Floridi (2024) posits that these innovations drastically change the supply and demand of information.
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				The AI Life Cycle

				To understand AI ethics, the life cycle of AI must be considered. It is not a process that should be regarded as a separate phase, as Ng, Kapur, Blizinsky, & Hernandez-Boussard (2022:2248) claim that it must be examined with due cognisance of their impact in concert and the interactions between the phases.

				Figure 4.2:	The AI life cycle. (Source: Ng et al. 2022:2247)

				The AI Boom 

				The remarkable expansion and advancement observed in the field of AI is commonly referred to as the ‘AI boom.’ The swift progress in AI technology heightened corporate pursuits, and the expanded utilisation of computer capabilities in industry have contributed to enhanced customer experiences. Consequently, there has been a surge in funding towards AI technologies and the incorporation 
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				of AI solutions into various goods and services. It is important to acknowledge that the AI industry’s rapid growth is accompanied by various obstacles and factors to consider, such as ethical dilemmas, the requirement for responsible AI advancement, and the resolution of potential biases within AI systems. Furthermore, like every technological advancement, there could be phases of heightened enthusiasm followed by adaptations and development in the industry. The rate of AI progress and its influence on society will probably remain a topic of debate and exploration. 

				AI Ethics

				Essentially, AI ethics is a system of moral principles and techniques intended to inform the development and responsible use of AI technology (Bartneck et al. 2020:2247). Han (2022:2 of 11) reminds us that there is no clear and agreed definition of AI, as found in other fields of ethics such as computer ethics and IE. In literature there are overlaps in terminology and often AI ethics and robotic ethics are used interchangeably (cf. Figure 3). As AI has become integral to product platforms that incorporate ethical considerations and values in the development and deployment of AI and services, organisations are starting to develop AI codes of ethics. Han (2022:3 of 11) refers to Moor (1985:266) who defines computer ethics as an analysis of the nature and social impact of computer technology and the corresponding formulation and justification of policies for the ethical use of such technology (Han 2022:3 of 11). Hauptman who was the first to use the term ‘IE’ in 1988, already addressed principles of censorship, privacy, access to information, balance in collection development, copyright, fair use, and codes of ethics (Froehlich 2000:265).
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				Figure 4.3:	The multidisciplinary field of AI ethics. (Source: Han 2022:5 of 11)

				In this model, cyborg – short for cyborg organism – and cyborg ethics refer to a combination of biological and artificial components. These enhanced capabilities are often present in biomedical technologies such as pacemakers, implants, prosthetics, or other technological enhancements that merge with the biological components of the organism. Han’s model provides a contemporary view of the span and complexity of new IE.

				An AI code of ethics, also called an AI value platform, is a policy statement that formally defines the role of AI as it applies to the development and wellbeing of humans. This term should not be confused with AI value-driven platforms, looking at capabilities and benefits of systems. The purpose of an AI code of ethics is to provide stakeholders with guidance when faced with an ethical decision regarding the use of AI (Ibiricu & Van der Made 2020:396). An AI value platform is generally understood as technology purposed to add value via AI. This could involve a combination of software, hardware, and services designed to provide solutions that address specific business challenges or opportunities.

				
					[image: ]
				

			

		

	
		
			
				117

			

		

		
			
				Chapter 4

			

		

		
			
				It is important to note that the interpretation of the AI value platform may vary depending on the context and the specific goals of the entity using or providing such a platform. Organisations developing AI solutions are often looking for platforms that not only facilitate the technical aspects of AI but also deliver measurable values in terms of efficiency, innovation, and competitive advantage. For the latest and most accurate information, it is recommended to check specific industry announcements, publications, or product documentation.

				It is quite incidental how Asimov’s science fiction short stories around 1950 referred to an ethical code where the primary law prohibits robots from engaging in any actions that cause harm to humans or from neglecting to act when harm could be prevented (Asimov 1984:9). The second law mandates that robots must comply with human commands, except when those commands conflict with the first law. The third law mandates that robots prioritise self-preservation, if it aligns with the principles outlined in the previous two laws.

				AI Ethics Frameworks and Principles

				AI ethics must consider the ethical implications and societal impacts of AI technologies. Building on existing IE frameworks, new theoretical frameworks have been proposed to guide discussions and decision-making in this domain. These include the IEEE (Institute of Electrical and Electronics Engineers) global initiative on ethics of autonomous and intelligent systems and the COMEST (Commission mondiale d’éthique des connaissances scientifiques et des technologies) rights-based model: The universal declaration on ethical considerations regarding artificial intelligence and autonomous systems.

				The Asilomar Principles

				In 2017, a high-level conference called, Future Life Conference was held in California (Morandín-Ahuerma 2023:6), resulting in the Asilomar AI principles, consisting of 23 guidelines for the research and development of AI outlined developmental issues, ethics, and 
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				guidelines for the development of AI, with the goal of guiding the development of beneficial AI. 

				The 23 principles were developed by a group of AI researchers, robotics, technology experts, and legal scholars from different universities and organisations. These experts organised the AI principles at the Asilomar conference while discussing the future of AI and responsible AI regulation. While these principles are not legally binding, they serve as a reference point for researchers, policymakers, and industry stakeholders. 

				At the forefront of the discussions to arrive at the principles was the agreement that ethics must guide all AI research to ensure privacy and fairness. Furthermore, AI research should not result in undirected knowledge. There was an agreement that ethical AI rests on cross-discipline cooperation. In creating a transdisciplinary AI research culture, trust and transparency will be uncalculated.

				Even though the conference was attended by high-profile entrepreneurs like Elon Musk, the decision was that data and information security must have preference to competitiveness (Morandín-Ahuerma 2023:6). Over and above being transparent about failures, judicial transparency is important where AI is used in decision-making and any legal matters such as sentencing and accountability of the use of AI in legal systems. The risk of autonomous AI systems was realised, and the conference agreed that there should always be an alignment with human values and the dichotomy of freedom versus privacy in terms of the use of private data, and that regulations should be such that individuals are not unduly restricted to access. The conference and subsequent decisions stressed the importance of human control. The delegation of these types of autonomous tasks must reside with humans. The conference addressed the future capabilities of AI that should be regulated and that the future of the planet should be the guiding principle.

				A critically important discussion at the conference was about AI and warfare. It was emphasised that human life must be valued and that AI armoury should be designed with great care. This must be done with international cooperation and 
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				transparency. The conference gave due consideration to the dangers of AI, and the importance to be vigilant and plan for possible risks. In conclusion, the main agreement was that AI must be developed and used for the greater good.

				Figure 4.4:	Principles of beneficial AI. (Source: Adapted from Morandín-Ahuerma 2023:20-24)

				It is worth noting that these principles represent a consensus among the participants of the Asilomar conference at the time, as the discussions on AI ethics and guidelines have continued to evolve since then. Various organisations and initiatives around the world continue to contribute to the development of ethical frameworks for AI. In addition to the principles mentioned in Figure 4, trust and fairness in AI, AI and social biases, and social justice and cultural sensitivity are elements of ethical importance. 
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				Trust and Fairness in AI

				When discussing AI ethics, the topic of algorithm ethics invariably emerges. Algorithms are knowingly or unknowingly part of many aspects of life (Tsamados, Aggarwal, Cowls, Morley, Roberts, Taddeo, & Floridi 2021). Think of the recommender systems of streaming services or online purchases, all based on algorithms. Benk, Tolmeijer, Von Wangenheim, & Ferrario (2022:2 of 12) underpin the importance of creating trust in AI-based systems towards improved ethical and effective application and use. They continue to lament that the paucity in literature, a shared understanding, and measurement of what trust within the context of AI means, have negatively impacted progress in the field (Benk et al. 2022:2 of 12). Decision-making algorithms are increasingly being used in industry, of which legal decisions and healthcare are at the forefront (Vaassen 2021:1 of 20). A growing number of authors (cf. e.g., Burrell, 2016:3 of 12; Benk et al. 2022:2 of 12) refer to the black box concept to explain the lack of transparency and interpretability in certain advanced machine learning models, especially with deep neural networks. In this context, the term ‘opacity’ indicates that there are instances when the outcomes of an algorithm and how it was derived are not clear (Vaassen 2021:2 of 20). The opacity of black-box algorithms, particularly in the context of ML models, can give rise to various problems and challenges (cf. Figure 4.5).

				It is furthermore possible that bias can transpire which will influence decisions (Burrell 2016:2 of 12; Vaassen 2021:3 of 20). Establishing accountability and responsibility for algorithmic outcomes becomes challenging, which may have legal and ethical implications.

				Black-box algorithms may inadvertently learn and perpetuate biases present in the training data. If unchecked, discriminatory outcomes may occur, reinforcing or exacerbating existing societal biases. Users may be reluctant to rely on or accept algorithmic decisions if they cannot understand or validate the decision-making process.
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				Figure 4.5:	Opacity in black box algorithms. (Source: Based on Burrell 2016)

				It stands to reason that areas with critical societal impact such as financial, health, and legal aspects require firm regulatory frameworks and call for more clarity on explainability, transparency, and trustworthiness of AI applications. 

				Algorithm Ethics

				With obvious tangents and overlapping with AI ethics, algorithm ethics refers to the ethical considerations associated with the design, development, deployment, and impact of algorithms. Algorithms are sets of instructions or rules followed by a computer programme to perform a specific task or solve a particular problem. Algorithms can inadvertently perpetuate biases present in training data, leading to unfair or discriminatory outcomes (Vaassen 2021:5 of 20). Ethical algorithm design aims to minimise bias, ensure fairness, and prevent discrimination, especially in areas like hiring, lending, and law enforcement. 

				Whereas algorithms process sensitive personal information, it raises concerns about privacy infringements. Ethical algorithm development involves implementing privacy-preserving measures to protect individuals’ data and ensuring compliance with data protection regulations. Transparent and explainable algorithms enhance accountability, trust, and understanding, 
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				allowing users to comprehend and channel decisions. Identifying the responsibility for algorithmic outcomes can be challenging, especially in complex systems. Ethical algorithms include mechanisms for accountability, making it clear who is responsible for the decisions made by the algorithm and providing avenues for redress in case of errors. Algorithms may be vulnerable to malicious attacks or manipulation. Ethical algorithms involve transparent communication with users, ensuring they understand how algorithms impact them and giving them control over their data and preferences. Ethical algorithms prioritise inclusivity and accessibility, aiming to minimise biases and ensure equitable outcomes for diverse populations. Ethical algorithms include mechanisms for continuous monitoring, evaluation, and improvement to ensure their ongoing effectiveness and fairness.

				AI Biases

				AI is prone to a range of biases, of which social biases is of particular concern. Friedman and Nissenbaum (1996:332) define three types of bias: Preexisting bias based on social practices and attitudes likely embedded in data used for ‘training;’ technical bias based on design constraints in hardware and software likely in AI to be associated with limits of available data and a lack of qualitative nuance; and emergent bias arising from changing the used context such that accurate meaning is lost or distorted when viewed through a different prism. The potential of bias to permeate at least some categories of AI applications is a significant concern (Niederman & Baker 2022). Other AI biases include algorithm biases and data biases.

				AI, Social Justice, and Cultural Sensitivity

				AI ethics in the medical industry primarily focuses on the objective of guaranteeing impartiality and preventing biases in AI-powered decision-making. Given the varied patient demographics and the importance of fair treatment, this is of utmost importance. AI systems in healthcare necessitate careful design and ongoing monitoring to mitigate the impact of inherent biases in training data on diagnostic or treatment suggestions. This is also connected to the wider problem of digital exclusion, where 
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				marginalised or underrepresented groups may not have equitable access to AI-enhanced medical services, therefore worsening existing healthcare inequalities.

				Within the realm of law, the utilisation of AI implies a distinct array of ethical dilemmas. AI systems have the power to aid in legal research, analyse documents, and even make predictions about case outcomes. However, they also give rise to significant concerns around transparency, accountability, and fairness in judicial proceedings. AI utilisation in sentencing or parole determinations need a meticulous regulation to guarantee that algorithmic suggestions do not perpetuate past prejudices or violate legal rights. 

				Digital Exclusion

				Digital exclusion involves not only the lack of access to technology, but also the inability to comprehend and engage with digital systems. With the increasing integration of AI into daily life, there is a risk that certain groups may face a disproportionate disadvantage due to the digital divide, as they may lack the necessary resources or expertise to fully utilise the breakthroughs in AI.

				Ethical intelligence in AI pertains to the creation of AI systems that not only exhibit efficient task performance but also adhere to ethical and moral principles. This task is especially difficult due to the subjective character of ethics and the intricate process of programming machines to comprehend human values.

				AI Risks 

				In the dynamic world of technology, ethical risks of AI do not only feature in its use, but also in its design. Addressing challenges of biases in data, algorithms, as well as training set limitations leaves room for deeper discourse and ongoing efforts to improve data quality, enhance algorithmic fairness, ensure robustness, and consider ethical implications throughout the AI development lifecycle (cf. Figure 4.2).
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				AI could be prone to inaccurate information and misrepresentation. Some of these challenges include incidences of deep fake, identity theft, and privacy issues in using facial recognition, to name but a few.

				Deep Fake

				The utilisation of AI to generate authentic yet fabricated audio or video content, known as deepfake technology, poses a significant ethical quandary. Although it can be used for harmless purposes such as amusement, it also has the capacity to be misused for purposes such as disseminating false information, impersonating others, and infringing upon privacy and permission.

				AI and Facial Recognition

				Facial recognition technology, a controversial form of AI, has advantages in terms of security and customisation, but also gives rise to significant worries regarding privacy, monitoring, and the possibility of misuse. The ethical use of these technologies is further complicated by misidentification and prejudices, notably towards specific ethnic groups.

				Identity Theft

				Ahmed (2020:2) alludes that identity theft is on the rise but warns that this crime is still ill-defined. In essence it entails the wrongful acquirement and utilisation of another person’s personal information, such as their name, social security number, credit card information, or other identifying details, thus without their permission. The goal of identity theft is typically to commit fraud, financial theft, or other criminal activities using the victim’s identity. Some of the methods include phishing, data breaches, dumpster diving, manipulative social engineering, and skimming of credit cards. Most identity crimes take place where people illegally obtain information by purchasing it from others, skilled in accessing and using information online (Ahmed 2020:193). These crimes cause tremendous financial, emotional, and at times, reputational damage.
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				AI Threats

				A dynamic invention like AI invariably poses some threats to society. Much of these lies in the misuse of AI like cyberwarfare, and there is also the overarching fear of loss of human control when autonomous systems move closer to super-intelligence.

				The Threat of Singularity

				The term ‘singularity’ was first coined by John von Neumann in 1948 (Ulam 1958). Singularity, as described by scholars such as Shanahan (2015), posits a future moment when AI systems attain a state of independent functioning as a result of the advent of machine awareness and superhuman intellect. This concept imagines a situation in which AI exceeds human cognitive capabilities, resulting in a revolutionary and perhaps unmanageable stage in technology development.

				Singularity gives rise to significant ethical, intellectual, and existential inquiries. The main apprehension revolves around the possible relinquishment of human authority over technology. The inherent uncertainty of AI systems presents substantial hazards, such as the potential for destructive actions that may harm humans or the environment. The issue of whether the singularity is presently in progress is a subject of contention among technologists, ethicists, and futurists. The swift progress in AI technology implies that the possibility of singularity, although hypothetical, cannot be completely disregarded.

				The concept of singularity has a complex and diverse impact on AI ethics and poses a challenge to our existing comprehension of ethical frameworks in a society where AI possesses autonomous decision-making abilities, as the task of assigning accountability for the consequences of those actions, whether they are advantageous or detrimental, becomes a multifaceted matter.

				Ethics of Gen-AI

				It should be noted that the technology of Gen-AI is not new. Gen-AI was introduced in the 1960s in chatbots. However, it was not until 2014, with the introduction of GANs (generative adversarial 
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				networks) – a type of ML algorithm – that Gen-AI could create convincingly authentic images, videos, and audio of real people. Gen-AI is a type of AI technology that can produce various types of content, including text, imagery, audio, and synthetic data. Gen-AI refers to a class of AI systems that can generate new content, such as images, text, or even music, that is not explicitly programmed. These systems are designed to understand and learn patterns from existing data and then use that understanding to create entirely new data that resemble the training set. Bandi, Adapa, and Kuchi (2023:1 of 60) explain that Gen-AI is geared to develop algorithms able to create synthetic data. There are several types of Gen-AI models, and one of the most notable is the class of generative models based on neural networks. 

				Gen-AI’s ability to generate data resembling real-life conditions, allows for content creation (Bandi et al. 2023:1 of 60). It is a further development of Web 3.0. Gen-AI has found applications in various domains, including text generation in NLP (natural language processing) models, such as GPT 3 (generative pre-trained transformer 3) and GPT 4 and data augmentation of data training sets, and can generate coherent and contextually relevant text. These models can be used for tasks like writing articles and generating creative content. Then there is the image generation, where generative models can create realistic images that resemble photographs of human faces, animals, or scenes. 

				While Gen-AI has shown remarkable capabilities, there are also ethical concerns, especially regarding the potential misuse of the technology, such as the creation of deepfakes for malicious purposes. As a result, ongoing research and development in the field aim to address both the positive and negative implications of Gen-AI. 

				Large Language Models and Gen-AI Ethics

				There are overlaps and tangents in ethical concerns in the use and applications of Gen-AI, but the nature of LLMs adds an element of further concern – that of bias and privacy. LLMs refer to advanced AI models that are specifically designed for NLP tasks.
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				The primary architecture used for LLMs is the transformer architecture, which are neural networks. The transformer architecture allows for parallelisation and efficient processing of sequences, making it well-suited for handling natural language. Transformer models apply an evolving set of mathematical techniques, called attention or self-attention, to detect subtle ways. Even distant data elements in a series influence and depend on each other. LLMs have analytical abilities, which can be used for chatbots and virtual agents. The transformative nature of large language models lies in their ability to fundamentally change how we interact with and leverage natural language in various fields, impacting communication, creativity, productivity, and research. These LLMs are often pre-trained on massive datasets and fine-tuned for specific tasks. The use of large-scale language models harbours several risks and ethical concerns (Weidinger, Mellor, Rauh, Griffin, Uesato, Huang, Cheng, Glaese, Balle, Kasirzadeh, Kenton, Brown, Hawkins, Stepleton, Biles, Birhane, Haas, Rimell, Hendricks, Isaac, Legassick, Irving, & Gabriel 2021:7 of 64). Ethical concerns in the use of LLMs include misinformation and disinformation, perpetuating bias, a lack of explainability, the risk of manipulation, as well as privacy and security concerns. 

				LLMs and Training Data

				A LLM model is a statistical model that predicts the probability of a sequence of words. Based on DL (deep learning) – a branch of ML – LLMs import vast amounts of data, openly available from books, web pages, or similar contents (Paass & Giesselbach 2023:21). Then patterns are identified to get connections between words. A LLM with a large feed of data can generate content better, faster, and more accurately, which then generates new content based on the prompts provided by the user. Training data in LLMs involve exposing the model to vast amounts of diverse text from a wide range of sources. 

				It is important to note that the success of LLMs like GPT 3 is attributed to their ability to generalise from diverse training data. The models can then generate coherent and contextually relevant text across a wide range of topics and tasks. The ethical considerations related to the use of such models, including biases 
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				in training data and potential societal impacts, are also important aspects to consider in the development and deployment of these models.

				Table 4.2:	Summary of Gen-AI ethical challenges (Adapted from Weidinger et al. 2021)

				
					LLM Ethical Concerns

				

				
					LMM May Predict as Follows

				

				
					Discrimination

				

				
					Social stereotyping based on gender, religion, orientation, ability, and age

				

				
					Toxicity and exclusion

					Unjust, prejudiced, oppressive use of natural language in models

				

				
					Harm caused by misinformation

				

				
					False, misleading, poor-quality information

				

				
					Intentional malicious use

				

				
					Use LMM for illegal surveillance, fraud, scams, deepfake, identity theft, and censorship

				

				
					Information hazards

				

				
					LMM predictions include privacy and safety risks – leaking private information

				

				
					Harm from human-computer interaction 

				

				
					Dependency, too trusting, psychological profile and vulnerability, ethnic profiling

				

				
					Environmental harm

				

				
					Economic disparity, energy, and water demands

				

				
					Access

				

				
					Disparate access, exclusion, literacy, and skills constraints

				

				LLMs like ChatGPT generate responses based on patterns learned from large datasets (training data), and at times they may generate content that appears to be contextually appropriate, although it is not factually correct. This is referred to as AI hallucination and is a growing ethics concern. While LLMs can be powerful tools for generating human-like text, they do not have a genuine understanding or awareness yet. 

				AI programmes, more specifically LLMs, have the potential to provide deceptive, erroneous, or wholly fictional outputs. These present notable ethical dilemmas, particularly when such technologies are employed for crucial decision-making or distributing information. To mitigate hallucinations and improve the reliability of LLMs, R&D (research and development) efforts 
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				focus on refining training methodologies, incorporating diverse datasets, addressing biases, and enhancing the model’s ability to handle nuanced and contextually sensitive information.

				Intergovernmental and other Initiatives in Support of New Dimensions in Dynamic IE Ethics Innovation

				Floridi (2014:218) urges that any information society must be equipped with sustainable IE, and that this be made well known. It is here where intergovernmental organisations have a critical role to play, moreover in the time where disruptive technologies could potentially add to chaotic and unethical consequences. An example of the speed at which innovation takes place is the rapid development of the Gen-AI by OpenAI in bringing out its chatbot. 

				UNESCO has made great strides in addressing frontier challenges in IE, the ethics of AI, and the ethics of neurotechnology. In addition, they are addressing issues on climate engineering and the IoT (internet of things), which can no longer be separated from IE and ethics of AI. Neuroethics is an emerging field. Combined with AI these techniques can enable developers – public or private – to abuse cognitive biases and trigger reactions and emotions without consent (Farisco, Salles, & Evers 2018:718). Whereas neural networks in AI are concerned with the development and application of algorithms for pattern recognition, classification, regression, and other task, neuroscience is a multidisciplinary fields of study that examines the ethical, legal, and social implications of neuroscience. Essentially, it encompasses the scientific study of the nervous system that regulates all human cognition, behaviour, and functions. The field encompasses a broad range of topics, from understanding how individual neurons function to exploring complex behaviours and cognitive processes. However, there is a link to AI because the more people discover how the nervous system works in relation to our world, the more there will be neuro-AI tangents (Berger & Rossi 2022:2054) together with the encompassing ethical challenges. An example of neuroscience and AI is wearable devices that integrate technologies from both neuroscience and AI to monitor, analyse, or interact with the brain 
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				and its functions. These wearables often serve various purposes, including research, healthcare, and personal wellbeing.

				Based on their ability to collaborate across barriers such as borders, language, and cultural differences, organisations with the value and importance such as UNESCO, the OECD, and others are critical in researching and guiding society and the world in the ethical deployment of AI technologies. UNESCO emphasises the importance of promoting inclusivity in AI deployment for enhanced respect of cultural diversity. For this they provide ethical guidelines to address issues such as transparency, accountability, fairness, and the impact of AI on human rights. They advocate better education and capacity building specifically in the fields of IE and ethics of AI. However, their foremost value lies in the opportunities created to foster international cooperation and dialogue on AI ethics. This involves collaboration with other international organisations, governments, academia, industry, and civil society to develop shared principles and norms.

				In the 1970s and 1980s, the OECD encouraged member countries to develop guidelines and legislation to manage data responsibly (Wright, De Hert, & Gutwirth 2011:119). In the seven-year stint between 1973 and 1980, one-third of the OECD’s 30 member countries enacted legislation intended to protect individuals against the abuse of data related to them and to give individuals the right of access to data with a view to checking their accuracy and appropriateness. The OECD is acutely aware of the tension that exists between the need of free flow of information and protecting of personal data (Wright et al. 2011:120). The 2013 privacy framework by the OECD and later in 2023 the OECD’s Good practice principles for data ethics in the public sector (OECD 2023), offer guardrails to the ethical use of information.

				An Intergovernmental Organisation’s Role in Fair Information Practice

				As early as 1980, the OECD’s privacy guidelines outlined principles for the protection of privacy and personal data (cf. OECD 2002). These principles are not legally binding, but they have influenced the development of privacy laws and frameworks around the 
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				world. The key principles include putting limitations on the illegal collection of personal information, ensuring data quality.

				These principles are widely considered foundational for the development of privacy laws and regulations. Various countries and regions have adapted and implemented these principles in their own privacy frameworks. It is essential to check the latest developments and specific regulations in one’s jurisdiction, as privacy laws can vary significantly.

				The OECD Fair Information Practice

				The OECD FIP principles are fundamental guidelines that underpin data protection and privacy policies worldwide. The principles were formulated by the OECD in the 1980s with the aim of addressing apprehensions regarding the collection, processing, and utilisation of personal information. The FIP principles include important elements such as restricting data collecting to essential and legal purposes, guaranteeing data accuracy, defining data security rules, and promoting a dedication to openness and transparency in data practices. In addition, they emphasise the significance of individual engagement, affording individuals the privilege to obtain and rectify their personal information. These principles have had a significant impact on many national and international laws and recommendations regarding data protection. They have provided the basis for modern privacy rules such as the GDPR (general data protection regulation) in the EU (European Union). The relevance of the OECD FIP principles persists in the present day, as they offer a structure for managing the progress of data processing technology while safeguarding individual privacy rights.

				Pointers for Responsible AI

				Table 4.3 below is based on an overview of literature, where specific deductions on essential elements that will ensure responsible AI use and development must be considered.
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				Table 4.3:	Elements of responsible AI development and use

				
					Element

				

				
					Use

				

				
					Ethics frameworks and standards

				

				
					Establish and comply with ethical principles that regulate the development and implementation of AI, guaranteeing that AI systems are created and utilised in a way that upholds human rights, dignity, and ethical norms.

				

				
					Transparency and explainability

				

				
					Guarantee that AI systems are clear and comprehensible in their operations and decision-making processes. Create AI models that are transparent and comprehensible to people, fostering increased trust and accountability.

				

				
					Fairness and non-discrimination

				

				
					Promote equity and impartiality by proactively addressing and minimising biases in AI systems. Conduct frequent audits and testing of AI algorithms to verify that they do not perpetuate or worsen discrimination based on race, gender, age, or other attributes.

				

				
					Privacy and data protection

				

				
					Ensure the implementation of strong data protection procedures to preserve personal and sensitive information. Ensure the preservation of user privacy and adhere to applicable data protection legislation.

				

				
					Accountability and responsibility

				

				
					Define explicit channels of responsibility for the decisions and acts of AI systems. Establish safeguards to provide recourse if AI systems inflict harm or function in unanticipated manners.

				

				
					Safety and security

				

				
					Emphasise the primacy of ensuring the physical and digital security of AI systems. Safeguard against the malevolent exploitation of AI technology and guarantee the robustness of systems against hacking and other cyber threats.

				

				
					Sustainability and environmental impact

				

				
					Evaluate the ecological ramifications of AI systems. Strive for the development and implementation of AI that is energy-efficient to reduce carbon emissions and support sustainability.

				

				
					Inclusivity and accessibility

				

				
					Ensure inclusivity and accessibility by designing AI systems that can easily be accessed and used by all individuals. Consider the varied requirements and capabilities of all possible users and strive to ensure that AI technology is advantageous and accessible to a broad range of individuals.
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					Element

				

				
					Use

				

				
					Collaboration and engagement

				

				
					Interact with stakeholders, such as policymakers, industrial partners, academic researchers, and the public, to comprehend various viewpoints and tackle societal issues associated with AI.

				

				
					Monitoring, improvement, regulation, and collaboration

				

				
					Consistently assess and enhance AI systems to guarantee their adherence to ethical norms, legal obligations, and social values. Keep oneself updated on the latest developments in AI and adapt one’s practices accordingly.

				

				
					Education, literacies, and awareness

				

				
					All educational institutions have a responsibility to develop composite literacies and awareness around the nature of AI and the responsible use thereof.

				

				Following these guidelines helps to guarantee the responsible and ethical development and use of AI technology, with the aim of benefiting society while minimising any dangers and negative consequences.

				Conclusion

				To summarise, the field of AI ethics and its implementation in other areas like medicine and law, pose an intricate and dynamic challenge. The discussion about AI and the possibility of singularity, along with the implementation of fair information practices and responsible AI standards, highlight the need for a comprehensive approach to the development and regulation of AI.

				We are currently at a critical point in time where the swift progress in AI technology, as demonstrated by systems such as GPT 4 and the expected development of models like GPT 5, necessitate a proactive and deliberate approach to ethical considerations. The OECD FIP standards serve as a fundamental framework for safeguarding data and ensuring privacy, which are of utmost importance in the era of AI. These principles, in conjunction with the guidelines for responsible AI, provide a clear path for the ethical, transparent, fair, and inclusive development of AI.

				As we progress deeper into this era of technology, it is crucial to maintain a balance between innovation and accountability. AI development must be guided by ethical frameworks and norms to 
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				ensure that these technologies are utilised for the betterment of society while upholding human rights and dignity. Transparency, explainability, and accountability are not mere aspirations, but rather crucial prerequisites for fostering confidence and the approval of AI systems. To mitigate hazards connected with AI, it is necessary to address concerns of justice and non-discrimination, prioritise privacy and data protection, and ensure safety and security.

				Furthermore, the possible consequences of AI attaining or exceeding human cognitive capabilities – a central concept in the singularity discourse – emphasise the pressing need for these ethical deliberations. Continuous monitoring, stakeholder interaction, and adaptation is crucial in ensuring ethical practices in AI. The advancement of AI, with its potential benefits and difficulties, necessitate a cooperative endeavour involving technologists, ethicists, legislators, and the broader society. By engaging in such partnerships, we can guarantee that the development made in AI is in accordance with ethical values and has a good impact on the advancement of humanity.

				Therefore, as we conclude this chapter, it is evident that the progression of AI ethics is continuous. The concepts and methods covered here are dynamic, continuously adapting to the technology they endeavour to regulate. The task at hand is not alone to responsibly advance AI, but also to consistently modify our ethical frameworks to align with the always evolving AI technology and its influence on society.
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				Introduction

				Goodbye to ChatGPT (chat generative pre-trained transformer), hello to AI (artificial intelligence) on the moon! AI is daring to have its finger touching the surface of the moon. The CMCSS (Canadian Mission Control Space Services) through budgetary funding of $3.04 million by the Canadian Space Agency made history when it launched the Rashid Rover on 11 December 2023, with the aim of spending one lunar day1 in space. The mission will see the Rover capturing and identifying geological features through pictures, and it was motivated by CMCSS’ urge to be the pioneer in showcasing AI’s DL (deep learning) capabilities first in lunar space. DL is a subset of ML (machine learning) and it relies on large and vast volumes of data, based on complex algorithms to train the model (Rane, Kaya, Mallick, & Rane 2024:218). 

				The enormous datasets, whether structured or unstructured, are where big data and PA (predictive analytics) traverse. Using data points and the precision of analysis are just a drop in an ocean in terms of capabilities and insights that can 

				
					
						1	One lunar day is equivalent to 29 Earth days.
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				be drawn from this interaction. The data gigantic is known as ‘big data,’ a term which, according to O’Leary (2013:96), has experienced exponential growth and has to date accumulated many definitions. Goh, Cheong, Tan, and Sharma (2023:16) allude that voluminous amounts of data that are being produced across various platforms, flourish exponentially. The authors go further to predict that this growth is expected to double every two years, and with such massive datasets, human-geared analysis is almost impractical, hence the need for sophisticated computational analysis (Emanuel & Wachter 2019:2281). To demonstrate the surge in data on the internet, Solarwinds Pingdom (2013) breaks down various types of datasets globally available on the web. For example, in 2012, there were approximately 2.2 billion e-mail users, 144 billion e-mail traffic per day, half a billion websites, 2.4 billion internet users, and over 100 million blogs. This constitutes data in unstructured form such as pictures, audio, text, and videos. As of 2023, there were over 5.3 billion internet users translating into almost 67% of the global population. In terms of the social media, there were about 4.95 billion users coupled with over 600 million blogs (Petrosyan 2023). These data statistics, according to Chu, Kim, Lin, Yu, Bradski, Ng, & Olukotun (2006:1 of 8) reflect data evolution through the ‘internet of people and things’ and the ‘internet of everything.’

				The introduction of personal computers almost five decades ago (Flamm 1988:6), the prevalence of supercomputers and their interaction with human beings (Chen, Chen, & Lin 2020:75265), as well as the use of mobile technology (Alexandru, Alexandru, Coardos, & Tudora 2016:123) and social media have enabled the generation and availability of data in excessive forms (Luan, Geczy, Lai, Gobert, Yang, Ogata, Baltes, Guerra, Li, & Tsai 2020:2 of 11), which consequently paved way, and to some extent enabled these developments. According to Grand View Research (2023), the proliferating utilisation of mobile devices and their applications have transmogrified modern life in various ways, and this has caused a paradigm shift away from brick-and-mortar operations to digital and recently to cloud-based operations. Similarly, still on digital and technological transformation, Nam and Pardo (2011:185) highlight a number of evolutions in 
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				applications, ML techniques, DM (data mining), ICT (information and communication technology), as well as data fusion and pattern-recognition techniques as instrumental to the industrial revolution, with smart cities of the future being one part of it. 

				Big data as O’Leary (2013:97) puts it, were originally brought to the fore by Cox and Ellsworth in their 1997 work which reflected on how big data can be managed in the era of scientific visualisation (Cox & Ellsworth 1997). In that article, the two authors use the term ‘large data.’ Big data refers to information that is generated rapidly and in a wide variety from digital sources (Venugopal & Mamatha 2023:1). Conducting a literature review, an analysis of statistical data, mathematical, and statistical problem solving, improved personalised learning is purporting benefits driven by technological advancements in AI, big data, ML, and PA (Venugopal & Mamatha 2023:1). PA and AI rely on massive data warehouses that store both historical and real-time information. The connection between AI and big data can be best explained through a process of symbiosis, in that they are both dependent on one another to deliver above-par insights, where data analytic capabilities become an enabler in the journey for many industries to leverage the gains. For example, it is reported that the fusion of big data and ML tools and techniques such as DL models – CNNs (convolution neural networks) and LSTM (long-short term memory) architectures – enable abilities of metropolitan municipal departments to realise the emergence of smart cities, where they are able to predict region-based traffic flow (Khan, Nazir, García-Magariño, & Hussain 2021). In these models CNNs are applied to classify spatial data whereas LSTM is used for temporal data classification (Khan et al. 2021:1-4 of 11). Other industrial areas benefiting from the application of AI, analytics, and big data include but are not limited to predictions of crowd flow (Zhou, Gu, Ling, Li, Zhuang, & Wang 2020:338), traffic flow (Khan, Ali, Ullah, & Bulbul 2018:71; Khan et al. 2021:1-2 of 11), water quality (Assem, Ghariba, Makrai, Johnston, Gill, & Pilla 2017:317), and air quality (Xiong, He, Huang, Yu, & Jing 2020:78). Neha and Sidiq (2020:48) allude that within the educational landscape, IHEs (institutions of higher education) are able to predict 
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				students’ performances and success through additional ML techniques such as CF (cooperative filtering) and recommender systems (RS). DM, regression techniques, classifications, neural networks, and SVMs (support vector machines) are some of the terminologies associated with ML and big data (Neha & Sidiq 2020:49).

				No exploration of AI in education would be complete without addressing the challenges that arise in tandem with the integration of big data and PA. Algorithmic bias, ethical concerns, and the potential erosion of privacy are formidable issues that demand attention – hence they are discussed in the chapter. The chapter not only identifies these challenges, but quest also to highlight possible measures and principles aimed at mitigating against these challenges and concomitant risks that are complement to the implementation and integration of AI, big data, and PA education. Peering into the future, the concluding section of the chapter ventures into the implications that big data and AI clench for work and responsibilities of RERCs (research ethics review committees). The key questions worth exploring include the following:

				How will the advancements in big data, AI, and PA reshape the ethical considerations governing educational research and functions or RERCs? 

				What novel challenges and opportunities will emerge as we tread further into this technological frontier? 

				These questions propel us towards an informed reflection on the evolving landscape of research ethics, underscoring the need for adaptable frameworks in the face of accelerating technological progress. This chapter is an exploration and exciting journey beaming through the past, present, and future of AI, big data, and PA integration in education. The threads that weave these technologies into the fabric and the nature of the educational sector are therefore unravelled, contemplating their impact on educators, research ethics review committees, and the very foundations of educational practices. The next section sets the scene for the chapter by delving into the classifications of AI systems.
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				Classifications of AI Systems

				In this era of AI, where its capabilities and prowess are taking the world by storm, ML remains one of the topical issues within academic discussions and conferences (Sen, Hajra, & Ghosh 2020:99). The enhancement, efficiency, and precision of education practices can be attributed to how AI alongside data science and ML algorithms are leveraged. While data science, AI, and ML are closely connected to one another and can be clustered in the same domain, their overlap, specific applications, and meanings are worth being explored. Signifying the importance of ML techniques and their convergence with AI, Salem (2015:201) echoes sentiments in the literature that ML and computational intelligence coupled with DM techniques amplify the wherewithal of e-Iearning systems, thereby enabling them to reveal even more intelligent behaviour beneficial to the educational landscape. 

				The popularity of ML systems and techniques is credited to the work of Alan Turing, a British scientist who through his seminal work on computing, machines, and intelligence asked what could at the time be a rhetorical question: ‘Can a machine think?’ (Turing 1950). In his work, Turing hypothesises that it is possible that machines have the ability to think and execute decisions just as humans can. It goes without saying that he was mocked, however, little did they know that almost eight decades later, his thoughts would be poised to be the turning point for the AI of the future. Furthermore, his thoughts would continue to be the centre of debate between machines and human abilities. Muhammad and Yan (2015:946) point at the supernatural abilities of ML as computers are guided how to automatically explore good predictor drawing from previous experience. The authors go on to acclaim that abilities like that depend on how good the classifier is. Machines, referring to computers are extrapolated to be lacking abilities to learn from past experiences, while humans have that attribute (Muhammad & Yan 2015:947). This is an interesting reflection point to witness how far AI and in particular ML has evolved!

				ML is built on the principle of incessant learning algorithms that continuously engage in decision-making or the identification 
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				of patterns. ML models are trained to utilise preexisting data (this is one of the commonly used forms) or ML is a subset of AI empowered by neural network technology, and it is within the domain of data science. For example, the ChatGPT model by OpenAI is empowered by a transformer architecture that is used to generate text. This is the key strength and capability of generative AI (Gen-AI), and models like these are trained on enormous, large data, mainly testing the equivalent of over eight million documents in excess of 10 billion word characters (ATRIA 2023).

				There are three main types of ML, namely supervised, unsupervised, and reinforcement learning. Big data, DM, and training are at the core of ML tools’ efficiency (Manne & Kantheti 2021:79), as all of these are using ML algorithms. Figure 5.1 below provides a schematic presentation of various classifications of AI systems. In comprehending the ML capabilities, Muhammad and Yan (2015:946) discern between supervised learning and unsupervised learning and explain that the former demonstrates the ability of machines to learn in a trained form. Supervised learning is one of the broad categories of ML, as it refers to algorithms and models that make predictions about future outcomes (Sen et al. 2020:100). These models draw their strengths and efficacy from the training they have been subjected to, which is based on previous data – hence they are referred to as ‘supervised’ models.

				Unsupervised learning models on the other hand, are those models that are able to use machine intelligence to identify patterns and categories in the dataset. What sets them apart from supervised learning models is that they rely on unlabelled data and can independently organise that data to discover insights (Barlow 1989:295; Hastie, Tibshirani, & Friedman 2009:485-486).
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				Figure 5.1:	Classification of AI systems. (Source: Kumar 2018)

				Therefore, the distinguishing feature between supervised and unsupervised learning is the ability to act independently and is underpinned by data preparation and data pre-processing (Kotsiantis, Zaharakis, & Pintelas 2007:249). Lastly, reinforcement learning models are those models that act as intelligent agents and are aimed at taking actions and decisions within a well-defined environment. Each instance of datasets in ML is characterised by similar features, which could be continuous, categorical, or binary (Muhammad & Yan 2015:947). This is where ML and DL intersect and play an influential role. The two concepts are both characterised by a spectrum of approaches such as supervised, unsupervised, and reinforcement learning, neural networks, decision trees, and other forms of learning techniques (Samoili, López Cobo, Gómez, De Prato, Martinez-Plumed, & Delipetrev 2020:4). 

				NLP (natural language processing) applications and LLMs (large language models) are primarily conversational AI technologies, also known as dialogue or chatbot AI, focused on creating intelligent systems that can engage in natural language conversations with humans. These systems are designed to understand and generate humanlike responses to text or speech inputs. Conversational AI models employ techniques such as 
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				NLU (natural language understanding) to comprehend the user’s input, dialogue management to maintain context and flow within the conversation, and NLG (natural language generation) to generate appropriate and coherent responses. Their goal is to create interactive and engaging conversational experiences, whether in text-based chatbots, voice assistants (speech recognition), or other conversational interfaces. The other AI capabilities like expert systems, robotics, planning, and machine vision fall outside the scope of this chapter – however, they are worth exploring. 

				AI, Big Data, and Predictive Analytics Applications and Capabilities 

				The decussation of big data and AI is driven by their quest and ability to analyse vast datasets, recognise intricate patterns through classification techniques, and generate insights that are practically beyond the grasp of traditional human-geared abilities. The efficacy of big data and PA depends on the integration of a variety of AI technology tools and ML techniques, such as DM, social network analysis, statistical analysis, text analytics, data visualisation, and signal processing (Sivarajah, Kamal, Irani, & Weerakkody 2017:265). Chen and Zhang (2014:314) share similar sentiments on big data capabilities and suggest that they rely on the ability to conduct social network analysis. Such level of prowess needs access to data, a voluminous one for that matter, as well as ML algorithms. ML is fortified by DL, which is a subset of ML, relying on using large and gigantic volumes of data through complex algorithms to train the model. The enormous datasets, whether structured or unstructured is where big data and data analytics traverse (Janiesch, Zschech, & Heinrich 2021:685). It is from this perspective that PA thrives.

				The interrelatedness between AI and associated techniques such as ML algorithms, NLPs, DL, and computer vision capabilities and techniques is depicted in Figure 5.2 below. Researchers are increasingly leveraging on these tools and techniques to accelerate their work (Ekman 2021:25). ChatGPT, Google Bard, and Microsoft Co-Pilot are some of the popular Gen-AI tools that can be clustered within the domain of NLP applications. 
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				They are basically meant for language translation, summarising text, content evaluation, and language generation, all of which play a transformative role of improving efficiency, enhancing communication, task automation, and gathering insights. 

				Figure 5.2: Interrelatedness between AI techniques and their selected application in the industry. (Source: Takyar 2022).

				This is where Gen-AI and conversational AI through the use of chatbots come into play. Second, automation, fraud detection, data analysis, and predictive analytics are other uses of AI, including its related techniques and algorithms. With automation, monotonous tasks are by nature programmed to improve efficiency and productivity. This function is dependent on AI models, as well as ML and DL algorithms and techniques to use historical data to analyse voluminous amounts of data, to predict and make forecasts for planning and resource optimisation. The engendered output then drives informed decision-making, thus sparking data-driven insights.

				The value in the decisions that are made is likely to be manifested in sustainable competitive and superior advantage (Coyne 1986:54). For fraud detection, AI algorithms have an amassed ability to detect the prevalence of any anomalies during 
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				transactions, and where necessary point out the existence of patterns. This will enable the provision and detection of early warnings for triggering risk mitigations and the prevention of fraud. The last two uses include quality enhancement and control as well as e-commerce for marketing and the creation of advertisements. With the former, AI systems can be used for the automation of quality control processes, for example, in the automotive industry for ensuring product consistency and reducing defects during the car manufacturing process. Mishra (2019:1025) states that AI systems and big data can be used to improve quality assurance in the administration of quality processes as well as teaching and learning. Likewise, Chassignol, Khoroshavin, Klimova, and Bilyatdinova (2018:17) corroborated by Chen et al. (2020:75269) affirm their use towards improving performance and efficiency through the automation of administrative tasks and processes.

				The precipitous technological evolution of big data and AI has impacted modern life and humanity, from transforming economies, business, workplace, science, and politics to education (Grand View Research 2023; Luan, Geczy, Lai, Gobert, Yang, Ogata, Baltes, Guerra, Li, & Tsai 2020:1-2 of 11). The common applications of AI, big data, and predictive analytics highlight their versatility and impact across various industries. Some of these advancements have enabled improved service delivery and enhanced customer experiences, leveraging data-driven decision-making, personalised experiences, systems and process automation, and operational efficiencies (Takyar 2022). 

				The source of big data as identified by Kanika and Khan (2017:193), among others, include wearable and sensor devices, social media sites, and medical data. With each click, as of late, IHEs are also leveraging opportunities brought by AI and big data, for example, ensuring smooth teaching and learning (Khan & Vivek 2022:9), undertaking education research, enhancing assessments, and individualised learning experiences and policy-making (Luan et al. 2020:1 of 11), automated audit management and predictive analysis, and modelling student behaviour (Hjuler 2019:2-7). 
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				Characteristics of Big Data

				Big data characteristics are displayed in the transformative power of ML and DL algorithms. Drawing from the definition of AI by HLEG (the high-level expert group on artificial intelligence), it is undeniable that data and analysis anchor the AI capabilities across different disciplines, from psychology, political science, and education to the medical industry (Luan et al. 2020:2 of 11). The increasing use of social media and smart mobile devices has powered the generation and availability of capacious amounts of data across various platforms (Alexandru et al. 2016:123). At the core of big data definitions lies three key traits, namely volume, variety, and velocity, denoted as the 3Vs. The first V refers to the voluminous amount of data generated from various sources; the second V relates to the multiplicity of sources from which these data are generated; while the last V relates to the speed with which these data are generated or become available (O’Leary 2013:96). 

				As research on big data continues, new traits are added. For example, Amit Sheth in a 2014 conference paper on how big data can be transformed into smart data cited the fourth characteristic, that is veracity (Sheth 2014:2), thus changing the denotation to four Vs. In the same view, Patgiri and Ahmed worked in 2016 on the Vs of the game changer in big data as the authors confidently affirmed that as big data continue to disrupt and blossom across industries across the world, this domination will endure until 2030 (Patgiri & Ahmed 2016:17). Fast forward, the literature on big data is fairly demonstrating what characterises the field has evolved, with more Vs added. Khan et al. (2021:2 of 11) mention five Vs, with the addition of value referring to what insights the generated data can produce. Two additional characteristics – variability and visualisation – as identified by Alexandru et al. (2016:124) complete the characteristics of big data as illustrated in Figure 5.2. Variability refers to data changes, while visualisation is an extent of data readability. The IoT (internet of things) has enabled developments in big data and generate both structured and unstructured data (Solarwinds Pingdom 2012). Likewise, Wang and Preininger (2019:18) point out that most of the data being generated, especially in the medical sector remain unstructured. Due to unclear, ear-splitting, and incomplete data, 
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				a comprehension of the variability of diseases in patients can be a complicated process.

				Figure 5.3:	The characteristics of big data. (Source: Alexandru et al. 2016:124)

				A slow adoption of technological advancements and applications in various sectors is another drawback (Manne & Kantheti 2021:87). Nonetheless, the promise of AI in these sectors is not as bleak as it is imagined. The key capability of AI in big data is automation and the enhancement accompanied by the data analysis process. This impact consequently fuels capabilities for PA to be more accurate and scalable. On scalability, O’Leary (2013:98) calls for AI that will be ascendable to the cluster of machines.

				Advancements in Big Data, AI, and Predictive Analytics for Education

				According to Cheng, Chen, Sun, Zhang, and Tao (2018), the developments and rise in numbers of technological tools 
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				propelled by AI has transformed various industries. At the heart of big data and AI capabilities lies the power of algorithms, which are also evident through the field of data science and PA. These sentiments are also shared by Goh et al. (2023:2) in a consultation paper prepared by a big data and AI review group on behalf of the bioethics advisory committee of Singapore. The authors put forward that developments in and the increasing use of big data, AT (auto tech) tools, and techniques enable researchers to merge and analyse large amounts of data, from which they are able to identify patterns, trends, and correlations. It is from these analyses that insights and data-driven decisions are drawn. Just as the other sectors or industries are reaping the benefits of AI and big data advancements, so is the education sector also witnessing a variety of benefits. The benefits for the education sector caused that IHEs are able to use PLA (predictive learning analytics) to track students’ learning progress, to enhance curriculum planning and development, to measure the efficacy of teaching strategies, and trigger data-driven decision-making and support for an enhanced teaching and learning environment (Zawacki-Richter, Marín, Bond, & Gouverneur 2019:3-4). Additionally, educators are efficient and effective in how they deliver content (Cheng et al. 2018).

				The integration of AI, ML, and data analytics in education offers many benefits. Johnson (2023) adds that personalised learning strategies such as enabling early and tailored interventions in learning for struggling or at-risk students and promoting an adaptive learning environment to adjust course content to match the teaching styles are possible. The other benefits include stimulating a dynamic learning environment through which students’ answers can be assessed with the necessary effective teaching pedagogies (Lin, Huang, & Lu 2023). Naveenkumar (2023) highlights that the ability to adapt the learning process according to the needs and preferences of students makes it possible to provide personalised feedback. Goh et al. (2023:21) succinctly put some of these benefits as follows: 

				Better prediction abilities and diagnostic functionalities; 

				quality improvements and efficiency; and 

				advancements in personalised experience.
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				These advantages affirm the potential power of big data and AI-ML (artificial intelligence and machine learning). It is therefore valid that the why and how questions of big data and AI’s applicability in education are explored, with a detailed analysis being provided in the next four subsections.

				Algorithms and AI in Education

				Salem (2015:201) opines that ML algorithms coupled with data mining techniques, computational intelligence, and electronic Iearning systems, boost additional computing capabilities to display more intelligent behaviour. The application of big data and AI algorithms and systems in education is gradually gaining momentum. Hence, integrating ICT into the classroom has changed the focus of education from the educator to the student, making it possible for students to study whenever and wherever they want, around the clock. AI provides the most efficient means of communication with students and helps businesses to learn about their many talents. Niklas Hjuler in his 2019 work focusing on algorithms and AI in education presents a variety of specialised uses of big data and AI technologies (Hjuler 2019). For example, in a natural language community, neural network models, writing style development, authorship verification, and ghostwriters detection are some of many uses of big data and AI systems as explained below.

				On writing style development, Stephan Sloth Lorenzen along with his two colleagues Hjuler and Stephen Alstrup, conducted a large-scale examination of writing-style development among more than 10,000 Danish high school learners in 2019 (Lorenzen, Hjuler, & Alstrup 2019). In that work, they have analysed over 100,000 essays through a Siamese neural network2 to determine the existence of similarities between two sets of texts. They were able to construct a writing style development profile for 

				
					
						2	It is often referred to as a twin neural network which is a form of an artificial neural network popularly used in biometric identity verification technologies and systems such as handwritten text recognition, fingerprints detection, face detection, and signature verification (cf. also Taigman, Yang, Ranzato, & Wolf 2014; Bromley, Guyon, LeCun, Säckinger, & Shah 1993; Chopra, Hadsell, & LeCun 2005).
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				the learners in order to distinguish between global development trends and patterns among the learners and identify at-risk learners that may need support and guidance. The study reveals general development trends among the learners, suggesting that their writing styles deviate as they advance through their grades, thus portraying huge differences between when they started and when they left school. In appreciation of the power and abilities of the Siamese neural network, Chicco (2021:73-74) advocates that when confronted with the need to compare to more complex data samples, consisting of features with different dimensionalities and types, compression is needed before processing. Writing style is important for educators to understand behavioural patterns of students, as Lorenzen et al. (2019:573) advise that changes in the writing style may be indicative of students attempting to cheat. This insight is vital because such ML and PA detective abilities may not have been possible through a human-driven exercise.

				Relating to writing style development detecting abilities, the other feature of DL abilities is that of authorship verification. Authorship verification in the era of AI-powered text generation bots using NLP, plagiarism, and essay mills are on the rise. These potentially compromise academic integrity and ethical principles expected of the authors as explained in the chapter on AI and academic integrity decussation. Work in the area of authorship verification includes Qian, He, and Zhang (2017), Stamatatos (2009), as well as Stavngaard, Sørensen, Lorenzen, Hjuler, and Alstrup (2019), to name a few. The methods and techniques usually used to study authorship verification involve learning a similarity measure for writing style through examination of examples from different sets of authors. With advancements in AI technologies almost on a daily basis, chances of advancement in plagiarism acts are also increasing. That mentioned, it would be ideal that future developments in authorship verification space investigate predictions and changes in writing styles to make provision for early alert systems to identify at-risk or cheating students (Lorenzen et al. 2019:573).

				With the increase in AI and big data usage in education, a number of articles has examined the rise in mechanisms aimed at detecting ghostwriters in academic writing. The work by Ali 
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				and Alhassan (2021) puts to light the increasing concerns around ghostwriting and contract cheating in HE (higher education). In response to these concerns, the literature on ghostwriting and academic writing and integrity suggests that AI and big data techniques can be applied to determine instances where such acts have occurred and proposes guidance and solutions on how such practices can be prevented. Draxler, Werner, Lehmann, Hoppe, Schmidt, Buschek, & Welsch (2023) apply a Siamese neural network to examine the effect of AI-geared ghostwriting by comparing the similarity of texts and constructing a specific profile for students based on writing style development. In these instances, the co-conspirators would normally and deliberately decide not to declare authorship and ownership of AI-generated text. Still on ghostwriting, Zimmerman provides a discourse analysis on the possible prevalence of bias in NLP tools such as ChatGPT in generating pre-print scientific articles and co-write editorials (Zimmerman 2023). To circumvent against such acts and practices, the author proposes using tools such as DetectGPT while Originality.ai can be used to detect AI-written content. Similarly, Turnitin-AI detection software has also been introduced and all in all these measures are aimed at ensuring the fair and transparent use of AI-text generation tools and chatbots. The challenges with these tools are documented in the literature and some of them include the inability to keep up with the speed with which AI-text generation tools are advancing and being developed. Second, given the ability of these AI systems to impersonate human element, it is still difficult to distinguish between human-generated and ML-generated text (De Vries 2022:93). Lastly, Heikkilä (2023) supported by Kirchner, Ahmad, Aaronson, and Leike (2023) put forward that AI-text detection software and systems are still battling the high rates of false negatives and false positives, thereby underscoring the complexity that comes with effective AI-text detection tools and the dire need for investment in an enduring research and development efforts. 
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				Predictive Analytics

				Gen-AI and NLP models usually make use of historic data to make predictions and forecasts, aiding industries. Education is no exception as Choi and McClenen (2020:1-2) are of the opinion that through powerful DM and AI capabilities, learning analytics and performance predictions can be executed at ease. Within the context of education, the ability to predict the performance of students remain topical in the era of AI and big data (Bhushan, Shingate, Vyas, Naman, & Shirsath 2023:1-2 of 7). The success of students is an issue of paramount importance for a myriad of stakeholders – the government for funding purposes and assessing value for money, the institution for gauging teaching strategies and efforts of teaching staff, and parents for personal development and progress of their children. 

				Hlosta, Herodotou, Papathoma, Gillespie, and Bergamin (2022:1 of 12), examining PLA in online education, have revealed that due to a number of unforeseen events such as new family and work commitments, health challenges, and technology infrastructure accessibility issues that can take place during the course of their studies, students’ behaviour is thus affecting their performance. Their study therefore recommends new data sources that may possibly be integrated into predictions to abate the impact of some of these events, and these include data on financial assistance. Such data when thoroughly integrated and properly analysed can lead to insights that can highlight the importance of complementing AI-based systems with human intelligence. The information about the academic performance of students is therefore necessary to devise mechanisms aimed at improving the learning outcomes and also reducing dropout among students (Neha & Sidiq 2020:48; Zawacki-Richter et al. 2019:3). This information can particularly be useful to both students and educators to leverage the pros of technology-enhanced learning. This approach goes beyond what a good AI system and DM can offer. 

				The selected associated DM techniques and their uses among others include classification technology, being illustrated in Table 1. To realise these benefits, automation of processes, ML, 

			

		

	
		
			
				158

			

		

		
			
				Artificial Intelligence Transforming Higher Education Vol. 2

			

		

		
			
				and AI technologies and techniques such as expert systems, DL, ANNs (artificial neural networks), and CNNs are crucial to being able to predict student success. The result of predictions will help to anticipate students’ actions and behaviour, improving the instructional style of educators, and devising necessary support measures to aid learning. When classifying learning behaviours, unsupervised learning methodologies and clustering algorithms tend to be applied in the absence of true and reliable data to train the model (Lin et al. 2023:5 of 22). Muhammad and Yan (2015:946) define classification as ‘the process of using a model to predict unknown values (output variables), using a number of known values (input variables).’ PA relies on DM and SVMs to classify and regress massive amounts of data to be able to predict or make forecasts. This ability is one of the ML algorithms and it can best be applied in text recognition, which is within the ambit of Gen-AI (Neha & Sidiq 2020). 

				Table 5.1:	Application, uses, and classification accuracy of selected ML DM techniques

				
					ML DM Techniques

				

				
					Application and Uses

				

				
					Classification Accuracy Range

				

				
					Decision trees

				

				
					Predict students’ enrolment and identify dropout cases (Baradwaj & Pal 2012).

				

				
					Up to 98.90%

				

				
					Feature selection algorithms

				

				
					Predict students’ failures (Jantawan & Tsai 2013:2; Karabulut, Özel, & Ibrikci 2012:323).

				

				
					Up to 99.30%

				

				
					Bayesian and ensemble methods, as well as multilayer perceptions and sequential minimal optimisation techniques

				

				
					Predict postgraduate students’ employability chances (Mishra, Kumar, & Gupta 2016:2275).

				

				
					Up to 97.45%

				

				
					Neuro-fuzzy techniques

				

				
					Pace and assess mathematics students in early stages of their academic year (bin Mat & Buniyamin 2017:685).

				

				
					90.03%
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					ML DM Techniques

				

				
					Application and Uses

				

				
					Classification Accuracy Range

				

				
					Clustering techniques

				

				
					Analyse students’ causes of failure, utilising association rule mining to analyse students’ performances (Deperlioglu & Birtil 2016:505; Kumar 2016:24).

				

				
					99.81%

				

				
					CNNs

				

				
					Extract features from images usually used for handwriting recognition (Lin, Kuo, & Chiang 2021; Remaida, Moumen, El Bouzekri El Idrissi, & Abdellaoui 2021:71) and to assess students’ emotional understanding (Hung 2021:715; Sharma & Mansotra 2019:4692; Zhang, Jiang, Zhang, Wang, Zhao, & Wang 2022:2)

				

				
					99-100%

				

				
					SVMs

				

				
					Research for the classification of educational resources and regression analysis from biology, financial analysis, the medical industry, etc. (Ma & Guo 2014:2; Murty & Raghava 2016:41; Quan & Pu 2023:8097)

				

				
					93.90%

				

				The added benefit of most of these techniques and methods is that their level of accuracy ranges between 93 and 100%. Muhammad and Yan (2015:947) acknowledge that the number of methods and techniques aimed at measuring prediction accuracy is many and varies depending on how the training data set is split. Cross validation and rotation estimation methods are but a few examples of those measurements. In their study, they measure accuracy as a function of the number of correct classifications divided by the total number of test cases. The lowest performance on accuracy prediction as shown in the table is SVMs, with decision trees and Bayesian methods performing in the median range. CNNs on the other hand are topping the list with a 100% accuracy.

				Intelligent Educational and Tutoring Systems

				Nowadays, robots in education can perform a wide range of activities. Salem (2015:196) identifies IESs (intelligent educational systems), cognitive science, knowledge structure, intelligence authoring shells and interfaces, teaching and learning aspects, 
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				as seven areas in which AI can be applied in education. According to Salem, ITSs (intelligent tutoring systems), educational robotics, and multimedia systems are the key systems of IES. IES can be categorised into two broad groups of AI integration. In this section, the role of AI and ML integration, predictive data analytics and big data technologies in advancing the capabilities of ITSs is explored. 

				ITSs refer to computer-based learning systems which utilise AI capabilities to deliver students’ personalised and adaptive learning instructions (Lin et al. 2023:2). The origin of the concept, according to Carbonell (1970:190), can be drawn back as far as the 1970s. Most ITSs are empowered by AI technology such as NLPs through which chatbots are used as an interactive platform to provide feedback and necessary insights pertaining to learning (Liddy 2001:12) through flipped learning environments (Lin & Mubarok 2021:16). AI-driven ITSs are knowledge-based systems acting as intelligent tutors and can be used in real teaching, learning, and training environments to provide for personalised guidance and support to students. These systems analyse student performance data and adapt the learning content and assessments to cater to individual strengths and weaknesses. Among many benefits, these technologies boost the advantages of personalising students’ learning experiences for them. 

				Through PA, ITSs foster a student-centric approach (Bhushan et al. 2023) and allow for student learning to be personalised through an analysis of student datasets, highlighting the areas of improvement (gaps) as far as learning is concerned. Through the identified gaps, ITSs are able to tailor the instructional design preferences accordingly and stimulate learning engagement and emotions of students, improving their academic performance (Lin et al. 2023:2 of 22). The other associated benefits of ITSs are geared towards researchers who are interesting in devising adaptive learning environments which, according to Papamitsiou and Economides (2014:42), can potentially promote individualised tutoring pedagogies through one-on-one support and guidance. Furthermore, Zawacki-Richter et al. (2019:3) in highlighting the importance of adaptive learning suggest that it gears its advantage towards adjusting learning 
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				content pace and difficulty in real-time dependence on student’s preferences and unique learning styles, level of comprehension, and previous performance. The other multifaceted benefits of ITSs as identified by Salem (2015:197) are depicted in Figure 5.4 below. 

				Figure 5.4:	The multifaceted role of ITSs in education. (Source: Adapted from Salem 2015:197)

				These range from enabling the possibility of employing flexible and tailored teaching methods and support measures, enhancing students’ learning experiences, creating and facilitating new kinds of learning experiences, as well as the distribution of training and learning materials for students, enabling authentic learning environments and collaboration.

				Automated Grading Systems

				Adopting automated grading systems remains a watershed moment in education. Like other teaching-enhanced systems and techniques, automated grading systems are significantly benefiting from big data and the AI-ML integration. The systems thrive on the availability of large volumes of data which are collected and draw a variety of insight from these data. It is on this 
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				purported insight that PA play a crucial role by revealing students’ behavioural patterns and predicting their academic performances. The content vector analysis technique (Chauhan, Saharan, Singh, & Sharma 2020:4 of 7) digs deep into students’ responses such as texts, essays, numeric answers, and in some cases images. Therefore, through ML and DL algorithm capabilities, Lin et al. (2023:3 of 22) signify that grading is automated, thus providing an added benefit of reducing routine tasks for teachers and markers of grading assessments. For students, they leverage timeous and personalised feedback. For academic staff, integrating automated grading means that inefficiencies inherent in manual grading systems are eliminated, the grading process is streamlined, and errors are minimised (Zhu, Lin, Jain, & Zhou 2023:13344).

				Notwithstanding the benefits of ITSs, its development is definitely evolving with technological advancement. Therefore, this journey is not without shortcomings or implications, one of which includes accessibility and inclusivity. Therefore, more research is necessary to understand the implications and benefits of ITSs, especially when taking into cognisance students and staff from the marginalised and disadvantaged groups, especially those with learning difficulties and other forms of disabilities. Some of the associated challenges and ethical implications are explored next.

				Challenges and Ethical Implications of Using Big Data, AI, and Predictive Analytics Techniques

				Big data and AI technologies offer an advantage of allowing users the ability to accumulate, process, and integrate vast amounts of data from a variety of sources in no time. This capability has yielded a number of benefits as discussed in the previous section. Through data analytics tools, researchers are now more than ever before able to access, integrate, and leverage expertise and knowledge across various disciplines – from physics, science, and computing, to mathematics, biology, and statistics. Within bio-medicine and the health fraternity, medical diagnosis and clinical solutions are also pointing to the success of AI and big data in the field of health (Madani, Arnaout, Mofrad, & Arnaout 2018:1 of 8). 
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				Despite the reported benefits, ethical dilemmas exist, and it is therefore important as Ben-Porath and Ben Shahar (2017:245) note that the implementing of big data and AI in education needs to be complemented by vigorous ethical frameworks and considerations to ensure a fair and transparent education process where equity is practised.

				With ghost detection technologies, the downside here could be associated with false positives and false negatives. In the former, systems could fail to detect when the ghostwriter has indeed been utilised, whereas with the latter there could be false accusations of one purported to have used a ghostwriter when that was not the case. Lines (2016:889) warns that with an increasing and continuously evolving technology in the education space, digital plagiarism is on the rise, and subsequently ghostwriting services are proving and boost the potential of producing high quality services, thus making it difficult to detect. This is akin to essay mills and contract cheating as identified by Medway, Roper, and Gillooly (2018) in the work they did on covert investigation within the HE sector of the UK (United Kingdom). Sharing her findings, Lines is alarmed that the majority of these essay mills could have been easily submitted for assessment without any act of plagiarism being detected (Lines 2016:889). For the purpose of the current chapter, fairness and bias in algorithmic systems and decision-making, student privacy, and governance issues are ethical challenges that are in detail explored alongside their mitigating strategies in the next three sections.

				Algorithmic Fairness and Bias in Academic Decision-Making

				It is undeniable that AI algorithms such as ML, DL, neural networks, and expert systems anchor and continue to transform educational processes and settings through NLPs (Hjuler 2019:4). The by-product of these algorithms which eventually becomes a critical ethical consideration is to ensure that academic decision-making is fair and free from bias. Algorithms used in assessment tools, grading systems, and even admission processes may inadvertently perpetuate biases present in historical data. For instance, if training data used to develop an AI system reflects historical disparities, the algorithm might inadvertently reinforce 
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				existing inequalities. This may well lead to a IHE’s practices being questioned under suspicion of stereotyping, which is purported to be an act of practising unfairness and discrimination. Therefore, the disadvantaged individuals from certain demographics of the population who may feel that they are being discriminated against may accuse the institution, thereby bringing its name into disrepute. This will then tarnish its image and integrity, and consequently making associates and alumni of the institution to suffer from reputational damage. 

				The implications are what may well be thought to be revolutionising processes, practices, and procedures though AI may inadvertently raise concerns about an institution’s fairness, equity, and the likelihood that certain demographics may be disadvantaged. IHEs therefore need to be proactive in devising measures that are aimed at addressing potential algorithmic bias and unfairness. Their AI systems and processes need to be regularly audited and refined in line with the best practices. Furthermore, these systems should abide with compliance requirements of the regulatory bodies such as the government, local authorities, and accreditation institutions (Mishra 2019:1025). Lastly, diversity forms an integral part of an inclusive environment where diverse perspectives should be incorporated into AI development and auditing. This will help to ensure that unintended consequences are mitigated and an equal and fair representation for both students and academic communities is achieved.

				Preservation of Student Privacy in the Era of AI

				Data-driven insights and decision-making are the cornerstones of AI advancement and big data (Hjuler 2019:66-67). In the era of AI, crucial issues in the application of AI in education centre around data. Integrating AI in the education space habitually and inevitably often encompasses processes by which students’ data are collected and analysed. These are usually voluminous amounts of data, and in some cases, students are oblivious of this practice. Leslie (2019:5) talks of the invasion of privacy as one of the potential harms posed by AI systems owing to their design, development, and deployment procedures. For example, during 
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				the deployment of AI systems, data subjects can be targeted, nudged, and profiled obliviously of their knowledge or consent. This may lead to violations of data privacy and data breach.

				While student data can be invaluable for personalising learning experiences, it also raises ethical concerns related to privacy. Two elements worth mentioning here are mechanisms and practices of ensuring that the collected data are protected, and privacy is assured. Striking a delicate balance between leveraging the AI-geared insights and benefits is thus required of IHEs to guard against the misuse and unscrupulous handling of student data and the undue invasion of their privacy. This, therefore, calls for an honest and responsible use and preservation of student data whilst protecting their rights at the same time. The aim is to allow IHEs to leverage insights from data centralisation without student privacy being compromised. As an attempt to circumvent against unethical practices possibly compromising privacy, Akgun and Greenhow (2022:431) as well as Samad, Arshad, and Siraj (2021:17) through their PPDM (privacy preserving data mining) model recommend the following measures to preserve student privacy: 

				Ensuring compliance-friendly data collection processes and practices.

				Implementing and practising robust and secure measures towards protecting data, such as authorised access, anonymity, and informed consent.

				Employing data privacy-preserving AI techniques, such as federated learning.

				Practising AI Governance in Education and Safeguarding Academic Integrity: A Lens of Generative AI, Responsible AI, and Explainable AI

				Stephen Hawking was quoted as follows in Akgun and Greenhow (2022:431): ‘Success in creating AI would be the biggest event in human history. Unfortunately, it might also be the last, unless we learn how to avoid the risks.’ It cannot be denied that as AI is evolving, so is the proliferation of related tools. This evolution presents an abundance of opportunities in various sectors, and 
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				education is one of them. The emergence of and AI’s ascendancy in the education landscape has ushered in new transformative opportunities and challenges. The associated benefits range from data-driven insights, enhanced support for students and educators, improved and automated assessment methods, and personalised learning experiences (Akgun & Greenhow 2022:431; Remian 2019:4). 

				Striking the right balance is one step towards distinguishing between responsible and ethical use of AI in education. Transparency and explainability fall within the domain of responsible AI and XAI (explainable artificial intelligence) (OECD 2023). Lin et al. (2023:2 of 22) expound that as much as XAI is gradually gaining attention within the realm pf computer science, its popularity within the education space is still in the introductory stages. The outlined principles of XAI as Faggella (2018) elucidates, strive to ensure that with AI integration, inclusive growth and sustainable development should be prioritised. As far as a people-centric view is concerned, the adoption of AI should be centred on humane values and fairness. XAI refers to a set of processes and methods that allow human users to comprehend and trust the ML algorithm’s outputs. Additionally, explainability can increase accountability and governance as practising trust in AI will potentially guarantee human value (Chamola, Hassija, Sulthana, Ghosh, Dhingra, & Sikdar 2023:78998). 

				To keep up with the continuous demand of more accurate AI models, hard-to-explain (black-box) models are used. Not being able to explain these models makes it difficult to achieve user trust and to pinpoint challenges (bias, parameters, etc.), which can result in unreliable models that are difficult to scale. Due to these concerns, the practice of XAI is fast gaining momentum. Samoili et al. (2020:6) bring to the fore the issue of black-box AI, which is described as scenarios where the ability to track AI reasoning for certain decisions is marred with impossibilities. Such scenarios require XAI principles to provide some form of explanations for AI actions and decisions.

				Arrieta, Díaz-Rodríguez, Del Ser, Bennetot, Tabik, Barbado, García, Gil-López, Molina, Benjamins, and Chatila (2020:83-
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				84) caution that XAI is often confused with interpretability. The authors go further to explain that challenges impeding the development of shared understandings and meaning revolve around the interchangeable misapplication of the terms ‘interpretability’ and ‘explainability’ in scholarly works. These concepts exhibit distinct differences. Initially, interpretability pertains to the inherent trait of a model, signifying the extent to which the model is comprehensible for a human observer. This attribute is alternatively described as transparency. In contrast, explainability represents an active aspect of a model, encompassing any action or procedure undertaken by the model to elucidate or delineate its internal operations. Key stakeholders – students, educators, and policy makers – require a clear and shared understanding of how AI systems influence educational processes.

				Transparency and Accountability

				In the era of Gen-AI, transparency and accountability are cornerstones of ethical practice. Along the same lines, the OECD.AI Policy Observatory (OECD 2024) by the OECD (Organisation for Economic Cooperation and Development) goes further to identify value-based principles and associated recommendations for policy makers as depicted in Figure 5.5. 

				These principles can be enabled by XAI and responsible AI. Both transparency and accountability are the anchors of the corporate governance fraternity and have for the longest time been reference points for governance-friendly institutions (Tjano 2021:175). The King IV version of corporate governance by the IoDSA (Institute of Directors South Africa’s) has also put an emphasis on these principles. With these principles in mind, the OECD’s position is promoting AI that instils innovation and trust, but most importantly ensures that human rights and democratic values are respected unconditionally (Perset 2024). Equal to the task of ensuring that the use of AI in education is free from bias and is fair, data are protected from misuse, and entrenching responsible AI, the other two governance principles worth practising are transparency and accountability. Responsible AI is underpinned on the principle that development, deployment, 
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				and the usage of AI systems are guided by ethical and responsible conduct. The ultimate end is striking a balance between AI benefits and risks’ reduction. This will provide an assurance that AI systems conform to social norms and human values, thus embraced with concerns. Furthermore, this will also dilute the debate between AI and human intelligence.

				Figure 5.5:	OECD AI principles. (Source: OECD 2024)

				The OECD recommended that institutions should gear trustworthy efforts towards the international cooperation for AI. Without exercising accountability, trust will be difficult to attain. A high-level expert group in Arrieta et al. (2020:105) highlights the auditability of AI algorithms, data, and the design process, redressing unjust practices, minimising, and reporting negative impacts of AI systems as the key attributes towards attaining accountability in the use of AI. In line with these principles and recommendations for policy makers, IHEs should equally be put to task to ensure that the adherence of AI governance is beyond reproach. The following recommendations are provided:

				
					[image: AI in financial services – opportunities for putting OECD frameworks into  action - OECD.AI]
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				There is a need to proactively communicate how AI is utilised in various aspects of education, from automated grading systems to adaptive learning platforms. 

				Transparent policies regarding the use of AI in assessment should be established, addressing concerns related to bias, data privacy, and the overall impact on academic integrity. 

				Mechanisms for accountability, such as regular audits and external reviews, should be in place to ensure that AI systems align with ethical standards and educational goals.

				Ownership of Content

				Another element of the negative consequences of AI authoring tools is that of co-authoring which, according to Biermann (2022:22-23), puts a threat on the control, autonomy, and ownership at the expense of the author. As to who owns the content that comes from LLMs remains a debatable issue. The threat on ownership is exactly what the Australian writers’ guild was against as AI was understood to be threatening ownership of authors and their compensation. As previously stated, LLMs are part of supervised ML trained on massive amounts of data. The downside of this could have unintended biases and inaccuracies as outcomes. This point is affirmed by Poola (2023:16) who points out difficulties with LLMs and associated hallucinations. Poola adds that ChatGPT for example, has computational shortcomings, which could lead to misconceptions, errors of judgements, or incorrect interpretations (Poola 2023:16). The outcome of this may well be generated text that is misleading or harmful.

				Fact-Checking

				The superlative capability of LLMs lies in their ability to produce impressive fluent output, which research has indicated that humans are struggling to detect and distinguish it from human-generated texts (Wahle, Ruas, Kirstein, & Gipp 2022:1-2). Notwithstanding this unique and outstanding aura of performance, most of the models have limitations that cannot be overlooked. LLMs have been reported to hallucinate (Poola 2023:16), lacking semantic coherency, having less diverse lexical ability (Gehrmann, Dai, Elder, & Rush 2018:2), limited to recent 
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				events and data (Perkins 2023:7). Nonetheless, researchers are hard at work trying to find solutions to overcome these issues and enhance the model’s accuracy and dependability (Poola 2023:16). 

				With these developments, generative performance transformers are being trained to stipulate their confidence level when generating output, whether it is factually incorrect or misinterpreted (Lin et al. 2023:3 of 22). Likewise, if one is using ChatGPT and is not satisfied with the output it generates, one can challenge it through correct and accurate facts. What the model does in these instances is to adjust its responses accordingly whilst learning at the same time. Therefore, given ethical implications, these models have on academic integrity and it is important that the output generated by these models is fact-checked for accuracy and correctness (Perkins 2023:7 of 24).

				Ethical Utilisation of AI (AI Ethics)

				Both XAI and responsible AI are influencing ethics with reference to the use of AI. Due to the reported range of harms, misuses, and abuses at individual and societal levels, the field of AI ethics emerged. The following are six forms of potential harms that can be caused by AI systems as identified by Leslie (2019:4-5):

				Bias and discrimination.

				Denial of individual autonomy, recourse, and rights.

				Non-transparent, unexplainable, or unjustifiable outcomes.

				Invasions of privacy.

				Isolation and disintegration of social connection.

				Unreliable, unsafe, or poor-quality outcomes.

				The fourth strand of value-based principles as described by the OECD include robust, secure, and safe measures which were covered in the previous section. Assuring honesty and ethical considerations in the use of data is of paramount important. Once transparency is lacking, trust is by extension eroded, thus enabling an environment where ethical concerns fester. This closely connects with the fifth strand of the OECD’s principles on AI, which is accountability. Vigorous governance frameworks and mechanisms are necessary to ensure accountability in developing, deploying, and using AI. This includes defining roles 
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				and responsibilities, adhering to legal and ethical standards, and implementing processes for monitoring, auditing, and addressing any issues or risks that arise. 

				In addition to the above-discussed challenges, Johnson (2023) identifies more and more reliance on technology, a limitation in the amount of data for training AI algorithms, a lack of capacity development for users (for example, students, administrators, and educators), and high costs of AI-powered tools and techniques as among some of the challenges that may hinder IHEs’ quest to adopt these techniques. With these challenges in mind, this may affect inclusivity and access, which need keen consideration for all stakeholders involved. Luan et al. (2020:6-7 of 11) raise the issue of costs through the commercialisation of intelligent educational tools and systems and accede that novel features can be priced to also expand a revenue stream for developers. However, there must be a balance and mutually exclusive beneficiation between academics and the developers of these tools in the industry. 

				AI technologies and big data techniques can to an extent do good to governments, thus improving their efficiency and decision-making (Eggers, Schatsky, & Viechnicki 2017:2; Martinho-Truswell 2018). Mehr (2017) observes that governments are yet to fittingly embrace the adoption just as much as the private sector did. This should be concerning considering the role played by governments in their developmental agenda and upliftment of the societies they serve. Therefore, these advancements have the potential to influence the public’s interaction with the government and public policy goals and development (Wirtz, Weyerer, & Geyer 2018:596). For example, Martinho-Truswell (2018) states that traffic departments can use AI for assessing exam papers. This function could be in instances of government-run tests such as psychometric tests for employment, driving permits, and licenses. In some countries, governments use virtual assistants or chatbots to serve the public: According to the Institute of Public Administration Australia, their government relies on AI systems to predict crime, traffic congestions, and road maintenance needs, and then dispatch the necessary assistance. Mehr (2017) adds that the Australian 
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				government utilises chatbots to help citizens complete forms, schedule appointments, and search civil documents. Likewise in Estonia, the government uses AI systems through automated push services to interact with the public via chatbots to register new births and bereavements and provide updates on statistics such as unemployment (Moltzau 2020). In the next section, the future implications of AI and big data integration on the role of RERCs is explored.

				The Future Implications of AI and Big Data on Research Ethics Review Committees

				It is inevitable that industries are witnessing the increasing use of big data. However, just as this irresistible adoption is on the back of reported various benefits, there are equally associated implications. Luan et al. (2020:7 of 11) identify a number of major challenges and propose solutions in the area of research, policy-making, and industry. From a research perspective, the authors highlight that 1) the mode of teaching and learning is persistently transitioning to personalised and adaptive learning environments; 2) there is a single domain for educational AI research that is pro intelligent computing; and 3) machine-generated data need careful consideration redesign. For policy-making, the paradigm shift from traditional teaching methods and techniques to the digital world implies a shift in policies and guidelines, therefore there is a dire need for data privacy and the protection of personal information against unauthorised access and undue commercial exploitation. From an industrial perspective, commercialisation and high costs of intelligent tools remain a big challenge as these affect inclusivity and access.

				Kanika and Khan (2017:195) cite security issues and warn that these issues may potentially invade one’s privacy – be it an individual or institution. Taking cognisance that these issues may well transcend into the HE landscape, it is important that a risk-oriented mindset and ethical lens in harnessing the potential of use of AI in the big data space is adopted. This position is premised on the potential impact of AI and big data on the work of RERCs.
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				The work of Ferretti, Ienca, Velarde, Hurst, and Vayena (2021b:138) sheds a light on challenges posed by big data research on the functions of RERCs, citing the magnitude of big data research projects. The authors argue that typical of these projects, they tend to have a scope that broadly requires a unique expertise, comprising new actors and making use of exceptional methodological approaches (Ferretti, Ienca, Sheehan, Blasimme, Dove, Farsides, Friesen, Kahn, Karlen, Kleist, & Liao 2021a:4 of 13). With this peculiarity, RERCs are typically constituted of skills and expertise from a variety of backgrounds (Nichols 2016:351), thus enabling the infusion of cross discipline (Garrard & Dawson 2005:419). Reviewers are grouped and get allocated content that match their strengths and expertise. 

				The aim of the ethical review process is to ensure that ethical guidelines during the research process are adhered to by researchers, to guard against unethical or illegal acts (Dove 2020:4). All in all, the end goal is to validate ethical procedures of the research being undertaken (Biagetti, Gedutis, & Ma 2020:1-2) to mitigate risks (Ferretti et al. 2021:8 of 13) and to reassure public and data subjects that the research process can be trusted (Resnik 2018:87).

				In the era of AI and big data, it is important that the expertise of RERC members is assessed to ensure that review processes are not compromised. Once the process is compromised, trust and the validity of the research results and adopted methodologies are questioned. Ferretti et al. (2021a:8 of 13) identify persistent and novel weaknesses pertaining to failures of RERCs. Three weaknesses are identified, namely functional, purview, and persistent weaknesses, which are depicted in Figure 5.6. The functional and purview weaknesses are identified by the authors as novel, which implies that they are linked with traditional research ethics and are specific to the nature of big data projects (Ferretti et al. 2021a:3-4 of 13). The functional weaknesses stem from RERCs’ inabilities and inadequacies to review big data research projects. The purview weaknesses on the other hand relate to big data projects that may likely skew the horizon of RERCs.
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				Figure 5.6:	Weaknesses and reforms pertaining to the impact of AI and big data on the work of RERCs. (Source: Ferretti et al. 2021a:8 of 13)

				The persistent weaknesses include a lack of transparency in the review process, capacity, a load to review projects, inconsistent review criteria, conflicting regulatory frameworks across jurisdictions, and a lack of an unsuitable environment to redistribute research risks and associated benefits. The proposed reforms to mitigate against these weaknesses are also indicated in the figure above, and these include regulatory, procedural, and complementary reforms (Ferretti et al. 2021a:8 of 13). Having discussed the implications brought by big data research and AI on the functions of RERCs, the conclusion focuses on the future trends that can be expected from the evolution of AI and related challenges.

				Conclusion

				The ascendancy and transformative power of big data, AI, and PA in the field of education has caused the ethics of research, teaching, and related procedures to be undoubtedly reshaped. The chapter delved in on the symbiotic relation between algorithms and education, exploring the nuances of their implementation. 
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				These include writing style development detecting abilities, authorship verification, ghostwriter detection tools in academic writing, and AI-text generation tools. The chapter has dissected the intricate balance between algorithms and educational outcomes, which has shed a light on the implications and challenges associated with their integration into pedagogical practices. PA tools and their uses were discussed, including IESs, ITSs, and automated grading systems. From the perspective of research, responsive strategies on account of protecting and enhancing research and academic integrity were enacted. Through this lens, potential benefits, challenges, and possible governance measures of adopting and integrating big data, AI, and PA in education were discussed. These strategies are underpinned by the governance of AI, where protocols, guidelines and policy framework aimed at managing unethical conduct and malpractices in research were developed. This aligns with principles of responsible and ethical deployment, development, and application of AI tools. The work of RERCs was also not spared from this disruption. Various committees had to intensify issues relating to ethical consideration in line with their respective institutions’ research ethics policies and guidelines. That said, this necessitated a need to focus on operational informed consent in the era of AI, big data, and PA. Other related principles such as confidentiality, prevention of harm, data privacy, addressing bias and discrimination in algorithms, transparency, and accountability also had to be re-examined. This journey of reform meant that power dynamics in the field of ethics review processes and research governance has to adjust with the time. In essence, these advancements necessitated the need for stronger and robust ethical frameworks to empower RERCs to minimise and mitigate ethical blurred lines. 

				As far as challenges are concerned, ethical concerns dominate the discourse in the literature. For this chapter, I draw on weaknesses categorised as functional, purview, and persistent being documented by Ferretti et al. (2021a). The functional weaknesses relate to among others, a lack of proper expertise in regulating and reviewing research projects within the big data and PA space. These challenges are trailed by difficulties 
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				in operationalising the informed consent, following ex-ante review models and inability to comprehend unforeseeable risk assessments. On the purview category, challenges relate to difficulties of dealing with new actors conducting research, how to anonymise data and the broad scope of big data-related studies. The last category deals with persistency and challenges such as lack of transparency, conflicting regulations across various jurisdictions, and inconsistent review practices and criteria within and across various RERCs.

				With these challenges, there are associated opportunities that arise. These may manifest themselves through reforms that may need to be instituted to mitigate risks and ethical concerns. These reforms can be categorised as regulatory, procedural, and complementary. The regulatory opportunities imply that there is a need to provide a new guidance on the practice of ethics in this new era. Furthermore, the purview of RERCs need to be expanded to bring new expertise. Given that AI transcends beyond borders, there is also a need to specify foundational global standards for the assessment of ethics. Global bodies like the OECD, European Commission on AI, and UNESCO (United Nations Educational, Scientific, and Cultural Organisation) have already started in this regard. 

				From a procedural perspective, there is a need to introduce new ethical assessment tools and systems to guide the behaviour of various role players such as researchers, ethics managers, and review members. This may also mean that the membership of the RERCs need re-examination and adjustment to ensure that there is a diversity of skills in the board, preferably the presence of external experts. From a complementary viewpoint, creating hybrid mechanisms for the review process will assist in mitigating the risks that come with the new era. This can be augmented by introducing new specialised committees to ensure that unfamiliar or too technical research projects related to AI and big data are properly assessed for ethical compliance. In parting shots, the multifaceted roles and capabilities of AI, big data, and PA in shaping the landscape have brought about challenges and opportunities. These changes mean that educators, research 
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				review committees, and educational institutions have to relook their governance processes, protocols, and policy frameworks. 
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				Chapter 6

				Transforming Higher Education: The Profound Impact of Generative Artificial Intelligence on Teaching and Learning in the ChatGPT Era

				Geesje van den Berg 

				Department of Curriculum and Instructional StudiesUniversity of South Africa Pretoria, South Africa

				Introduction

				Educational practices in the 21st century have undergone a significant transformation due to technological advances, particularly in artificial intelligence (AI). Recent developments and expansion in machine learning led to the emergence of generative artificial intelligence (Gen-AI), an advanced and innovative technology (Hu 2022). Lim, Gunasekara, Pallant, Pallant, and Pechenkina (2023:2 of 13) define Gen-AI as a technology that 1) uses deep learning models to 2) generate human-like content (e.g., images and words) in response to 3) complex and varied prompts (e.g., languages, instructions, and questions). It can do so in response to a wide range of prompts that may be complex and diverse, including different languages, instructions, or questions. In other words, Gen-AI can produce human-like outputs when given various types of input.

				ChatGPT (chat generative pre-trained transformer), an implementation of Gen-AI, developed and released by OpenAI in November 2022, uses publicly available digital content data to produce text in multiple languages that is very similar to human writing. OpenAI released ChatGPT 3.5 in November, followed by a more powerful and capable version to perform more complex 
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				functions, ChatGPT 4, in March 2023. In January 2024, it had around 180 million users and is a rapidly growing and widely used platform (OpenAI 2024). Upon registration, both versions are readily available for use without any prior training required. While the first version is free, ChatGPT 4 currently costs $20 monthly (OpenAI 2024). The powerful language model, which is still an emerging innovation, has already shown that it can display creativity in its writing, from a single paragraph to a complete research paper, on almost any topic (Aydin & Karaarslan 2022:22). It has made educational resources more accessible and extended the reach of higher education beyond traditional classroom settings or local settings, creating new opportunities for both lecturers and students (Celik 2023:4). 

				The scalability and accessibility of Gen-AI enable a global reach in HE (higher education), breaking geographical barriers and making quality education available to students worldwide. These developments further represent a significant advancement in smart learning, enhancing the ability to offer personalised and engaging learning experiences (Pesovski, Santos, Henriques, & Trajkovik 2024:2). ChatGPT plays a pivotal role in enhancing the learning environment by tailoring responses to each student’s unique needs and preferences, as highlighted in a recent study by Rawas (2023:2). Furthermore, the capabilities of ChatGPT, such as automated grading and feedback, ease the burden on educators, enabling them to focus on more valuable tasks, such as facilitating discussions, building social engagements, and providing specialised support that cannot be provided by Gen-AI (Conijn, Kahr, & Snijders 2023:41). 

				Despite the capabilities of ChatGPT (and similar technologies such as Google’s Bard and Copilot by Microsoft), it should be considered along with the risks and challenges to ensure its ethical and responsible use in HE. For example, Adiguzel, Kaya, and Cansu (2023:1) mention ethical issues such as bias and the need to train educators to successfully incorporate Gen-AI tools as challenges in using ChatGPT. Additionally, Rawas (2023:2) adds that due to the significant amount of data ChatGPT uses, privacy and security issues are a top priority when using the tool. As ChatGPT is an AI-generated assistant 
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				that facilitates communication between students and educators, it is important to ensure that its use does not have negative consequences. To achieve this, adequate monitoring by educators and accountability on the side of students are needed. This will ensure that all interactions are appropriate, respectful, ethical, and safe. Therefore, it is the responsibility of both students and educators to use Gen-AI tools such as ChatGPT with care and consideration to avoid any intentional and unintentional harm that may arise from using the tool. In doing so, the tool remains useful to all users.

				The use of Gen-AI tools such as ChatGPT in HE has gained significant attention from universities worldwide as a disruptive tool for teaching and learning, as well as for supporting their staff and students (e.g., Conijn et al. 2023:39; Wong 2024:2). Similarly, IHEs (institution of higher education) have actively explored the potential of incorporating Gen-AI tools into their pedagogical approaches. The aim is to enhance the quality of education by offering personalised learning experiences that address the unique needs of each student (Rasul, Nair, Kalendra, Robin, De Oliveira Santini, Ladeira, Sun, Day, Rather, & Heathcote 2023:43). Such an approach recognises that Gen-AI technology has the potential to transform traditional teaching methods, making learning more interactive, engaging, and effective. With the help of Gen-AI tools such as ChatGPT, IHEs can create customised learning paths that are tailored to the individual needs, interests, and learning styles of each individual student.

				By analysing student performance data and feedback, ChatGPT algorithms can identify strengths and areas that need more support. This will, in turn, provide them with targeted interventions to help them overcome their challenges. Such personalised learning approaches can help students stay motivated and engaged, which could lead to better outcomes. However, due to the recent emergence of Gen-AI tools, the academic community is still in the process of determining the most efficient and responsible ways to incorporate such tools into HE. Ongoing research in this area is needed. 

			

		

	
		
			
				196

			

		

		
			
				Artificial Intelligence Transforming Higher Education Vol. 2

			

		

		
			[image: ]
		

		
			
				This chapter offers insights into how Gen-AI tools like ChatGPT could revolutionise HE. From a theoretical and interpretative analysis based on an integrative literature review (Hambaloyi & Jordan 2016:121), recent articles (mostly published in 2023) are focusing on the transformative role of Gen-AI, with specific reference to how ChatGPT was analysed in HE. The following search string was used on Google Scholar to search for articles: Higher education AND generative AI OR ChatGPT AND opportunities AND transformation AND teaching AND learning. From the literature search, the limited investigation into the topic was confirmed, as noted by Rawas (2023:3). Most studies revolve around broader AI in education, education in general, or the use of specific tools. To further refine the search, articles focussing on these topics were excluded for the purpose of this chapter, although they might have had relevance. Based on the literature review, this chapter aims to investigate the unique opportunities and challenges that ChatGPT presents for transforming HE. 

				Opportunities of ChatGPT in Higher Education 

				The emergence of Gen-AI tools is the key to progress innovation and can revolutionise HE. It can create exciting new opportunities for students, educators, and IHEs alike if they understand its possibilities and realities. With its cutting-edge technology and advanced natural language processing capabilities, ChatGPT can open previously unexplored avenues of teaching and learning. 

				Based on the literature reviewed (as indicated below), this section discusses some of the promising options that ChatGPT provides. The studies consulted meet the inclusion criteria and provide an insightful glimpse into how ChatGPT is changing, and could increasingly revolutionise teaching and learning in HE in the future. However, it is worth mentioning that these studies are not meant to be an exhaustive list of all research done in 2023 in this area. The table below shows the authors and their respective countries for the selected papers. Of importance is that, although the search string was limited to opportunities, the chosen articles also highlight challenges that come along with them to provide a balanced perspective. The opportunities and challenges identified in the articles are listed below, and a discussion follows.
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				Table 6.1:	Authors of papers indicating opportunities and challenges identified in their papers 

				
					Author(s)

				

				
					Opportunities

				

				
					Challenges

				

				
					Rawas (2023)

					(Lebanon)

				

				
					Personalised learning.

					Interactive learning.

					Automated grading.

					Intelligent tutoring.

					Content creation.

					Language learning.

					Accessibility.

				

				
					Bias.

					Ethics.

					Lack of human interaction.

					Technical issues.

					Cost and implementation.

				

				
					Rasul et al. (2023)

					(Australia, Brazil, India)

				

				
					Adaptive learning.

					Individualised feedback.

					Research, writing, and data analytics support.

					Administrative support.

					Assessment support.

				

				
					Ethics.

					Equity considerations.

					Academic integrity.

					Potential bias.

					False information.

					Evaluation of graduate skill sets.

					Assessment of learning outcomes.

				

				
					Adiguzel et al. (2023)

					(Turkey)

				

				
					Language translation.

					Text summarisation.

					Question answering.

					Creative writing.

					Content creation. 

					Responses to prompts. 

					Explanation of complex subjects, concepts, or themes.

					Error correction in existing code.

					Generation of new codes.

				

				
					Ethics.

					Privacy.

					System performance issues.

					Inaccuracy of content.

					Academic integrity.

				

				
					Vargas-Murillo, De la Asuncion, and De Jesús Guevara-Soto

					(2023)

					(Peru)

				

				
					Enhancement of the teaching and learning process.

					Generation of new ideas.

				

				
					Overreliance on AI.

					Ethics.

					Inaccuracy of content.

					Loss of ability to produce original content.

					Academic integrity.

					Loss of critical thinking skills.

					Academic dishonesty.

					Cheating in exams.
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					Author(s)

				

				
					Opportunities

				

				
					Challenges

				

				
					Mhlanga (2023)

					(South Africa)

				

				
					Personalised learning.

					Provision of educational materials.

					Widening participation.

					Language support.

					Improved efficiency.

					Cost-effectiveness.

					Assessment support.

				

				
					Bias.

					Lack of empathy.

					Lack of creativity.

					Overreliance on AI.

					Limited domain knowledge.

					Connectivity.

				

				
					Gill, Patros, Wu, Kaur, Kaur, Fuller, Singh, Arora, Parlikad, and Stankovski (2024)

					(UK, China, New Zealand, Canada, USA, India, Slovenia, Australia, Austria) 

				

				
					Personalised support.

					Language assistance.

					Customised learning.

					Active learning/flipped learning. 

					Participatory learning.

				

				
					Inaccuracy of content.

					Plagiarism.

					Bias.

					Ethics.

				

				Lastly, in addition to the work of the above researchers, the following question was asked to ChatGPT 4: Considering its opportunities and challenges, how could ChatGPT transform teaching and learning in higher education? The response included the opportunities and challenges indicated in Table 6.2.

				Table 6.2:	Opportunities and challenges identified by ChatGPT

				
					ChatGPT

				

				
					Opportunities

				

				
					Challenges

				

				
					ChatGPT (OpenAI 2024)

				

				
					Personalised learning.

					Accessibility.

					Inclusivity.

					Research and writing.

					Supplemental teaching tool.

					Interactive learning environments.

				

				
					Academic integrity.

					Quality assurance. 

					Ethics and privacy.

					Teacher and student adaptation.

					Overreliance on AI.

				

				Based on the concepts provided in Tables 6.1 and 6.2, ChatGPT created the following word cloud on the opportunities of ChatGPT. It indicated that it used the Python application to create it. The word cloud visually represents the key terms and concepts, with more frequent terms appearing larger in the cloud. It provides a 
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				quick and insightful view of the main themes and opportunities associated with ChatGPT.

				Figure 6.1:	Word cloud of the opportunities of ChatGPT in Higher Education. (Source: OpenAI 2024)

				Similar to the opportunities, ChatGPT was asked to create a word cloud for the challenges listed in the table.

				The purpose of the word clouds was to extract and visualise key information from the table presenting ChatGPT’s benefits and challenges in transforming HE. The most prominent or recurring concepts are clearly visible as they appear in the larger text. The word clouds also helped to identify the most important aspects of the opportunities in the following discussion.
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				Figure 6.2:	Word cloud of the challenges of ChatGPT in Higher Education. (Source: OpenAI 2024)

				Discussion of Opportunities and Challenges in Transforming Higher Education

				Opportunities

				Through the analysis of opportunities presented by ChatGPT in transforming HE as they occurred and were discussed in the articles, several insightful perspectives emerged. These perspectives offer a deeper understanding of how ChatGPT can be used to enhance teaching and learning in HE. One recurring theme that emerged was the opportunity for personalised learning and support, which was often mentioned as its most valuable advantage (cf. Gill et al. 2024:20). Personalised learning and support refer to an approach that tailors learning experiences to the unique needs of individual students through unique responses and resources (Yang, Hwang, & Yang 2013:185). According to Chiu, Moorehouse, Chai, and Ismailov (2023:11), such a personalised, often step-by-step approach to teaching and learning, including 
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				timely feedback, encourages self-directed learning and self-reflection through identifying and learning students’ behaviour and errors. This customisation makes the learning experience more relevant and engaging, encouraging students to take control of their learning journey. For example, it can allow students to spend more time on challenging tasks and quickly skim through materials and content that they already understand, fostering a sense of autonomy in learning. It can further stimulate curiosity by providing materials that align with the interests of a student.

				ChatGPT can analyse students’ learning styles, preferences, and requirements to offer customised feedback and content, leading to more effective and engaging learning experiences (Rawas 2023:5; OpenAI 2024). As such, Vargas-Murillo et al. (2023:123) refer to ChatGPT as an auxiliary tool to help students complete certain tasks based on their unique preferences. This personal content and feedback are possible because computer algorithms and AI use the interaction of a student with previous content to determine future materials and trends (Kerr 2016:89). An important aspect of these algorithms highlighted by Mhlanga (2023:6) is that ChatGPT can use them according to the specific requirements and preferences of each student. Because Gen-AI tools learn from vast amounts of text data, they can predict the most appropriate responses. This learning capability of ChatGPT makes it possible to adapt its responses based on the input of the user, making the learning experience more personalised (OpenAI 2024). 

				Personalised and adaptive learning can enhance student engagement and motivation (Rasul et al. 2023:44; Mhlanga 2023:3). Educators and students can access ChatGPT for on-demand feedback and content, depending on their needs. ChatGPT is human-like and conversational; therefore, students are more likely to feel engaged and valued. This ability to offer interactive learning experiences has many advantages, as ChatGPT promptly responds to questions and allows for follow-up conversations and question-and-answer opportunities (Rawas 2023:5; OpenAI 2024). Active participation in the learning process can positively impact the learning experience and improve the overall quality of education. ChatGPT can help in many ways in this regard, as it 
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				uses normal language to generate ideas for research, assessments, and writing tasks. Using ChatGPT, educators can also gain valuable insight into student engagement with course content and identify areas for improvement. This can help the educators to adapt their teaching approaches and improve the learning outcomes of their students. Therefore, ChatGPT’s ability to offer low-cost, automated support can transform HE, as it can offer high-level, personalised, on-demand support to both educators and students. 

				Related to personalised learning is the opportunity offered by ChatGPT for individualised feedback to both students and educators. Based on the student’s prompts, ChatGPT can provide individualised feedback, making learning a more rewarding experience. Additionally, ChatGPT has the potential to detect errors and guide students in how to improve their learning (Rasul et al. 2023:45). Rather than relying on traditional one-size-fits-all feedback approaches, students can build their own understanding of concepts and content. However, it is important for both students and educators to know that ChatGPT can provide incorrect information and that its accuracy greatly depends on accurate prompts (Rudolph, Tan, & Tan 2023:352). It is also true that accurate prompts can produce inaccurate responses. Therefore, relying on ChatGPT without acknowledging its limitations can lead to the dissemination of incorrect or misleading information, which negatively affects academic integrity. The implication is that in the era of Gen-AI, humans, in this case, educators and students, are still essential to check the accuracy of the information generated by tools such as ChatGPT. Individualised feedback can further reduce costs, as the use of human tutors could be reduced to provide student feedback (Rasul et al. 2023:45). 

				However, as Rawas (2023:5) argues, ChatGPT can contribute to personalised learning by acting as a valuable personal tutor for students. This is especially applicable in courses with large numbers of students. As a personal tutor, it can perform a range of tasks, such as answering complex questions, helping students to practise conversations, summarising key concepts, and preparing them for assessments by offering practice questions. In addition, 
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				it can provide motivational support by being always available. This is specifically relevant to those who, for different reasons, cannot attend the class. However, Gen-AI tools such as ChatGPT should be used as partners for humans and not as replacements, since checks for accuracy, correctness, relevance, and ethical use are necessary. 

				LLMs (large language models) such as ChatGPT can assist both educators and students in initiating ideas or completing writing and research tasks by providing ideas and support (Rasul et al. 2023:45; Vargas-Murillo et al. 2023:132; OpenAI 2024). ChatGPT can be an efficient assistant by providing basic information on any topic of interest. It can also assist in conducting initial literature reviews by summarising research articles and generating draft versions of research articles, providing a solid foundation to build on (Rudolph et al. 2023:342). This implies that ChatGPT can act as a partner or research assistant in research activities. However, as Rasul et al. (2023:45) caution, this should be done ethically, while academic integrity should not be compromised. Writing support is a valuable resource for students and educators who work in a language different from their home language (Rudolph et al. 2023:343). However, this should be approached with caution, as ChatGPT can provide incorrect information and fabricate references (Sok & Heng 2024).

				Rasul et al. (2023:46) mention automated administrative support as a benefit offered by ChatGPT as a possible way of teaching and learning support to transform HE. This aspect is relevant to this chapter because such support can help students in satisfaction and success: ‘ChatGPT can help students overcome administrative challenges while also providing them with precise and timely information’ (Rasul et al. 2023:46). This support is extremely valuable in distance education contexts where students are not necessarily on campus and may easily find themselves lost and isolated. They may have to travel without this kind of assistance to get the needed support. If ChatGPT is integrated with an institution’s learning management system, it can take ownership of administrative tasks by providing customised information on teaching and learning issues, such as issues with upcoming due dates, incomplete tasks, and progress reports. 

			

		

	
		
			
				204

			

		

		
			
				Artificial Intelligence Transforming Higher Education Vol. 2

			

		

		
			
				According to Lo, Hew, and Jong (2024:2 of 21), AI technologies can assist in administrative tasks by detecting student disengagement. These tasks can alleviate educators’ administrative burdens and contribute to a more effective and successful teaching and learning experience for both educators and students. 

				As another advantage, ChatGPT can be integrated into innovative assessment activities to promote a student-centred environment. Innovative assessment contributes to a more comprehensive and meaningful evaluation of student learning, as stated in the study conducted by Rasul et al. (2023:46). For instance, ChatGPT can be used to create various types of questions, such as multiple choice, short answer, and case studies, and can be used to evaluate the assessments created by ChatGPT. Mhlanga (2023:8) adds that ChatGPT has the ability to understand the larger context of the assignment, assess students’ work, and provide personalised feedback. It can analyse the content, structure, and style of the assessment, pointing out suggestions for improvement and helping students understand their specific strengths and weaknesses. This approach can help to develop the critical thinking skills of educators and students and encourage them to engage with ChatGPT.

				The use of ChatGPT in assessments requires innovation, creativity, and authenticity in the assessment setting. This involves moving away from traditional assessments that often rely on the memorisation of content. The integration of ChatGPT can promote collaboration and problem-solving skills. Students can, for example, use ChatGPT to brainstorm ideas, clarify concepts, and seek guidance, which could foster teamwork and collaboration. However, designing such innovative assessment tasks requires skilled educators. Related to the setting of assessments is the ability of ChatGPT to assist with automated grading. Grading assignments, tests, and examinations can be automated, offering educators more time for teaching-related tasks. Automated grading further provides faster feedback and minimises biases in grading (Rawas 2023:5). 

				ChatGPT has gained a reputation for creating high-level educational content such as lecture notes, summaries, 
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				and explanations (Rawas 2023:6). Educators can partner with ChatGPT to generate comprehensive lecture notes that are interactive and engaging. With its vast knowledge base and natural language processing capabilities, ChatGPT can create explanations, summaries, or examples if needed, making it easier for educators to create interactive and comprehensive learning materials. Mhlanga (2023:5) adds that ChatGPT can help educators to provide high-quality educational resources and insightful information. These capabilities would improve the effectiveness of teaching and learning by providing much-needed resources that may not otherwise be available. 

				In addition to its collaboration with educators, students can benefit from the ability of ChatGPT to create content. They can use it to find relevant sources and summarise research papers, which can save them time and effort. The language model can further help students with tasks such as outlining, structuring, and developing arguments for essays. These tasks are crucial for academic success, and the language model can provide valuable guidance, making the writing process more manageable and effective. However, these processes must be ethical and transparent, and the use of chatbots in such writing processes must be acknowledged by students.

				As a language model, ChatGPT can help students with language-related tasks. For example, it can help students learn a language by offering conversation partners and language models (Rawas 2023:6). It can stimulate conversations in the target language, helping students to practise speaking and comprehension. Students can learn new words and phrases through interaction with ChatGPT, which can, in turn, provide examples of how these words are used in context, thus assisting with comprehension. It can further assist students in correcting their sentences, practising their pronunciation, grasping sentence structure, and giving accurate text interpretations (Gill et al. 2024:20). It additionally helps students by explaining grammatical rules in a user-friendly way. When students ask a specific question about grammar they will receive a detailed explanation. This means that students and educators can produce basic texts and ask ChatGPT to transform and correct them in the 
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				desired style or format. Because ChatGPT has been trained in a variety of languages, it is possible for students who may struggle with concepts in the language of teaching and learning to still benefit from the educational experience (Mhlanga 2023:7). These recent developments have enabled language support to students, making higher education possible for all students, regardless of their backgrounds or the language they speak. This means that ChatGPT can give a translation and explanation of the language on demand. The tool can also assist with language-related tasks such as text summarisation, interpretation, and creative writing, like poems or fiction (Hutson & Schnellmann 2023:3). 

				The last possibility discussed in this section is that ChatGPT can expand access to quality education for all students, regardless of location, time of day, or personal circumstances. For example, Mhlanga (2023:2), referring to emerging markets, shares that ChatGPT can address challenges such as students living in deep rural areas with limited resources, including a shortage of educators and limited access to quality education. 

				Furthermore, access to personalised information due to Gen-AI tools makes it easier for students with disabilities who otherwise would not have access. Although ChatGPT is largely a text-based model, it can work alongside tools such as screen readers for visually impaired students or simplified explanations for students with cognitive disabilities. By providing everyone with access to quality education, ChatGPT can help to bridge educational gaps and create a more inclusive learning environment for all students. 

				Challenges

				The integration of Gen-AI tools in the field of HE has the potential to bring about significant transformation. This transformation can manifest itself in many ways and can lead to numerous benefits for both educators and students in HE. However, despite the many benefits, several challenges have been discussed in the reviewed literature and are discussed next. 

				According to Rawas (2023:7), one of the biggest challenges facing ChatGPT is related to ethical issues such as bias. This 
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				is because it may display partiality towards certain groups depending on the data on which it has been trained. For example, if a LLM is only trained on specific data sets, it could reinforce misunderstandings and result in students constructing inaccurate information and perceptions (Adiguzel et al. 2023:6). Therefore, it is crucial to ensure that the training data used are diverse and representative to avoid such challenges. It is important to note that ChatGPT, as an AI-powered assistant, may lack the cultural sensitivity and nuances needed that exist in certain countries and languages. Therefore, it could provide responses that are not culturally suitable, especially in countries with different cultures or where this is a sensitive matter (Mhlanga 2023:10).

				Students may not always be able to evaluate the information they receive from ChatGPT, which may lead to a lack of development of needed knowledge and skills and even the wholistic growth of students. Furthermore, Mhlanga (2023:9) points out that those who develop technologies such as ChatGPT may deploy them to support their own biases, consciously or not, which may harm students’ learning and growth. For this reason, humans need to be aware of this and partner with technology to ensure that Gen-AI tools are used as intended and do not disadvantage anyone. 

				Another ethical issue is related to privacy and security, which have been noted as key challenges of ChatGPT (Rawas 2023:8; Adiguzel et al. 2023:6). Because ChatGPT generates text on the input it receives, there is a risk that these data could be exposed or misused, especially if proper data handling and privacy protocols are not in place. Additionally, student and educator data must be protected by secure systems, as ChatGPT has access to large amounts of data. In this regard, Chan (2023:14) suggests that IHEs must have policies in place to protect their content. 

				Additional ethical issues are transparency and accountability. Users’ online information is often used to train and improve Gen-AI models such as ChatGPT. Concerns arise about how these data are stored, who can access them, and for what purposes they are used, especially if they contain personal or sensitive information. Many users, including educators and 
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				students, provide this kind of data, assuming that it is treated as confidential. Therefore, Rawas (2023:8) emphasises that institutions must be transparent and honest about using ChatGPT (and other Gen-AI tools) and hold themselves accountable for any decisions based on Gen-AI suggestions. Students should also give their consent after being informed how ChatGPT is used and how their data are handled, keeping in mind the data protection laws in different countries (such as the Protection of Personal Information Act in South Africa and the General Data Protection Regulation in the European Union). Ensuring compliance with such laws can be challenging given the global nature of the internet and the diverse user base of ChatGPT. 

				From an ethical perspective, the pedagogical impact of ChatGPT is another challenge that needs to be considered. The use of ChatGPT must be in line with educational objectives and principles and should not negatively affect the role of educators (Rawas 2023:10). For example, using ChatGPT as the only means of assessing student learning outcomes may impede social interaction and the ability to construct meaning through reflection, collaboration, and human interaction, as pointed out by Rasul et al. (2023:49). Therefore, a combination of human intelligence and AI may be the optimal solution to address this challenge. 

				One of the major hurdles that ChatGPT has to overcome is its lack of human interaction and empathy. While ChatGPT has the ability to offer personalised learning and feedback and acts human-like, it cannot replace collaboration and social interaction with humans and is unable to show empathy toward students or educators (Rawas 2023:7; Mhlanga 2023:9). If students are mostly relying on ChatGPT for their academic needs, they might miss out on emotional support, the opportunity for collaboration, socialisation, and discussions that are crucial for their overall development (Rasul et al. 2023:48). This might be stressful for students who have difficulty understanding certain concepts or even entire subjects. It might lead to isolation, a lack of motivation, and lead to further overreliance on technology. While ChatGPT can provide valuable information, it cannot establish a relationship between students and educators or among students 
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				(Mhlanga 2023:9). These relationships motivate and inspire students to study and perform at their best. 

				The increasing use of Gen-AI tools in HE raises concerns about the potential impact on student learning and development. For example, Rasul et al. (2023:47) and Vargas-Murillo (2023:124) argue that students may rely more on feedback from ChatGPT at the expense of their educators due to an overreliance on technology. This could be due to the human-like nature of ChatGPT and its ability to facilitate communication, which can make students feel more comfortable and confident in their interactions with the tool. However, an overreliance on AI tools could lead to a decrease in the development of critical thinking and problem-solving skills. This is because students may be more likely to accept the feedback provided by ChatGPT without questioning it or engaging in deep analysis to ensure correct and reliable feedback and information (Tiwari, Bhat, Khan, Subramaniam, & Khan 2024:348). As a result, educators should work in conjunction with AI tools to ensure that students receive accurate and reliable feedback and information while also encouraging them to develop critical thinking and problem-solving skills. Relying too much on ChatGPT can have adverse effects on the growth of graduate skills, such as critical thinking, problem solving, collaboration, global and cultural awareness, and leadership. This means that using ChatGPT requires a balanced approach that upholds academic integrity and freedom while promoting graduate skill development (Rasul et al. 2023:49). In this regard, Vargas-Murillo et al. (2023:123) suggest that students should be ethical in deciding whether they want to use ChatGPT to complement their learning, as well as how much input the tool should be allowed to influence their work and skills development. In this way, exploitation is avoided, and they can learn how to use the tool effectively and avoid abusing it. Additionally, by using Gen-AI tools as a supplement to, rather than a replacement for, traditional teaching methods, educators can help students to receive a well-rounded education that prepares them for the world of work. 

				One of the significant challenges of integrating ChatGPT into the HE sector is maintaining academic integrity. This concern 
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				arises mainly from the possibility that students may cheat during exams or use ChatGPT to generate essays, research papers, or assignments that should be their own writing. They can also engage in plagiarism by copying and pasting information from ChatGPT without properly referencing it, negatively impacting their learning and resulting in academic integrity violations (Vargas-Murillo et al. 2023:131; Mhlanga 2023:2). Related to plagiarism is the issue of intellectual property. If students submit Gen-AI content, the question arises: Whose content is this? Does the student, ChatGPT, or the institution to which the work has been submitted own the content? 

				The issue of plagiarism detection has become increasingly challenging for educators, also because accessing content and answers on ChatGPT is quick and very easy. Furthermore, Gen-AI produces content that is not easily distinguishable from text written by humans. This poses a significant challenge, as the technology to detect AI-generated texts is not always accurate (Raschka 2023; Mhlanga 2023:2; Gill et al. 2024:20). Even if students are allowed to use Gen-AI tools in their assessments, they will have an unfair advantage over those who are not using it. This raises issues of fairness because it undermines the integrity of the assessment process. Therefore, a culture of academic integrity and ethical use of ChatGPT should be emphasised (Sullivan, Kelly, & McLaughlan 2023:34). When students are made aware of the importance of authentic learning, they will have a better understanding of the importance of using their own ideas and building their own arguments. 

				Technical problems and connectivity are recorded as another challenge (Rawas 2023:7; Mhlanga 2023:7), as issues such as system failures and challenges related to internet access negatively affect access to technology and Gen-AI tools. Vogels (2021) refers to digital inequity, which occurs when access to high-speed internet and technologies is not evenly distributed, which could widen the digital divide. The disparity in access becomes evident when some students have access to advanced tools such as ChatGPT for learning and research while others do not. When students lack access to the knowledge provided by Gen-AI tools such as ChatGPT, the knowledge gap is further 
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				widened. This gap can result in unequal learning opportunities and outcomes, contributing to increased educational inequalities. It is essential to recognise that Gen-AI tools should be available to everyone, regardless of their background or circumstances. In order to bridge the gap of inequalities, IHEs must make efforts to provide access to digital tools to all their students. This will help to ensure that everyone has the opportunity to benefit from the advancements of technology and contribute to a more inclusive and diverse digital community (Lim et al. 2023:8 of 13; Gill et al. 2024:21). This is particularly relevant for developing areas where many students face difficulties in accessing electricity and the internet.

				The last challenge identified in this chapter is the ability of Gen-AI tools to produce false or inaccurate information. This could include providing, for example, incorrect facts, summaries of literature reviews, or references, which can be misleading to students instead of assisting them. To overcome this challenge, Rasul et al. (2023:49) suggest that students and educators should be aware of these inaccuracies to produce accurate information. Vargas-Murillo et al. (2023:131) also warn against the so-called ‘hallucination effect,’ in which AI tools generate information or responses that are factually incorrect or not related to the prompt it received. This is because ChatGPT can only present data on which it has been trained and does not have access to real-time data. For this reason, it may sometimes provide outdated information (OpenAI 2024). Furthermore, it may misunderstand a prompt, leading to irrelevant responses, specifically with complex, ambiguous, or poorly structured prompts or questions (OpenAI 2024). This challenge should remind both educators and students of the need for human verification to evaluate the information and verify its accuracy and correctness. This is definitely important in educational and academic contexts where accurate information is crucial. 

				Implications

				From the literature review, it is clear that HE is going through a transformation process, which presents both opportunities and challenges. The findings expose a complex landscape with 
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				numerous significant implications for policy, theory, and practice. The most important implications of this research are stated below.

				Transforming pedagogical practices

				Gen-AI tools such as ChatGPT necessitate the rethinking of teaching, learning, and assessment approaches. They should include guidance, mentoring, knowledge application, and reflection rather than teaching content. Such approaches should aim to foster critical thinking and problem-solving skills. Gen-AI tools diminish the importance of previous teaching and learning strategies, and both educators and students will need to be taught how to use the indicated technologies effectively and ethically. Institutions should carefully plan how to include Gen-AI into their current systems, such as learning management systems, student systems, and related operational systems. This also implies that training is needed on how to use these technologies.

				Combining human and Gen-AI strengths

				The use of ChatGPT in HE requires a balanced approach. AI should be used for efficiency, while human elements should be retained for empathy, creativity, critical thinking, and QA (quality assurance). Combining the roles of humans and AI can lead to an interactive relationship in which each complements the capabilities of the other. This chapter demonstrates how Gen-AI and humans can collaborate to produce text. 

				Developing ethical and privacy frameworks

				To ensure that the use of Gen-AI tools in IHEs is ethical, unbiased, and respects privacy, robust frameworks and policies need to be developed and implemented to address ethical, biased, and privacy concerns regarding AI use. 

				Providing AI literacy training

				IHEs should provide adequate training opportunities to educators and students to enable them to critically assess information and use AI efficiently and ethically. This will ensure that everybody is able to take advantage of the opportunities that Gen-AI tools offer and avoid ethical dilemmas that might arise from their use. 
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				Bridging digital divides

				In the digital age, bridging the gap between those with access to Gen-AI tools and those without it is crucial. Efforts are therefore needed to ensure equitable access to Gen-AI tools to ensure that no institution, educators, or student is left behind. 

				Preparing for future educational needs

				Integrating Gen-AI tools such as ChatGPT hints at future developments and skills development needs, emphasising agility and lifelong learning. IHEs must therefore equip academics and students with the necessary knowledge and skills to navigate an increasingly technology-driven environment. This is of utmost importance for IHEs in preparing students for the modern workforce.

				The implications for HE, based on the opportunities and challenges identified in this research, can be summarised as follows:

				Figure 6.3:	The implications of using generative artificial tools to transform Higher Education. (Source: Personal archive)
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				Conclusion

				This chapter aimed to offer insights into how Gen-AI tools such as ChatGPT could transform HE. It used an integrative literature review and focused on opportunities and challenges. The findings revealed that the transformative potential of ChatGPT in HE is significant and will continue to play a crucial role in shaping HE. From the literature review, several opportunities were discussed, namely personalised learning and support, improved student engagement and motivation, individualised feedback, assistance with writing and research, automated administrative support, innovative evaluation, educational content creation, language learning support, and expansion of access. With these opportunities, various challenges were also identified. These are ethical issues and bias, privacy and security concerns, transparency and accountability, a lack of human interaction and empathy, an overreliance on technology, academic integrity, technical and connectivity issues, and inaccurate information. 

				AI tools such as ChatGPT have already begun transforming HE and will increasingly change how educators teach and students learn. However, it is only the beginning, and several areas still need to be addressed. As AI tools will only get better and more human-like, HE will have to be adapted. Although ChatGPT has the potential to improve teaching and learning for everyone, the key is finding a balance and using this tool to enhance, rather than replace traditional educational practices. Collaboration among educators, researchers, policymakers, and students is essential to ensure that AI is used ethically and responsibly in education. The goal is to create a more equitable and effective education system that provides students with personalised teaching, feedback, and support by addressing the challenges posed by AI technologies and leveraging their benefits.

				Every study has limitations, and this study is no exception. The main limitations are related to the number of articles reviewed and the methodology used. However, the findings of research papers from different countries around the world provided meaningful insights into the topic that can assist educators, students, and IHEs in a better understanding of Gen-AI in HE. 
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				Lastly, ChatGPT and similar technologies will have an increasing impact on HE in the future. Therefore, further empirical research is needed to determine the potential benefits of these emerging technologies and how they can be used to the benefit of all. 
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				Introduction

				AI (Artificial intelligence) in education offers a wide range of benefits that can enhance the learning experience for students, streamline administrative processes, and support educators. AI refers to advanced computing systems that process the ability to perform tasks that traditionally require human intelligence. These systems can learn, adapt, correct, synthesis, and use large amounts of text to carry out complex tasks (Popenici & Kerr 2017:2). AI has opened new possibilities and encouraged challenges at all levels of education (Silander & Stigmar 2019:274). Its applications in education are on the rise and have recently received much attention. However, AI is not new and has a long history. The origin of AI can be traced to the 1950s, when John McCarthy arranged a two-month workshop at Dartmouth College in the USA. In the proposal for the workshop, McCarthy was the first person to use the term ‘Artificial Intelligence’ in 1956 (Kühl, Schemmer, Goutier, & Satzger 2022:2237). Gen-AI (Generative AI) refers to technology that uses DL (deep learning) models to generate human-like content, like images and text, based on 
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				complex and varied prompts, including languages, instructions, and questions (Lim, Gunasekara, Pallant, Pallant, & Pechenkina 2023:2 of 13). Currently, Gen-AI is at the forefront of leveraging DL models to mimic human-like content. 

				Since the release of Gen-AI models such as ChatGPT (chat generative pre-trained transformer), Copilot, and Meta AI in 2022, much has been written about their promises and challenges in education. However, most of the research involved literature reviews (e.g., Bozkurt 2023; Grassini 2023; Baidoo-Anu & Owusu Ansah 2023), while not much empirical research on how educators regard and use these tools has been published. For this reason, this chapter is based on empirical research by investigating the world of Gen-AI as seen through the lens of a specific group of educators. The chapter explores and reflects on Gen-AI in education from the perspectives of those at its heart – the educators. It not only presents their perspectives on the diverse benefits and challenges of Gen-AI but emphasises the necessity for a balanced, ethical, and informed approach to harnessing Gen-AI’s capabilities. The aim is to pave the way for Gen-AI to complement educators and, in so doing, equally benefit educators and students. 

				Literature Review

				Benefits Related to AI in Education

				First, there are several benefits emanating from the use of AI. One of the main benefits is that it can analyse individual student performance and adapt learning materials to address the specific requirements of each student. This personalised approach helps students to learn independently, addressing their strengths and weaknesses. Some AI tools demonstrate the potential for enhancing teaching and learning. Examples include intelligent tutoring systems such as AutoTutor by the University of Memphis and AI Tutor Pro developed by Contact North. These systems can provide personalised feedback to students based on their individual learning styles and paces (Marouf, Al-Dahdooh, Ghali, Mahdi, Abunasser, & Abu-Naser 2024:10). Another technology including personalised learning systems is Pearson’s AI learning 
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				tools that can create personalised study plans and tailor educational content to individual student needs. The emergence of adaptive learning technologies has been a focal point in recent research, as these systems can analyse students’ prior knowledge and learning preferences to create customised learning paths (e.g., Akgun & Greenhow 2022:431). AI simulation-based learning technologies are another example, such as IBM Watson in Education, which can develop personal assistants and interactive learning environments that simulate real-world scenarios, aiding in different subjects such as computer science. Real-life scenarios can be simulated, allowing skills practice in a safe environment (Dai & Ke 2022:7). These examples not only have the ability to enhance the learning experience by providing tailored educational pathways, but also prepare students for future challenges through adaptive and engaging learning environments. 

				Additionally, the provision of lesson content is a crucial aspect of education, where AI plays an important role in improving and supporting this process. AI systems can help to create educational content, including lesson plans, presentations, and learning materials that benefit educators (Cassidy 2023). This can save educators time and ensure that content is diverse, engaging, and aligned with curriculum standards (Garvey & Maskal 2020:291). Furthermore, AI applications can assist students in language learning by providing speech recognition, language translation, and grammar correction. This interactive language support can enhance language acquisition (McCombs & Valenzuela 2020:771; Ai, Hu, & Zhao 2024:1). AI can actively involve students and educators in learning through various interactive and participatory methods. Interactive learning platforms powered by AI engage students in dynamic and stimulating educational experiences. These platforms often include multimedia content, simulations, and interactive exercises encouraging active participation. AI can provide instant feedback on student responses with these platforms, helping them to understand concepts more effectively and correcting misunderstandings promptly. What also comes as an added advantage is that AI not only saves time for educators by automating routine tasks but also improves the accessibility of knowledge and information 
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				for a diverse and global student population (Bozkurt 2023:266). Automated assessment systems that use AI to grade student work have been found to reinforce systemic bias and discrimination by favouring dominant ways of thought, knowledge, and language use (Cheuk 2021:831). However, it is important to note that along with the unexpected benefits, challenges cannot be overlooked. The next section discusses the limitations. 

				Challenges Related to AI in Education

				Although the benefits of AI are quite exciting, there are several challenges. Some scholars argue that AI systems can inherit biases from the data on which they are trained. This can lead to discriminatory results, as a lack of diversity in the training data can result in skewed predictions that may disproportionately affect certain groups (Chen, Wu, & Wang 2023:5). Furthermore, it could privilege certain types of culture, knowledge, and perspectives above others (Bozkurt 2023:265). This leads to the conclusion that human touch and empathy may be lacking in purely automated interaction systems. Furthermore, AI lacks EI (emotional intelligence), making it difficult to understand or respond appropriately to human emotions. In certain contexts, human emotions play a crucial role that AI cannot fully replace (Kumar & Martin 2023:1 of 20). On the other hand, ethical concerns may arise if AI is used to manipulate or mislead people in translation services, which often struggle with context, idioms, and language nuances, leading to inaccurate translations (Anderson 2024:4).

				The integration of advanced AI systems into education continues to gain momentum, with tools such as ChatGPT standing out for their transformative potential. These technologies use natural language processing to bridge gaps in communication and offer tailored support to both educators and students. Its ability to simulate human-like conversations has sparked interest across educational contexts, offering new pathways for interaction and engagement. In the following section we explore the potential uses, risks, misuses, and opportunities for ChatGPT. This serves as a guide to help educators critically assess the impact this tool may have on education.
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				An Overview of ChatGPT – its Benefits and Limitations in Education 

				This section focuses on ChatGPT, a noteworthy progression in NLP (natural language processing) and LLMs (large language models), which has extensive consequences in various aspects of our lives, including education. ChatGPT was launched in November 2022 by the research and development company OpenAI. It is a component of the GPT (generative pre-trained transformer) family of LLMs. Its creation involved a fine-tuning process that integrated both supervised learning and reinforcement learning methods (OpenAI 2024). ChatGPT is designed to possess advanced intelligence, a natural intuition, and the ability to address intrinsic inquiries in a manner that resembles human interaction (OpenAI 2024). Consistent with the explanation provided, ChatGPT is transforming our interactions with technology and setting the stage for a new era of intelligent conversational AI (Ray 2023:138; Rudolph, Tan, & Tan 2023:344: Sullivan et al. 2023:37). This advanced AI chatbot has been trained on a vast amount of online textual information and employs DL methods (Kung, Cheatham, Medenilla, Sillos, De Leon, Elepaño, Madriaga, Aggabao, Diaz-Candido, Maningo, & Tseng 2023; OpenAI 2024). As an advanced chatbot powered by an LLM, ChatGPT is capable of creating text that often closely resembles human writing. However, as Baidoo-Anu and Owusu Ansah (2023:58) argue, the use of ChatGPT in education is substantial but should not be regarded as a replacement for human educators. It should be used as a complementary tool to enhance the teaching and learning experience and provide additional support. An advantage is that ChatGPT can support students by generating ideas for research, analysis, assessments, and writing tasks, which could enhance their learning experiences. 

				Using ChatGPT and various other LLMs in HE (higher education) presents both advantages and challenges, as confirmed by Rasul, Nair, Kalendra, Robin, De Oliveira Santini, Ladeira, Sun, Day, Rather, & Heathcote (2023:45). It is important to recognise possible disadvantages, including the risks of academic dishonesty, bias, the spread of misinformation, and 
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				poor assessment design, which can hamper the development of vital graduate skills and encourage shallow learning (Ray 2023:138; Rudolph et al. 2023:344; Sullivan, Kelly, & McLaughlan 2023:37). Nevertheless, it also presents new challenges and complexity, such as the risk of cheating and plagiarism, the ethical and social implications of the use of AI, and the need to adapt curriculum and assessment methods to the new technology (Tlili, Shehata, Adarkwah, Bozkurt, Hickey, Huang, & Agyemang 2023:10 of 24).

				As a result, educators and students should be cautious and ensure that they use this technology ethically, dependably, and effectively in academic settings. Educators should recognise both the potential and limitations of ChatGPT and use it wisely and responsibly in their teaching. Additionally, the information provided by ChatGPT may seem credible and well-written but lacks insight and may not be necessarily accurate. Sometimes its credibility is questionable, and it is difficult to establish exactly which portions of the information are factually inaccurate. This can harm the learning experience and decision-making skills of students, as they will rely on it rather than contextualising it in their learning content. 

				Methodology

				Design and Methods

				Against the background presented in the literature review, this study aimed to determine how educators experienced the benefits of Gen-AI tools in their respective teaching contexts. Ultimately, the study aimed to provide information that could help educators to integrate Gen-AI tools effectively into their teaching practices, leading to improved learning outcomes. To achieve this, the study adopted an interpretative paradigm which aimed to understand the participants’ perspectives and interpret the meaning they derived from their contexts (Kivunja & Kuyini 2017:33). An interpretative paradigm further seeks to understand real-world phenomena and the subjective world of human experiences, in this case, educators’ perceptions of Gen-AI. 
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				The participants involved in the study had a unique context, as all of them were educators who were actively teaching while simultaneously pursuing a structured Master of Education programme at an open distance learning university in South Africa. This unique combination of roles and circumstances called for an exploratory case study design, thoroughly examining various viewpoints and aspects within a specific context (Yin 2009:17). It is also intended to provide a foundation for further related research. 

				The research instrument was an online discussion forum for one of the four taught modules of the structured master programme. The forum was hosted in the university’s learning management system, providing an interactive space for students to engage in academic discourse and exchange ideas with the educator and fellow students. Throughout this specific module, students were encouraged to actively participate in a discussion forum after every two study units. The discussion forums consisted of four questions that were specifically designed to test their understanding and application of the knowledge and theory learnt in the study units. Although the discussions were informal in nature, they played a crucial role in determining the year mark of the students. By engaging in these discussions, the students could apply their newfound knowledge to real-life scenarios, which helped them to understand the subject matter better.

				During the discussions, students were expected to adhere to certain guidelines. These guidelines included, among others, always demonstrating respect to their educators and fellow students, even if they had different opinions. The students were also required to share their own opinions, avoid plagiarism, and keep their responses between 100 and 250 words. Moreover, students were required to post between eight and 12 responses in total to their educators and fellow students for the four questions over a two-week period. 

				As part of a study unit on AI in HE, students who were practising educators at the time of the research had to answer related questions. The two questions posted in the discussion forum were the following:
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				Do you use Gen-AI tools in your teaching/training?

				Share the most important benefits and challenges of using AI tools in your context. 

				The discussion forum was set up to hide the posts of other students until the first response was received. Data analysis was carried out using a thematic data analysis approach, which typically involves six phases (Braun & Clarke 2012:60-69). The first step is to become familiar with the data and generate initial codes that highlight important aspects. The second step involves systematically coding this data. It is essential to break the data down into meaningful chunks and label them with codes that capture significant features. The third phase involves searching for themes that were then reviewed and refined in the fourth phase to ensure accuracy and coherence. The fifth step, according to Braun and Clarke (2012:68), involves identifying and naming the themes to provide a clear and concise representation of the findings. The last step requires producing a report that reflects the insights we gained from the analysis. De Vos, Delport, Fouché, and Strydom (2011:334) suggest that it is possible that existing literature can be used to compare the data with existing knowledge. In this chapter, we followed this approach and used the available literature to draw meaningful insights from our collected data. During the data analysis, as authors and researchers we first identified the codes and themes separately. Thereafter, we discussed similarities and differences to reach a consensus before collaboratively writing up our findings. The process was conducted manually without the use of AI or other technology tools. 

				Ethical Considerations

				Research ethics is a crucial aspect of any research study as it protects the rights and interests of every individual involved in the research process. It is essential to obtain all the necessary permissions and ensure that no harm is caused to any participant. According to De Vos et al. (2011:56), research ethics are moral standards that provide guidance on appropriate conduct towards all participants. In this research study, ethical clearance and permission were obtained from the institution where the study was conducted. Additionally, all participants were asked 
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				for permission to use their data for research purposes, while they were informed that their names and data would be kept confidential. All participants gave their consent, which was essential in maintaining ethical standards throughout the study. 

				Trustworthiness

				Trustworthiness in qualitative research relates to a set of principles that ensure quality, underpinning both rigour in the research process and confidence in the findings (Lincoln & Guba 1985:289). It is not necessary to accomplish this through rigid standards and procedures; rather, it can be done by implementing strategies that enhance the reader’s confidence that the results truly reflect the perspectives of the study participants rather than those of the researchers (Lietz, Langer, & Furman 2006:443). It is imperative for researchers to adopt a trustworthy approach to qualitative research to ensure the validity of the findings. Measures of trustworthiness as described by Lincoln and Guba (1985:289), namely credibility, transferability, dependability, and confirmability, were considered to ensure the trustworthiness of the study. Credibility was established through member checking, while a detailed description of the context and participants ensured transferability. Dependability was maintained by providing a clear account of the research process, and the use of verbatim quotes from participants supported the findings, addressing confirmability. 

				Findings and Discussion

				Context and Participant Information

				At the time of the research, all participants were registered in a structured master’s in education. This programme consisted of four instructional modules and required the completion of a dissertation of limited scope. The specific module used for the purpose of this research was dedicated to exploring the integration of technology in open distance learning. 14 students were enrolled in this module. However, one student did not participate in this specific discussion. In addition to this, three students responded 
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				negatively to the initial question that asked: Do you use Gen-AI tools in your teaching/training? As our research aimed to determine the responses of participants who actively used AI tools in their instructional activities, the responses of these three students were excluded from our analysis.

				To avoid influencing their responses, participants were not made aware of the purpose of the study until after their discussions. They were mature part-time students and practising educators at different levels of education. Because of the diversity of the group, it was found ideal to get an indication of how educators on different levels use AI in their teaching contexts. Interestingly, there was no significant difference between the different levels or genders. Information about the participants is given in Table 7.1. 

				Table 7.1:	Participant Information

				
					Participants

				

				
					Gender

				

				
					Teaching role

				

				
					E1 

				

				
					F

				

				
					Primary school teacher 

				

				
					E2 

				

				
					F

				

				
					Educator in public HE 

				

				
					E3 

				

				
					F

				

				
					Primary school teacher

				

				
					E4 

				

				
					M

				

				
					Educator in public HE 

				

				
					E5 

				

				
					M

				

				
					Trainer in the public sector

				

				
					E6 

				

				
					M

				

				
					Educator in the technical and vocational education and training sector

				

				
					E7 

				

				
					F

				

				
					Educator in private HE

				

				
					E8 

				

				
					F

				

				
					Educator in private HE

				

				
					E9

				

				
					F

				

				
					Educator in public HE 

				

				
					E10 

				

				
					F

				

				
					Educator in public HE

				

				Themes and Sub-Themes

				From the findings, themes and subthemes emerged. These are presented in Table 7.2, followed by a discussion.
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				Table 7.2:	Themes and Sub-themes

				
					Themes

				

				
					Sub-themes

				

				
					Benefits

				

				
					Individualised 24/7 guidance and support. 

					Provision of lesson content.

					Simplification of language.

					Active involvement.

					Immediate feedback.

					Time-saving.

					Accessibility of knowledge and information.

				

				
					Challenges

				

				
					Bias.

					Decrease in human interaction and the lack of EI. 

					Inaccurate information.

					Overuse of AI.

					Plagiarism.

					Data privacy and security.

				

				
					Possible solutions

				

				
					Development of AI policies.

					AI literacy training.

					Guidelines for responsible AI use.

					Reduce overreliance on AI.

					Awareness of AI limitations and biases.

					Collaboration and peer review.

				

				Benefits

				In their responses on the discussion forum, participants shared insightful feedback on various ways in which AI technology has benefitted or could benefit them in their respective teaching contexts. Their responses highlight the numerous benefits and advantages that AI tools can offer educators. 

				The first sub-theme refers to the fact that AI tools could offer both educators and their students personalised support on a constant level, which was regarded as one of the major benefits. One participant (E1) stated:

				AI can offer individualised guidance by adjusting to each student’s particular learning preferences and speed. Students can get assistance and resources outside of usual lecture hours thanks to the 24/7 availability of AI technologies. Chatbots can instantly provide feedback on tasks and queries, assisting my students in quickly correcting their errors.
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				This comment highlights the potential advantage of individualised support that is always available to students. This personalised assistance can significantly reduce the burden on educators, allowing them to concentrate on other crucial aspects, such as teaching and social interaction, while simultaneously enhancing the learning outcomes of students (Grassini 2023:6 of 13). The literature also confirms this benefit, which can transform how students acquire knowledge and skills (cf. Akgun & Greenhow 2022; Bozkurt 2023:261). In this regard, participant E2 added: 

				AI tools are available round the clock, offering students the flexibility to seek help or clarification at any time, which is especially beneficial for those with busy schedules or work commitments outside of class. ChatGPT tailors responses to individual student queries. This adaptability allows students to receive guidance that meets their specific needs, fostering a more student-centred learning environment. 

				Because Gen-AI tools focus on individual needs rather than following a one-size-fits-all approach, it moves the focus away from the educator to the student. It therefore has the potential to help create a learning experience that is more engaging and relevant. Such an approach can empower students to take more control over their learning. However, with these benefits, it is important to use the tool complementary to traditional teaching and not to replace it (Baidoo-Anu & Owusu Ansah 2023:58), as these tools are not always accurate in their responses. Furthermore, as Bozkurt (2023:267) cautions, educators should always promote the ethical, responsible, and thoughtful use of these Gen-AI tools. 

				The second sub-theme refers to the potential of Gen-AI tools to provide lesson content. These tools can help to brainstorm ideas for lesson topics, activities, and grade levels (Van den Berg & Du Plessis 2023:8). They have the potential to gather information on a wide range of topics and customise worksheets, activities, and assessment tasks to the specific needs of a class or individual students (Saunders 2023).
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				In this research, the comments focused on the ability of Gen-AI tools to address students’ individual needs. As examples, the following responses were provided:

				Lessons can be designed according to the learners’ individual needs whilst providing feedback and guidance in their lessons (E4).

				AI systems like ChatGPT can be trained to comprehend each student’s unique learning style and preferences, resulting in lesson plans and learning opportunities that are suited to each student’s requirements (E6).

				These responses highlight an important and emerging trend in education: The use of Gen-AI tools like ChatGPT, for customisation and enhancing lesson plans. This can be regarded as a significant advancement, making lessons more relevant and engaging for students and transforming the way in which educators teach and students learn (Karpouzis, Pantazatos, Taouki, & Meli 2024:2 of 10). 

				Although mentioned by only one participant (E2), the third sub-theme is significant because of its transformational potential. Furthermore, literature has mentioned language related AI support to students, such as speech recognition, language translation, and grammar correction (e.g., McCombs & Valenzuela 2020). The simplification of language is a crucial aspect of education in various contexts, such as cases where students are taught in another language than their home language and where students have language challenges. The potential of Gen-AI tools to simplify language is a promising development and may greatly impact students’ comprehension and, ultimately, their outcomes. In the response, participant E2 stated:

				Gen-AI tools can make complex concepts more accessible to students, particularly those who may struggle with language comprehension or have diverse linguistic backgrounds. This accessibility can level the playing field and ensure that all students can effectively engage with the course content. I 
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				often ask my students to use ChatGPT to simplify content if they struggle.

				Participants raised the fact that Gen-AI tools have the potential for active involvement as another benefit, which led to the fourth sub-theme. The interactive nature between humans and machines with regard to Gen-AI tools has been mentioned by various authors (e.g., Bozkurt 2023:264; Grassini 2023:6 of 13). It holds huge potential and has already started to reshape the educational landscape as it can provide, among others, personalised responses, immediate access to information, and tutoring, which can lead to a more equitable education system that better meets the needs of all students. Participant E9 stated:

				AI serves as an interactive tool due to the speed with which it provides solutions to questions or problems presented to it.

				Participant E4 mentioned the motivational nature of the active involvement of Gen-AI tools: 

				Learners can also be actively involved in their learning by asking questions to AI and be kept motivated to learn.

				This comment confirms that the interactive nature of Gen-AI tools can boost motivation because it makes learning more accessible, engaging, and aligned to the specific needs and interests of students. 

				The fifth sub-theme was related to the potential of Gen-AI tools to save time. This emerged as a strong sub-theme as it was mentioned by most of the participants. Because of its potential to provide responses within seconds, the benefit has been raised by several authors (e.g., Baidoo-Anu & Owusu Ansah 2023:54; Van den Berg & Du Plessis 2023:5). Participants shared the following:

				It saves time and effort when I prepare tasks to be administered to learners because ChatGPT has information on different topics and disciplines (E3).
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				ChatGPT helps me improve my teaching and save time. ChatGPT helps me create content, be creative, and solve problems (E5).

				I think that benefits in my context include saving time by using AI tools to create general writing pieces, such as supportive text for teaching, support for students, test questions and quizzes, rubrics, tips, and suggestions (E8).

				The responses highlight the significant impact of Gen-AI tools such as ChatGPT in educational settings. The consistent mention of time-saving by the participants indicates a broad recognition of this benefit. Beyond saving time, they mentioned improvements in teaching quality, as it assists them in creating content and fostering creativity and problem-solving. The use of AI tools to generate a wide variety of materials, such as quizzes, rubrics, and tips, shows that these tools are not limited to answering questions but can indeed contribute to various aspects of teaching and learning. Some tasks can be allocated to Gen-AI tools, allowing them to focus on tasks that these tools cannot perform.

				The final sub-theme was about the capability of Gen-AI tools to provide access to knowledge and information. Although aspects of this sub-theme have been mentioned earlier, it was emphasised by most participants and is therefore discussed here. Participants shared the following:

				Easy access to information. I do not have to consult many resources or read textbooks with many pages to get the necessary information (E3).

				This ChatGPT bot is very intelligent. It can handle multiple requests at once. I love the fact that it can write out codes and analyse data (E7).

				The benefits of using AI tools in my context are that they can serve as an information searching tool. It can provide a basis for facilitators and students to conduct further research on any subject. While it is widely acknowledged that simply copying and pasting information from AI tools is unacceptable, the information it provides can be used as a springing board that directs one to possible helpful sources and to other ideas 
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				provoked by what AI tools would have picked on the subject in question (E10).

				These responses highlight the ability of Gen-AI tools to sift numerous resources, enabling educators to quickly obtain relevant information from one source. This can be particularly beneficial in educational settings where time and access to information are crucial. Furthermore, ChatGPT’s ability to handle multiple requests simultaneously, including writing codes and analysing data, illustrates how versatile and powerful Gen-AI tools are. However, as participant E10 mentioned, content created by such tools should not be used as a sole source of information. Nevertheless, it can serve as an initial guide and can direct users to more detailed sources and information. Similarly, Bozkurt (2023:267, 268) highlights the potential of Gen-AI as an advanced educational technology that holds promise for creating knowledge and content, and therefore transforming education. However, he cautions that there may be risks and limitations that require careful analysis and evaluation. 

				The second theme dealt with challenges when using Gen-AI tools, as indicated by the participants of this study. 

				Challenges

				In responding to the discussion forum question about sharing the most important benefits and challenges of using AI tools in one’s context, several challenges were raised. This theme led to several sub-themes, as discussed below. 

				The first sub-theme related to the responses from participants that Gen-AI tools can provide biased information. This drawback has been emphasised in the literature (Ray 2023; Bozkurt 2023:263; Van den Berg & Du Plessis 2023; Tlili et al. 2023:10 of 24), cautioning that information needs to be approached with thoughtfulness and cross-checked with other sources. Below are examples of participants’ responses: 

				ChatGPT is an example of an AI model that might inherit biases from the data it is trained on, thereby propagating discrimination and preconceptions (E1).
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				I am aware of ethical concerns regarding the use of AI, including potential biases in the training data that can lead to biased or discriminatory responses (E3).

				In this regard, Grassini (2023:3 of 13) confirms that Gen-AI tools use vast amounts of data to learn and generate content. These data may not always be objective, and if the training data include any biases, it can affect the accuracy and fairness of the generated content. Therefore, ensuring that the data used to train AI models are as unbiased and diverse as possible, is crucial. 

				The second sub-theme was based on the responses related to the challenge of a decrease in human interaction and the lack of EI. In this regard, Baidoo-Anu and Owusu Ansah (2023:56) confirm that Gen-AI models cannot replicate the same level of human interaction as a real educator, which can disadvantage students, especially those needing a personal connection with an educator. Participants’ responses were as follows:

				The main concern for using ChatGPT relates to the fact that learners may have a decreased level of engagement and motivation when they interact with the machine as opposed to when they interact with their teachers (E4).

				A heavy dependence on AI in the classroom can result in less human interaction, which is crucial for social and emotional growth. Also, AI lacks emotions and empathy, which are critical for offering pupils emotional assistance (E1).

				According to Bozkurt (2023:267), the current Gen-AI tools are lacking EI, which can negatively affect their ability to provide personalised support. This gap in EI needs to be addressed as these technologies should not only provide information but should be supportive and empathetic. Therefore, we must work towards bridging this gap to ensure effective interaction of these technologies with students and provide them with the necessary support. 

				The third sub-theme referred to the provision of inaccurate information. False and inaccurate information is a reality, according to ChatGPT itself. When asked about its possibility 
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				of producing false information, it indicated that because of reasons such as training data limitations, a lack of real-time data, misinterpretation of queries, the complexity and ambiguity of language, and its generative nature, it could produce false information (OpenAI 2024). However, Grassini (2023:5 of 13) predicts that false information will probably be mitigated in future as, according to the author, ChatGPT 4 already shows fewer errors compared to the previous version. However, using Gen-AI tools such as ChatGPT critically is important and supplement their responses with verification from reliable sources. In this regard participants stated:

				AI-generated responses may not always be accurate or contextually appropriate. Inaccurate information or guidance could mislead students, leading to misunderstandings or incorrect application of concepts (E2).

				So far, I’ve discovered that if you don’t know your material or subject, ChatGPT can mislead the facilitator (E5).

				One should also check that there is not an overreliance on the tool to create assessments. If you ask ChatGPT to create questions on a certain level of Bloom’s taxonomy and an NQF1 level, it does so, but you still have to check for accuracy and correctness (E8).

				According to the findings of Ray (2023:138) and Sullivan et al. (2023:37), it is important to recognise the possible adverse effects, including the dissemination of false information, which may obstruct the cultivation of vital graduate skills and encourage superficial learning. Therefore, it is crucial to take proactive measures to mitigate such risks and ensure that the information provided is accurate. 

				The fourth sub-theme referred to the overuse of Gen-AI tools. Interestingly, from the 10 participants, eight indicated 

				
					
						1	NQF (National Qualifications Framework) levels refer to levels of complexity in learning and qualifications. Each NQF level is designed to reflect the relative difficulty, depth, and sophistication of the knowledge, skills, and competencies that a student is expected to demonstrate for a specific qualification.

					
				

			

		

	
		
			
				237

			

		

		
			
				Chapter 7

			

		

		
			
				that an overreliance on technology is a significant challenge in their respective contexts, making it the most crucial challenge in the findings. In addition, Grassini (2023:3 of 13) highlights the potential risk of students becoming overly dependent on Gen-AI tools. However, instead of prohibiting or suppressing the growth of Gen-AI, as some institutions do, Grassini suggests that educators accept and integrate it wisely and effectively in their teaching. Nevertheless, this may require a well-planned, strategic, and balanced approach that prioritises teaching students independence rather than being dependent on these technologies. The following examples serve as participants’ responses:

				Overuse of AI tools may make students dependent on technology for learning, impacting their capacity for critical thought and problem-solving. There’s a risk that students may use these tools as a crutch rather than developing independent learning abilities. Some end up being too lazy to search for information (E1).

				Significant concerns revolve around the fact that students may simply ask AI tools to complete assessment tasks and submit them for grading without doing meaningful research and work themselves. This then means that they will not learn anything but that AI tools will generate responses for them to the questions that the facilitators would have posed. Linked to the aforementioned is the concern that AI tools may cause students to be passive thinkers who just take information as it is given to them without critically processing it (E10).

				The risk of plagiarism when using AI tools in education, as raised by participants, led to the fifth sub-theme. In this regard, authors such as Tlili et al. (2023:10 of 24) confirm that it is easy to copy and paste information provided by Gen-AI tools without referencing the technology, which leads to plagiarism and may breed laziness among students. Grassini (2023:5 of 13) adds that plagiarism has become a significant worry because of the extensive use of digital tools. Using someone else’s work without proper acknowledgement indeed raises serious questions about the academic integrity of the educational system. What makes 
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				the situation even more complicated is that, in some cases, AI detection tools struggle to identify cases of plagiarism (Grassini 2023:5). Adding to the complexity of plagiarism, was a comment from participant E3, as a school teacher: 

				Plagiarism is a challenge, as I fear that my learners might be using AI tools for copying since they are allowed to bring phones to school. There is no mechanism put in place to check plagiarism on written content.

				The above concern implies that students might copy information provided by Gen-AI tools on their mobile phones and write it down as their own. Participant E8 implied that most educators are aware of this challenge:

				I think my concern is the same as everyone else’s concerns, of which the most important one is plagiarism.

				The last sub-theme relates to ethics and revolves around the critical issue of data privacy and security. Although only participant E6 raised the challenge, the seriousness of this challenge needed a separate sub-theme and thus a discussion. When ChatGPT was questioned about the origin of the data it provides, it revealed that it extracts data from various sources, including websites, open books, and other educational resources that form its pre-existing knowledge base. Additionally, it uses real-time data, such as the weather or sports events and incorporates texts it has been trained on, along with information provided by users during ChatGPT conversations (OpenAI 2024). This means that in an educational context, educator and student data are at risk of being used for misuse of data, noneducational purposes, and without acknowledgement. This calls for an urgent need to address data privacy and security concerns. Confirming this, participant E6 stated:

				The usage of AI chatbots raises serious ethical concerns since it may lead to the gathering and use of student data without the students’ knowledge or consent.
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				Although this was not part of the question, some participants offered possible solutions to these concerns, and this led to the third theme in this study. 

				Possible Solutions to some of the Concerns

				The first solution provided, relates to relevant policies as well as the need for AI literacy training:

				Academic institutions must be proactive in their use of AI tools for both facilitators and students. Institutions must harmonise their policies and address AI. First, it needs to be clear whether AI tools are permitted or not. Also, if they are not permitted, it should be communicated to students what will happen if a student is discovered using it, and if it is permitted, what exactly is permissible. Training facilitators and students is imperative on how to utilise AI tools and discussing the benefits and drawbacks of employing AI tools (E5).

				The next two possible solutions provided, indicated that both these participants were using ChatGPT and encouraged their students to also use it. Both participants implied that they provided guidelines on how their students should use Gen-AI tools in their classes:

				Practically, I advise my students that I am one of the first in our institution to use and publish on ChatGPT so they should learn from it and not copy information from it verbatim for me. That puts them on their toes (E9).

				I believe we can somewhat prevent overreliance on AI. Various teaching techniques could be employed, including brainstorming sessions, group discussions, and problem-solving activities. This strategy can aid in developing students’ critical thinking and decision-making skills. I like to raise awareness of the biases, mistakes, and restrictions that AI technologies may have. Students are also encouraged to collaborate with each other, participate in peer reviews, and offer criticism. This will foster a sense of connection and engagement that AI systems cannot imitate. This will clarify 
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				to students the significance of utilising AI technologies as a supplement, not a replacement (E8).

				Conclusion

				The purpose of this chapter was to report on educators’ perceptions of the benefits and challenges of Gen-AI tools in their respective educational contexts. Based on an interpretative paradigm, we used an exploratory case study design to analyse the responses to questions on the discussion forum of a master’s module in education. The study provides valuable insights from educators who actively engage with Gen-AI tools. The most prominent benefits identified were that these digital tools can provide individualised, 24/7 guidance and support and lesson content. They also shared that these tools can assist with simplifying language, a unique benefit that could not be found in previous studies. Furthermore, Gen-AI tools provide opportunities for active involvement. They save time and make information and knowledge accessible. The participants’ main challenges were that the technologies could provide biased information, lead to decreased human interaction and lack EI. Additionally, it could provide inaccurate information and has a risk that students can over-rely on these tools. They further identified the risks of plagiarism and data privacy and security as challenges. Lastly, some participants provided guidelines on how these technologies could be approached and how the risks could be mitigated. These guidelines focused on the need for policies and AI literacy training, setting an example and providing guidelines to students in the use of Gen-AI. An additional important point raised was that Gen-AI tools should complement, and not replace, the human elements of teaching and learning, ensuring a wholistic and inclusive educational approach. 

				While the study provides important insights, it comes with limitations that must be considered. The main limitation of this study is the small number of participants and specific context in which they were studied. It is possible that if a different sample had been used, the findings could have been different. Additionally, the study relied on a single instrument and self-
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				reported data, which may not have provided a comprehensive understanding of the responses. As a result, more empirical research with the same and different groups and different instruments could lead to a deeper understanding of how Gen-AI tools can be used to benefit all its users equally, ultimately leading to improved learning outcomes. 
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				Chapter 8

				Artificial Intelligence such as Generative Pretrained Transformer: Reimagining Online Assessment Methods

				Elize C. du Plessis 

				Department of Curriculum and Instructional StudiesUniversity of South Africa Pretoria, South Africa

				Introduction

				Online assessment techniques have become increasingly popular recently, especially with the rise of COVID-19 (Coronavirus disease of 2019), since they offer practical and effective ways to access knowledge, skills, and competencies. 2023 will go down in history as the year in which AI (artificial intelligence) – more significantly, LLMs (large language models) – and their brazen poster child, ChatGPT (chat generative pre-trained transformer), have revolutionised everything (Bekker 2024). The introduction of advanced LLMs like ChatGPT, developed by OpenAI, can potentially transform online assessment significantly. However, while there are ongoing discussions about ChatGPT, more practical examples need to be provided to showcase its utilisation in online assessments. It is crucial to shed light on the assessment process, as many students focus solely on passing exams rather than embracing the learning experience throughout the year, leading to a disconnect between the process and the outcome (MacGregor 2023).

				Thanks to the swift growth of AI, the current field of education has access to brand-new, cutting-edge solutions. ChatGPT, a LLM that can create text that resembles human language and participate in interactive conversations, is one 
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				such technology. Incorporating ChatGPT and other related LLMs replaces intriguing opportunities and challenges as online assessment becomes more common. Combining AI and LLMs like ChatGPT introduces a revolution in online assessment. AI-powered applications enable automated grading and individualised feedback and improve efficiency (Celik, Dindar, Muukkonen, & Järvelä 2022:617). However, integrating AI-powered tools raises concerns and challenges about the fairness, validity, and originality of material accessed in online learning environments (Hoyos 2023). For instance, ChatGPT is built on OpenAI ChatGPT 3, which can create narratives, develop computer codes, translate and complete calculations, and autofill images (Rudolph, Tan, & Tan 2023:342). This chapter examines the potential effects of adopting ChatGPT in online assessment by considering its benefits and potential drawbacks for educators and institutions. The chapter also suggests potential answers to address these problems and propose strategies for online assessment.

				Conceptual Framework

				Understanding ChatGPT and Online Assessment 

				GPT is a LLM utilised in various NLP (natural language processing) applications, including ChatGPT (Dheda 2023). GPT plays a vital role in ChatGPT by enabling the chatbot to generate responses that closely resemble human language when users interact with it. ChatGPT is a specific variation of GPT 3, an LLM developed by OpenAI (Cotton, Cotton, & Shipway 2023:1 of 12). Since its introduction in November 2022, ChatGPT has attracted much interest from the tech and media sectors. The transformer design is the foundation for GPT 3, which has become widely used in various NLP tasks (Cotton, Cotton, & Shipway 2023:1 of 12). With 175 billion parameters, GPT 3 stands out for its massive size, making it one of the most essential LLMs on the market today (Gpt Generative Pretrained Transformer, Thunström, & Steingrimsson 2022:3 of 7; Sümer 2023:2). It is well known for its ability to perform a wide range of language-related tasks, including translation, summarisation, question answering, and 
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				text generation, frequently with little to no specialised training needed for each task.

				Since its introduction, GPT 3 has been used in several fields, such as language translation, content creation, and language modelling. It is noteworthy that GPT 3 has proven to be highly accurate at translating across languages and producing cohesive and educational summaries of significant publications (Brown, Mann, Ryder, Subbiah, Kaplan, Dhariwal, Neelakantan, Shyam, Sastry, Askell, Agarwal, Herbert-Voss, Krueger, Henighan, Child, Ramesh, Ziegler, Wu, Winter, Hesse, Chen, Sigler, Litwin, Gray, Chess, Clark, Berner, McCandlish, Radford, Sutskever, & Amodei 2020:7). Furthermore, GPT 3’s ability to comprehend and react to natural language inputs has been demonstrated by the development of chatbots that can talk with people and answer enquiries. The excellent abilities of GPT 3 have drawn much interest and inspired discussions on the prospective applications and effects of AI in language processing (Cotton et al. 2023:1 of 12).

				Hsuan-Tien Lin, a professor in the Department of Computer Science and Information Engineering at NTU (the National Taiwan University), argues that when introducing ML (machine learning) to information retrieval or other fields, ‘we need to be careful in understanding what the technique is about to ensure the best use’ (Sharma 2024). Instead, many researchers rush to use ML without comprehensively understanding its techniques and limitations. They may not think clearly about training, validation, and test sets and ‘end up with a rough instead of a rigorous use of machine learning methods’ (Chih-Jen Lin, quoted in Sharma 2024). Sharma (2024) notes that ‘[t]he phenomenon of rough use of machine learning methods is common and sometimes unavoidable. AI moves quickly from research laboratories to real-world applications, yet ML models that work well in the laboratory can fail in real-world use, with essential consequences.’

				It is crucial to understand ChatGPT’s capabilities and constraints to gauge its possible influence on online assessment now that it is built on GPT 3.5 or GPT 4. Section 2 will give an overview of ChatGPT, highlighting its ability to produce 
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				contextually appropriate responses and its potential to participate in interactive conversations. It also presents the idea of online assessment, which has grown in acceptance due to its practicality and scalability, underscoring the requirement for efficient and flexible assessment techniques.

				The Benefits of ChatGPT in Online Assessment 

				Language formats like ChatGPT bring many advantages to online chat practice. One of the main advantages is the automatic grading, which allows for a better analysis of student responses. This feature allows for immediate feedback, thus reducing the workload of teachers (Wong 2023). In addition, ChatGPT can adapt to the needs of individual students, providing a personalised assessment that accommodates different learning styles and abilities (Ahmad 2023). The potential time and cost savings resulting from automated labelling can benefit educational institutions. Overall, ChatGPT provides benefits such as quick response, personalised viewing experience, and classification, helping to improve online viewing behaviour.

				The type of language that AI provides has great value in supporting asynchronous communication. This ability allows students to participate in discussions and ask questions without the importance of real-time interaction, increasing students’ collaboration (Bhosale, Pujari, Pujari, & Multani 2020:227; Li & Xing 2021:186, 187, 209). In addition, ChatGPT can improve communication between students by creating virtual different students, allowing them to work together (Lewis 2022:202). This promotes a sense of teamwork and collaboration among students. In addition, ChatGPT helps distance learning, which is especially useful for students who cannot attend physical classes due to health problems or other restrictions (Barber, Bird, Fleming, Titterington-Giles, Edwards, & Leyland 2021:106). These benefits demonstrate ChatGPT’s ability to improve student engagement, collaboration, and accessibility in educational settings.
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				Limitations of ChatGPT and Similar Language Models

				Ensuring the accuracy and validity of the monitoring process is very important. However, the integration of ChatGPT and similar language versions and projections introduce some challenges and weaknesses that must be addressed. One concern is bias because of the feedback from these types; the data may contain internal disturbances (Cotton et al. 2023:1 of 12). This raises questions about the validity and impartiality of the surveys conducted using AI-based tools.

				Another challenge is the need for a more contextual understanding by LLMs like ChatGPT. While they excel at generating human-like text, they may need help to fully comprehend a given assessment task’s nuances and specific context, potentially leading to inaccurate or inappropriate responses (Hoyos 2023). This limitation poses a risk to the validity of assessments that require a deep understanding of complex subject matter.

				Furthermore, assessing higher-order thinking skills, such as critical thinking and creativity, can be challenging for AI-powered assessment tools. These skills often require complex reasoning and synthesis of information, which may require more work for current LLMs to accurately evaluate (Cotton et al. 2023:1 of 12). Thus, there is a need for careful consideration and development of appropriate assessment strategies that align with the desired outcomes.

				Addressing these challenges and limitations is crucial to ensure the integrity and effectiveness of AI-powered assessments. Strategies such as fine-tuning models, incorporating human oversight, and continuous improvement of the training data can help mitigate biases and enhance contextual understanding. Additionally, exploring alternative assessment methods that capture higher-order thinking skills may be necessary to complement the capabilities of LLMs like ChatGPT.

				According to Marr (2023), Chowdhury and Rahman (2023:7-10), and Karthikeyan (2023:284), ChatGPT has several drawbacks:
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				Insufficient common sense: ChatGPT lacks human-level common sense and background knowledge despite its ability to produce human-like responses and have access to a tremendous amount of information. As a result, it could sometimes give illogical or incorrect answers to particular queries or circumstances.

				Lack of EI (Emotional Intelligence): ChatGPT lacks accurate EI, even though it can provide sympathetic replies. It is challenging to recognise tiny emotional cues or react correctly in emotionally charged circumstances.

				Contextual understanding limitations: ChatGPT has trouble comprehending context, especially regarding humour and sarcasm. It may be challenging to understand the subtleties of human communication, even though it is proficient in language processing. Consequently, it may be unable to decipher the intended meaning of amusing or caustic messages, resulting in inappropriate or irrelevant answers.

				Having trouble creating long-form, structured content: ChatGPT currently produces long-form, structured content. Although it may generate grammatically sound and meaningful phrases, producing lengthy content that follows particular formats, patterns, or narratives might be challenging. ChatGPT is therefore better suited to producing succinct content, such as summaries, bullet points, or succinct explanations.

				Multitasking limitations: ChatGPT functions best when concentrated on a single job or goal. It is challenging to prioritise activities when given several at once, which lowers accuracy and efficacy.

				Potential for biased responses: Because ChatGPT is trained on a sizable dataset that might include biases or prejudices, it may inadvertently produce biased or discriminatory responses.

				Limited knowledge: ChatGPT cannot acquire all human knowledge, even if it can access a substantial amount of data. It could have trouble responding to enquiries on highly specialised or narrow subjects, and it might not be current on the latest advancements or modifications in particular domains.
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				Grammar and accuracy problems: ChatGPT’s sensitivity to misspellings, typos, and grammatical errors is currently restricted. Furthermore, it could generate theoretically valid responses that are inaccurate or irrelevant in the context. This restriction is especially noticeable when handling specialist or sophisticated data where precision and accuracy are essential. It is best to use other methods to confirm the data produced by ChatGPT.

				Awareness of these limitations is essential to evaluate ChatGPT’s outputs critically and take the necessary steps to verify the information it provides. It is crucial to acknowledge and understand the significant limitations and drawbacks of ChatGPT despite its highly advanced capabilities. AlZu’bi, Mughaid, Quiam, and Samar (2023:3), as well as Hoyos (2023), highlight the following challenges and caveats associated with these models, particularly in an educational setting:

				Reliability and accuracy: ChatGPT is imperfect and may occasionally give inaccurate or deceptive information. Teaching students how to assess and validate their work critically by utilising additional trustworthy sources is essential.

				Bias: ChatGPT may produce biased results that reinforce negative stereotypes or prejudices because it is trained on data that may contain biases.

				Dependency: Students who rely too much on ChatGPT may find it challenging to analyse critically, solve challenges, and actively participate in class content. They could grow unduly reliant on the model for solutions and responses.

				A lack of creativity: Students may be deterred from applying their creative thinking and problem-solving skills if they use ChatGPT to write assignments or create presentation slides. It might discourage their creativity and prevent them from honing their abilities.

				Security and privacy: ChatGPT presents security and privacy issues in the classroom. Sensitive information may be shared or leaked, so the proper security measures must be taken.
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				Cheating: ChatGPT may be abused for academic dishonesty, including directly copying sample responses or plagiarism. It makes maintaining fair evaluation procedures and academic integrity more difficult.

				Technical troubles: ChatGPT may experience technical problems like software compatibility or network connectivity concerns. These technological hiccups could negatively affect the learning environment in the classroom and make it more challenging to integrate the model.

				Integrating ChatGPT and similar LLMs into online assessments requires careful consideration of the risks associated with security, privacy, and academic integrity. Safeguards should be implemented to address cheating, collusion, and unauthorised access to the models.

				Professional Development and Training for Educators 

				It is increasingly difficult for expert educators to teach, especially if we look at online assessment. Educators need appropriate professional development and training to leverage ChatGPT and similar LLMs in online assessment effectively. This section emphasises equipping educators with the necessary skills to effectively understand and use AI-powered assessment tools. Professional development programmes can focus on AI literacy, assessment design, understanding model limitations, and promoting ethical practices in online assessment.

				Improved Question-Answering Abilities

				ChatGPT and similar LLMs exhibit exceptional skills in answering questions, empowering them to effectively comprehend and address various inquiries. Integrating these models into online assessments can introduce more interactive and dynamic question formats. This would enable students to receive personalised responses and immediate feedback, fostering an enhanced assessment experience that encourages deeper learning (Lin, Cao, Zhang, Chen, Hong, Xu, & Tan 2022).
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				Personalised Assessments

				LLMs such as ChatGPT hold promise in facilitating personalised assessments by adapting the difficulty level and content of questions to align with each student’s performance and learning requirements (Sümer 2023). Through analysing students’ responses, these models can generate suitable follow-up questions, allowing for a more precise assessment of their knowledge and abilities. By employing personalised assessments, a more precise depiction of students’ capabilities can be achieved, along with targeted interventions to facilitate their improvement.

				Automated Evaluation and Feedback

				One of the notable impacts of LLMs on online assessments is their potential for automated evaluation and feedback. ChatGPT and similar models can analyse students’ responses, detect patterns, and provide immediate feedback on objective and subjective questions. Automated evaluation saves educators time, allowing them to focus on other teaching aspects while providing timely feedback to students and facilitating quicker learning iterations (Messer 2022).

				Mitigating Bias and Standardising Assessments

				Online assessments often encounter challenges associated with bias and subjectivity in grading. LLMs can assist in addressing these concerns by offering standardised and objective evaluation criteria. Training the models on diverse datasets and adhering to ethical guidelines make it possible to reduce assessment bias and ensure equitable evaluation for all students. However, caution must be exercised to prevent the incorporation of any existing biases present in the training data (Cotton et al. 2023:9 of 12).

				Opportunities/Implications for Educators

				ChatGPT could offer many opportunities for HE (higher education) students and educators. The next sections describe the vital opportunities of ChatGPT for HE (Farrokhnia, Banihashem, Noroozi, & Wals 2023:4-6 of 15).
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				Increasing Accessibility of Information

				ChatGPT can provide instructors and students convenient access to information in various subjects and platforms (such as websites or smartphone apps). Additionally, because it allows for a written response rather than merely a list of sources, it is a more effective tool than conventional search engines. Students can more easily and quickly access fine-grained information thanks to ChatGPT’s ability to locate and summarise pertinent material (Cascella, Montomoli, Bellini, & Bignami 2023:2). From a teaching standpoint, ChatGPT can free up students’ access time so they can read and think critically longer about the assigned material. Educators can find and create suitable teaching materials with the help of ChatGPT. With a set of parameters and restrictions, it can also assist them in creating lesson plans for instruction (Zhai 2022:5 of 18). For instance, based on CAPS (the South African curriculum and assessment policy statement), the author requested that ChatGPT develop a lesson plan for Grade 10 Life Orientation. The following plan, which centres on the subject of Career development and planning, was produced in a matter of seconds:

				Grade Level: Grade 10

				Subject: Life Orientation

				Topic: Career Development and Planning

				Duration: 2 lessons (90 minutes each)

				Lesson 1: Exploring Career Options

				Objective: By the end of this lesson, students should be able to identify and describe various career options and understand the importance of career planning.

				Materials Needed: 

				Career pamphlets, books, or online resources.

				Whiteboard and markers.

				Computer and projector (optional).
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				Lesson Structure:

				Introduction (15 minutes):

				Welcome the students and explain the lesson objectives.

				Discuss why career planning is essential and how it can impact their future.

				Activity 1: Career Exploration (30 minutes):

				Divide the class into small groups.

				Provide each group with career pamphlets, books, or access to online career resources.

				Instruct students to research and identify at least three different careers they find interesting.

				Ask each group to prepare a short presentation about these careers, including job descriptions, qualifications, and potential earnings.

				Groups present their findings to the class.

				Discussion (20 minutes):

				Lead a class discussion on the career options presented.

				Encourage students to share their thoughts on which careers appeal to them and why.

				Discuss the importance of considering personal interests, skills, and values when choosing a career.

				Homework (5 minutes):

				Assign students to write a short reflection on one career they found exciting and why they think it might be a good fit.

				Lesson 2: Career Planning and Goal Setting

				Objective: By the end of this lesson, students should be able to create a basic career plan and set achievable career goals.

				Materials Needed:

				Whiteboard and markers.

				Career planning worksheets (prepared in advance).

				Computer and projector (optional).
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				Lesson Structure:

				Introduction (10 minutes):

				Review the previous lesson’s key points about career exploration.

				Activity 1: Career Planning (40 minutes):

				Distribute career planning worksheets to each student.

				Guide students through the process of creating a basic career plan, which should include:

				Their career goals (short-term and long-term).

				The steps they need to take to reach those goals.

				Necessary qualifications and skills.

				Potential challenges and how to overcome them.

				Encourage students to think about the importance of education and training in their chosen career paths.

				Discussion (20 minutes):

				Ask students to share their career plans with the class.

				Discuss the importance of setting SMART (Specific, measurable, achievable, relevant, time-bound) goals.

				Talk about the role of perseverance and adaptability in achieving career goals.

				Conclusion (5 minutes):

				Summarise the lesson’s key points and emphasise the importance of continuously revisiting and updating their career plans.

				Homework (5 minutes):

				Assign students to refine their career plans based on class discussion and to set specific, measurable short-term goals to work towards in the coming weeks.

				Assessment:

				Assessment for this unit could include reviewing students’ career plans and the goals they have set for themselves, as well as their participation in class discussions and activities.
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				This lesson plan should help Grade 10 learners to start their journey towards understanding different career options and the importance of planning and setting goals for their future careers. The challenge is for educators to critique the lesson plan from what is to what ought to be. 

				Facilitating Complex Learning

				Previous research has highlighted the potential of AI tools in supporting the development of complex learning tasks, including language learning (Jia, Sun, Ma, & Looi 2022:2, 3 of 18) and critical thinking (Hapsari & Wu 2022:444). ChatGPT, as an ITS (intelligent tutoring system), shares this potential by offering personalised instruction and feedback to students regarding complex tasks such as academic writing skills (Zhai 2022:10 of 18) and programming skills (Biswas 2023:11). Additionally, ChatGPT has demonstrated its ability to stimulate critical thinking in students by presenting them with tailored sets of questions based on their proficiency level (Cotton et al. 2023:2, 5 of 12). 

				Acting as an intelligent conversational agent, ChatGPT also provides valuable opportunities for students to enhance their argumentation skills through low-stakes practices. For instance, students can present their points of view while asking ChatGPT to take the opposite side, engaging in a debate-like conversation (Bayat, Banihashem, & Noroozi 2022:350). Moreover, like other pre-trained language representation models (cf. Jia, Cui, Xiao, Liu, Rashid, & Gehringer 2021:6), ChatGPT can assist students in evaluating peer assessments, enabling them to enhance their feedback-giving abilities.

				Decreasing Teaching Workload

				ChatGPT possesses significant potential to reduce educators’ workloads substantially. As an example, it can be utilised as a feedback tool to guide students’ tasks, essays, and assignments (Qadir 2022:1). By engaging ChatGPT, educators can request the formation of diverse test formats, including open-ended questions, multiple-choice questions, or even rubrics for evaluating students’ assignments (Zhai 2022:1, 2, 6 of 18). In the realm of text-based courses, ChatGPT could be employed for the 
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				automated grading of assignments, offering a beneficial solution (Cotton et al. 2023:3 of 12). Additionally, educators can efficiently provide students with timely feedback on their essays (Mizumoto & Eguchi 2023:2 of 40).

				Challenges of Online Assessment in Higher Education

				The emergence of ChatGPT and related chatbots offers the industry yet another chance to consider why and how it evaluates – and what HE is for. ChatGPT poses an existential danger if the goal of HE is for students to learn and summarise a body of information, with certification obtained through assessment. If institutions are no longer able to firmly claim that the texts evaluated by scholars were actually written by their students, the market worth of credentials is directly endangered.

				Even though ChatGPT and other LLMs have ample potential advantages for evaluation in HE, there are also some significant obstacles that they might present. The potential for plagiarism is one issue when utilising GPT 3 for HE assessments. AI essay-writing programmes are created to produce essays in response to prompts or other conditions. This implies that students might submit writings that are not their own, in this way cheating on their assignments by using these systems (cf. Dehouche 2021:18). This could ultimately result in a devaluation of degrees and undercuts HE’s core mission of challenging and educating students. 

				Another challenge is that some students could use GPT 3 to unfairly advantage themselves over others. For instance, if a student utilises GPT 3 to produce high-quality written assignments, they may have an unfair edge over their peers who lack access to the model. This situation could result in disparities in the evaluation process.

				It may be challenging to differentiate between a student’s writing and the output created by a chatbot application. Educators might struggle to effectively evaluate the student’s grasp of the material when they employ a chatbot to answer their questions. This is because the replies generated by the chatbot do not truly 
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				reflect the student’s comprehension level (Cotton et al. 2023:3 of 12).

				Discussion and Strategies on the Use of ChatGPT in Online Assessment

				An essential component of HE is assessment, used to gauge students’ learning and development. A vast array of learning outcomes, including knowledge, abilities, and attitudes can be evaluated using a variety of assessment formats, such as exams, papers, projects, and presentations. Developing customised tests is one possible use for GPT 3 in HE. According to each student’s unique requirements and skills, GPT 3 could be used to create tailored tests or quizzes (Barber et al. 2021:24; Zawacki-Richter, Marín, Bond, & Gouverneur 2019:4). GPT 3 could be used to develop questions that are specific to each student’s level of proficiency and that challenge them to exhibit their knowledge and skills, which could be especially helpful in courses that emphasise language skills or critical thinking (Bommasani, Hudson, Adeli, Altman, Arora, Von Arx, Bernstein, Bohg, Bosselut, Brunskill, Brynjolfsson, Buch, Card, Castellon, Chatterji, Chen, Creel, Davis, Demszky, Donahue, Doumbouya, Durmus, Ermon, Etchemendy, Ethayarajh, Fei-Fei, Finn, Gale, Gillespie, Goel, Goodman, Grossman, Guha, Hashimoto, Henderson, Hewitt, Ho, Hong, Hsu, Huang, Icard, Jain, Jurafsky, Kalluri, Karamcheti, Keeling, Khani, Khattab, Koh, Krass, Krishna, Kuditipudi, Kumar, Ladhak, Lee, Lee, Leskovec, Levent, Li, Li, Ma, Malik, Manning, Mirchandani, Mitchell, Munyikwa, Nair, Narayan, Narayanan, Newman, Nie, Niebles, Nilforoshan, Nyarko, Ogut, Orr, Papadimitriou, Park, Piech, Portelance, Potts, Raghunathan, Reich, Ren, Rong, Roohani, Ruiz, Ryan, Ré, Sadigh, Sagawa, Santhanam, Shih, Srinivasan, Tamkin, Taori, Thomas, Tramèr, Wang, Wang, Wu, Wu, Wu, Xie, Yasunaga, You, Zaharia, Zhang, Zhang, Zhang, Zhang, Zheng, Zhou, & Liang 2021:29).

				Developing interactive, game-based tests is another possible use for GPT 3 in HE. Chatbots or virtual assistants that push students to solve challenges or respond to enquiries using natural language interaction could be developed using 
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				GPT 3. In addition to teaching students useful communication and problem-solving skills, this might be an entertaining and exciting opportunity for them to demonstrate their knowledge and abilities. Students can receive personalised answers to their enquiries and instant feedback from chatbot applications. These chatbots may also personalise the educational process by suggesting books and websites based on students’ interests and requirements. To help students better understand the topic, chatbot applications can also offer educational resources like study guides and lecture notes (Perez, Massey-Allard, Butler, Ives, Bonn, Yee, & Roll 2017:290; Cotton et al. 2023:2, 7 of 12).

				A more effective and individualised learning experience could be made possible by using ChatGPT to assess assignments and give students feedback in real-time (Gao 2021:322-324; Cotton et al. 2023:3, 5 of 12; Zawacki-Richter et al. 2019:4). GPT 3, for instance, might be used to grade essays and other written work, freeing up educators to concentrate on higher-level duties like giving students feedback and support. Additionally, GPT 3 could be used to grade tests or quizzes more rapidly and precisely, giving students feedback in real-time (Cotton et al. 2023:2 of 12).

				Due to the difficulties in assessing student submissions generated by ChatGPT, there are various strategies that educators can employ to address these issues. As a starting point, instructors can offer comprehensive and explicit guidelines to students organising their assignments (Barile 2023). They might also utilise straightforward and specific language, reiterate instructions detailing the objective of the task, and include examples. This approach can help to ensure that assignments are composed in a more organised and logical fashion. Additionally, educators can implement a rubric to assess the quality of students’ work. Rubrics establish a clear set of evaluation criteria for measuring performance across various activities, including assignments, presentations, and overall productivity. Rubrics typically include criteria, performance levels, and descriptors (Leadership Workshop 2012). This approach aids in accurately evaluating a student’s effort and comprehension of the subject matter. Additionally, educators are able to apply automated and manual assessment methods to gauge the student’s grasp of the material 
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				(Cotton et al. 2023:5 of 12). This ensures that the true extent of the student’s understanding is effectively assessed.

				Additionally, academic personnel should search for linguistic abnormalities or patterns: Because chatbots frequently have low language skills, they may produce more human-like content, contain repetitious words or phrases, or use strange or inconsistent terminology. One way to determine whether a chatbot created a piece of writing is to look at its language (Sümer 2023).

				Chatbots cannot generate novel concepts or conduct original research. Consequently, it is doubtful that material produced by a chatbot will contain accurate citations or references to sources (Gewirtz 2023). One way to determine if a chatbot wrote a piece of work is to look at its sources and citations. Educators therefore ought to verify originality. Chatbots cannot produce original work. As a result, anything produced by a chatbot is probably going to be rather similar to previously published sources. It is possible to determine whether a chatbot most likely created a piece of writing by using plagiarism detection software or manual examination to check for originality (Gewirtz 2023). 

				Although LLMs can produce writing that makes sense, they might only sometimes do so. Examining the essay for factual mistakes or discrepancies may reveal that it was written by a machine (Cotton et al. 2023:5 of 12). The educator should also check grammar and spelling: AI-generated writing may be more error-free than human writing, which may contain typos and grammatical faults. However, the quality of the LLM and the input data used to train it can affect this (Sümer 2023). 

				It is advisable to employ language analysis tools because some of them (like the GPT 2 output detector demo) are made to examine written work and identify patterns or abnormalities that could suggest that a chatbot created the work (Cotton et al. 2023:4 of 12; Sümer 2023).

				When creating scenarios for real-world case study-based tests, academic users may also find it very useful, particularly if students utilise ChatGPT to create the unique situation to which their test would react (Saunders 2023). Since the exam is custom-
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				made and student-generated, all of these requirements help to ensure its validity and guard against plagiarism and other academic integrity violations.

				A few crucial tactics can be used by university personnel to create tests that discourage or limit students’ use of ChatGPT. One strategy is to design tests that demand students to show their ability to think critically, address challenges, and communicate. For instance, educators could create exams that require students to participate in group debates, presentations, or other interactive activities that require applying their knowledge and skills instead of just asking them to write an essay on a given subject. This would encourage critical thinking and self-directed learning while making it more challenging for students to finish tasks using ChatGPT or other LLMs.

				Accurately citing and referencing other people’s work is expected of academic writing, including in-text citations and a list of references after the work. This promotes the legitimacy and dependability of the research and aids in acknowledging the original writers. Because ChatGPT and other LLMs might not have access to the same information sources or could need to be configured to style citations and references correctly, their output might need to contain proper referencing.

				Developing open-ended tests and promoting creativity and originality are further tactics. Educators could, for instance, provide tests that require from students to formulate their research topics, to formulate and support their positions, or to come up with unique ideas and exercise critical thought. As a result, students may find it more challenging to use ChatGPT to finish their assignments. Lastly, to ensure that students are not using LLMs during assessments, the educator should employ proctored or real-time exams (Cotton et al. 2023:5 of 12). 

				There are numerous intriguing instances of ChatGPT’s possible applications, fantastic usage, and benefits in the academic setting. Among them are the following:

				Automated grading and feedback: ChatGPT can score test responses, essays, and assignments and give students tailored feedback.
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				Question-answering tool: By allowing students to utilise ChatGPT to ask questions and get information about course materials, educators can save time by not having to repeatedly respond to the same questions.

				Writing and language coaching: Students can enhance their language and writing abilities by using ChatGPT’s writing, grammar, and vocabulary recommendations.

				Study aid: By offering explanations and responding to enquiries with remarkable speed and accuracy, ChatGPT can assist students to comprehend and retain information.

				Group projects: By assisting students in working together on idea generation, research, planning, and organisation, ChatGPT can support group projects.

				Presentation tool: ChatGPT can produce presentation slides and other materials, assisting students in effectively expressing their thoughts.

				Virtual tutoring: For students who require more assistance, particularly those enrolled in online or distant learning environments, ChatGPT can offer virtual one-on-one tutoring (Hoyos 2023). ChatGPT is a tool that facilitates communication and can be used as a peer in education because learning can take place asynchronously, without people physically meeting in person.

				In light of these, educators could use ChatGPT in various ways to push students to acquire and hone their personal critical thinking abilities.

				First, with questions like ‘How could you apply your past knowledge and abilities to address this new challenge?’ students are encouraged to think critically and solve difficulties by asking follow-up questions like ‘What strategies would you use to overcome any obstacles?’ Second, educators can routinely evaluate students’ strengths and areas for improvement by utilising ChatGPT to build quizzes and assessments that gauge students’ comprehension of the subject matter. Third, ChatGPT may create assignments that are differentiated based on the requirements and skills of each student, giving them progressively more complex assignments to push them. To provide students 
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				with high-quality examples, ChatGPT can also generate samples of excellent responses to tasks and assignments (Viljoen 2023).

				Students in HE must actively engage with the material, critically reflect on their experiences and perspectives, relate the material to their personal and professional objectives, and synthesise new ideas and information to make meaning from it. Writing about their comprehension, applying what they have learnt to real-world situations, making visual aids or summaries, and discussing the learning material with others are some of the activities. Additionally, students’ perspectives can be widened and their knowledge deepened by actively searching and exposing them to various viewpoints.

				LLMs significantly impact traditional teaching and learning approaches, and this development has led to a shift towards more experiential and student-centred learning approaches. Project-based learning is one example, which pushes students to use their knowledge and abilities to address challenges and complete projects in the real world. As a result, project-based learning gives students a context for their abilities and teaches them how to use them in practical situations.

				Collaborative learning is another idea that is accomplished through teamwork and group projects. Students can use their knowledge and learn from one another in a dynamic and encouraging collaborative environment. Through practical and hands-on experiences like field excursions, job placements, and simulations, experiential learning (work-integrated learning) techniques enable students to apply their knowledge in real-world situations.

				Finally, since it can be argued that technology can be used as a tool to facilitate learning and problem solving, incorporating technology into the educational process –such as gamification, AI, VR (virtual reality), and AR (augmented reality) – is an additional component in achieving this change (Viljoen 2023).
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				Responses from Questions Posted to Online Educators: Strategies for Online Assessment

				The author sent five questions about ChatGPT and online assessment to 10 online educators. The answers can be summarised as follows:

				How can integrating ChatGPT in online assessments enhance the assessment of education and training programmes?

				ChatGPT can provide personalised and interactive student assessment experiences through the chatbot interface. The chatbot interface allows for real-time engagement in which students can demonstrate their knowledge and skills. ChatGPT can also simulate different types of classroom scenarios and can enable students to practise their instructional strategies and classroom management skills. This will provide a realistic and immersive assessment of their readiness to become effective educators. Furthermore, ChatGPT can offer immediate feedback – ChatGPT offers diverse perspectives when giving feedback. It can quickly assist both students and educators with quick prompts.

				What are the potential benefits and drawbacks of using ChatGPT for online assessment in education? 

				Using ChatGPT offers the following benefits: First, it can provide immediate and consistent feedback to students and enhance their learning experience. Second, it allows for assessing a wide range of skills, including communication, problem-solving, and critical thinking, which are crucial for effective teaching. Third, it can reduce the administrative burden on educators by automating grading and assessment processes. 

				The drawbacks may be the potential for biases in AI scoring that may not accurately reflect an educator’s abilities to assess students. Also, relying solely on LLMs for assessment may undermine the importance of human judgement and the contextual understanding educators must apply in real-life classroom settings. Moreover, ChatGPT might not consider the African context or perspective in which this continent’s educators operate. While it can be a valuable resource for fostering critical 
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				thinking skills, educators and tutors should be mindful that the chatbot’s knowledge might not fully align with the specific cultural, social, and educational nuances prevalent in South Africa and other African countries. It is crucial for educators and tutors to supplement ChatGPT’s insights with localised and culturally relevant content and discussions, ensuring that educator training programmes are inclusive and attuned to the unique needs and challenges faced by educators in the African context. 

				How can ChatGPT effectively assess and evaluate the critical thinking skills of educators teaching students in online settings?

				ChatGPT can provide various scenarios or case studies related to teaching and education. Students can use ChatGPT as a conversational agent to discuss and analyse the provided scenarios or case studies and demonstrate their critical thinking skills. Educators and tutors can use ChatGPT to pose open-ended questions or address challenges for students using essential strategies of thinking. By analysing the responses and interactions using ChatGPT, educators and tutors can assess students’ ability to think critically, analyse information, and provide well-reasoned arguments or solutions. The assessment should have assessment criteria that can be used to evaluate the responses of the student.

				What ethical considerations should educators consider when utilising ChatGPT for online assessment in educator training programmes?

				Educators should be aware of potential biases embedded in AI models, as these biases may unfairly advantage or disadvantage certain students, perpetuating existing inequalities. Ensuring that the AI system is trained on diverse and representative data is crucial to minimise bias. Second, privacy concerns arise when collecting and analysing data from students. Educators must obtain informed consent, protect sensitive information, and establish apparent data retention and usage policies to safeguard privacy.
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				Moreover, using LLMs may depersonalise the assessment process, potentially diminishing the importance of individualised feedback and human interaction in education. Educators must strike a balance between AI-driven assessment and personalised mentoring to maintain the quality of educator training. Additionally, transparency is vital. Educators should disclose the use of LLMs and its role in assessment to students, fostering trust and ensuring that they understand how their performance is evaluated.

				Lastly, educators must continuously monitor and evaluate the LLM’s performance to address emerging ethical concerns and adapt their practices accordingly. Overall, ethical considerations in using ChatGPT for online assessment in educator training programmes require a thoughtful and proactive approach to ensure fairness, privacy, transparency, and the preservation of personalised education.

				How can the use of ChatGPT in online assessment contribute to the professional development of aspiring educators and improve the quality of their training?

				ChatGPT can offer immediate and personalised feedback, enabling students to identify areas for improvement in real time. This continuous feedback loop fosters a more responsive learning process. It can also simulate various classroom scenarios, allowing trainees to practise their teaching skills in a safe and controlled environment. This experiential learning boosts students’ confidence and helps them to develop effective classroom management techniques. Additionally, ChatGPT can assess and guide soft skills such as communication, empathy, and adaptability, which are critical for successful teaching but are often challenging to evaluate objectively. Furthermore, the scalability of online assessment with ChatGPT means that a larger pool of aspiring educators can benefit from high-quality training resources and assessments. 

				The data collected from these assessments can inform programme improvements, ensuring that educator training is responsive to evolving educational needs. ChatGPT’s integration 

			

		

	
		
			
				268

			

		

		
			
				Artificial Intelligence Transforming Higher Education Vol. 2

			

		

		
			
				into online assessment has the potential to transform education, offering more tailored, immersive, and data-driven training experiences that can significantly improve the quality and effectiveness of educator training programmes.

				Conclusion

				Integrating advanced LLMs like ChatGPT into online assessments holds immense potential to revolutionise how we evaluate knowledge and skills. From adaptive assessments to automated grading and feedback, these models can enhance student and educator assessment experiences. However, careful attention must be given to addressing challenges such as bias, reliability, security, and privacy. Collaboration between researchers, educators, and policymakers is necessary to leverage the benefits of LLMs while upholding ethical standards and ensuring the fairness and validity of online assessments.

				Instead of marking the conclusion of HE, ChatGPT has offered the sector, and society at large, a valuable opportunity. This is a chance to create innovative and inclusive approaches to teaching, learning, and assessment that correspond with these new understandings. Additionally, many scholars argue that educators should integrate new technologies into the educational experience. Universities and faculty members can and ought to do just that with Gen-AI technology. They should investigate it, identify its limitations, evaluate its potential applications within the relevant disciplines or teaching contexts, and engage in discussions about all these aspects with students, who are likely already familiar with the technology.
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				Chapter 9

				Is ChatGPT Capable of Generating Accurate Information?Academics Employ Strategies to Prevent Academic Dishonesty at a Faculty of Education

				Micheal M van Wyk 

				College of EducationUniversity of South Africa Pretoria, South Africa

				Introduction

				AI is not a recent concept, as Isaac Asimov has already made his infamous robotic invention based on the Three laws of robotics and the science fiction book, I Robot (1950). Alan Turing extended AI research in the 1950s, which led UNESCO (United Nations Educational, Scientific, and Cultural Organisation) to recommend ethical considerations for using AI tools to prevent abuse, fraud, and security risks. Based on the principles of AI ethics, different AI tools were developed to minimise academic integrity risks. Those early years of exploring AI in HE (higher education) opened many opportunities and challenges to the sector. The rapid development of AI research is having a profound impact on HE. AI solutions have great potential to speed up progress towards the SDGs (sustainable development goals) and the Africa Agenda 2063 vision.

				Within the past decade, enormous strides have been made related to the effect of AI on education. According to Holmes, Bialik, and Fadel (2023:633), the application of Gen-AI (generative artificial intelligence) tools enhances education 
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				and has grown exponentially. Scholarly works have reported how Gen-AI affects tuition, research, assessment, ethics, and professional development in the HE sector (Zawacki-Richter, Marín, Bond, & Gouverneur 2019:23). On the other hand, Nemorin, Vlachidis, Ayerakwa, and Andriotis (2023:39) doubt the claims about the revolutionary potential of AI in education, stating that they are primarily based on conjecture, speculation, and optimism. Some scholars discuss whether Gen-AI tools can track learning progress in different situations and skills. However, at the time of exploring academic staff’s awareness of Gen-AI conversational tools in teaching and learning (Holmes et al. 2023:633), there have been studies conducted at IHEs (institutions of higher education) globally (Smolansky, Cram, Raduescu, Zeivots, Huber, & Kizilcec 2023; Peres, Schreier, Schweidel, & Sorescu 2023) but to a lesser extent in the African context (Baidoo-Anu & Ansah 2023; Mhlanga 2023; Van Wyk, Adarkwah, & Amponsah 2023:216). In November 2022, a tech company launched ChatGPT 3.5. This sophisticated AI-based conversational tool created a global movement with the characteristics of the infamous updated version, ChatGPT 3.5, which the tech company OpenAI developed. This app created a buzz around a Gen-AI tool that can mimic human responses to text prompts. ChatGPT grew faster than any other social media and became the fastest-growing app, but similar LLMs (large language model) emerged, like Claude2 and Llama2, as chatbots (Rudolph, Tan, & Tan 2023).

				ChatGPT’s advances have emphasised the importance of researching it in education. At a South African university, the author studied academic experiences with ChatGPT, a Gen-AI-based conversation tool. Some participants were exposed to and used Gen-AI tools like ChatGPT 3.5 to experiment with teaching and learning activities. This inquiry generated the following research questions: 

				Is ChatGPT capable of generating accurate information?

				What strategies do academics use to prevent academic dishonesty at a faculty of education? 
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				This study made three significant contributions to Gen-AI-based LLM research. Using Gen-AI in teaching is being studied, and it is contributing to that research. The study expands our understanding of Gen-AI, particularly ChatGPT 3.5 as a chatbot-based LLM in the faculty of education. Third, one should design strategies and create an awareness of detector tools to prevent academic dishonesty. Practical implications included policy revisions for ethics, tuition, and research. There is also a need for continuous professional development in the faculty of education.

				Literature Review

				AI-based Research’s Impact on the Future of Education 

				AI has made significant progress in education because of the pioneering work of Isaac Asimov and Allan Turing. This has led to using AI tools to promote advanced teaching and learning experiences. Launching the first LLM model created a hype around ChatGPT as a Gen-AI-based conversational tool. This led to the so-called chatbot war among tech companies – the infamous California Dollar Rush (Rudolph et al. 2023:370; Griffith & Metz 2023:45). Several tech companies followed OpenAI as an example, focusing on what they could get out of the ‘dollar rush.’ Studies conducted on Gen-AI tools viewed these LLMs as potent technological tools which are tagged as a ‘friend yet as a foe’ (Lim, Gunasekara, Pallant, Pallant, & Pechenkina 2023:13 of 13; Yang 2022:7 of 7). We do not know for sure if ChatGPT and related chatbots have caused a noteworthy change in teaching, learning, research, and ethics. However, more scientific inquiry must be conducted on its benefits and drawbacks. It is argued that Gen-AI is still in the infancy stage of research and development in education. Given the latter, studies are indicating that, for example, ChatGPT 3.5 and Claude2 could act on prompts in a ‘human’ manner but can also identify student learning gaps (Popenici & Kerr 2017:9; Zawacki-Richter et al. 2019:25; Lim et al. 2023:13 of 13). Kaplan-Rakowski, Grotewold, Hartwick, and Papin (2023) have discovered that ChatGPT 3.5, a Gen-AI-powered LLM tool, can create targeted content and assist with writing tasks for educators and students. Studies have indicated that Gen-AI is very 
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				beneficial and has become very popular in education (Holmes et al. 2023:634).

				Academic Dishonesty and Cheating with Gen-AI-Based Tools

				The emergence of ChatGPT has created a hype about chatbot popularity as a ‘hot tech topic’ (Leaver & Srdarov 2023:2 of 11; Taecharungroj 2023; Van Wyk et al. 2023). Several African studies have emerged on awareness of the Gen-AI tool that was created, and most academics and students have started using ChatGPT in teaching and learning (Baidoo-Anu & Ansah 2023; Mhlanga 2023; Van Wyk et al. 2023:216). Faculties of education have witnessed exponential promise due to Gen-AI-based tools, which have been implemented in contact, blended, and ODL (open distance learning) contexts. It could be deduced that Gen-AI tools have brought a pedagogical shift in HE. Studies conducted in these contexts found that these tools can enhance student learning and teaching opportunities. For example, Mohamed’s study reveals how educators view the efficacy of ChatGPT in teaching EFL (English foreign language) students (Mohamed 2024:3215). Research reports the advantages of using Gen-AI tools in fostering a student-centredness approach (Luan et al. 2020:9 of 11; Huang et al. 2022:238; Antonenko & Abramowitz 2023:69). When Gen-AI tools are applied in this approach, personalised learning experiences are supported and enhanced (Abawi 2015:49; Chan & Hu 2023:18 of 18; Li & Wong 2023:423; Lodge, Thompson & Corrin 2023:8). It also promotes students’ cognitive and emotional needs (Baek & Kim 2023). Cope, Kalantzis, and Searsmith (2021:1231) have found that educators utilised creative techniques to assess student work in various subjects.

				Ethical Implications of Using Gen-AI Tools in Teaching and Learning

				As Gen-AI tools are accessible to academics and students, academic dishonesty, cheating, plagiarism, and copyright infringement have ethical consequences for education. IHEs are updating their policies on tuition, research, and assessments to maintain academic honesty, according to recent studies. Cooper’s study reveals that using copyrighted material in science education 
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				without permission can have a negative impact on academic integrity (Cooper 2023:447). To curb this challenge, academics must be empowered to use Gen-AI tools to raise awareness and set an example for students. Studies have already reported possible remedies for academics to model and act responsibly on the use of Gen-AI tools in their praxis (Ali 2023:5; Huallpa 2023:112; Dwivedi, Kshetri, Hughes, Slade, Jeyaraj, Kar, Baabdullah, Koohang, Raghavan, Ahuja, & Albanna 2023:63 of 63; Cotton, Cotton, & Shipway 2023:10; Kelly, Sullivan, & Strampel 2023:14 of 16). 

				Strategies to Prevent Academic Cheating and Plagiarism 

				Some scholars argue that to protect the image and integrity of IHEs, specific measures must be developed to prevent cheating. This author believes that ethical considerations must be applied consistently and, if needed, policies related to integrity, copyright infringements, and praxis of academics must be revised. Given the latter, IHEs should implement strategies to prevent academic dishonesty. Literature provides measures and strategies that can be considered to prevent academic dishonesty of Gen-AI tools in teaching and learning. A study by Oravec (2023:215) found that specific cheating-detection strategies and AI-empowered skills could be used to support students in learning to deal with possible academic dishonesty or plagiarism. To prevent cheating, Sallam (2023:17 of 20), as well as Firaina and Sulisworo (2023:41) suggest that educators should present group projects, problem-based assignments, and case studies. In these assignments, students can present their findings together by writing and reporting. 

				There are other strategies suggested, like group discussions (Castillo, Silva, Arocutipa, Berrios, Rodriguez, Reyes, Lopez, Herbert, Rivera, & Arias-Gonzáles 2023:11). Several studies have reported soft skills for students to succeed and found employability in an AI-dominated workplace (Reilly 2018:52; Baidoo-Anu & Ansah 2023:57; Mukherjee 2023:124; Toli 2023:79). Scholars argue that soft skills such as social interaction skills (emotional self-regulation, collaborating with teams under pressure), creativity, curiosity (innate to explore, seek information to solve the problem, challenge assumptions), and 
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				critical thinking skills apply to AI generated information, logical reasoning, and reflective thinking (Chaudhry & Kazim 2021:14; Mukherjee 2023:124; Toli 2023:79). Universities subscribed to several plagiarism detection software such as Turnitin and SafeAssign. Additionally, other GPT detectors such as GPTZero, ZeroGPT, GPT 2 output detector, CheckGPT, and Writefull are designed to combat outsourcing assessment and research tasks (Liu, Yao, Li, & Luo 2023:23 of 23; Perkins 2023:14). However, with new LLMs such as ChatGPT, it is difficult for inexperienced faculty members and researchers to detect GPT-generated texts (Liu et al. 2023:22 of 23). 

				Many IHEs have recently employed plagiarism detection tools to promote novelty in writing and detect novel or unexpected ways of cheating or plagiarising (Canzonetta 2021:1). Before the launch of LLMs like ChatGPT 3.5, prior studies have revealed that anti-plagiarism software such as Turnitin and SafeAssign was used and reported as efficient in deterring plagiarism acts (Ledwith & Risquez 2008:374; Canzonetta 2021:1; Perkins 2023:13; Shang 2019:112).

				Methodology

				Since universities became known with ChatGPT 3.5, they started with critical conversations about Gen-AI in education. For example, throughout 2023, at this mentioned African university, academics were introduced to online webinars, face-to-face seminars, college discussion forums, and virtual conferences, centred around Gen-AI tools, in particular ChatGPT 3.5 in HE. In one of the virtual Microsoft Teams videoconferencing sessions on ChatGPT 3.5 and detectors, an invitation was sent to academics to participate in an awareness study related to Gen-AI conversational tools. Based on this exposure, the participants agreed and signed a consent application to accept being a part of the study. Based on the notion of phenomenology, African scholars’ phenomenology is the science of experiences-as-lived and both a theory and a method used to explore academic awareness and experiences with Gen-AI tools by academics (Koopman & Koopman 2018:16; Van Wyk 2022:124). Various research methods have been used to measure Gen-AI tools, but the chosen method was IPA 
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				(interpretative phenomenology analysis) for this study. Smith and Osborn (2008:67) argue that an IPA approach is conducted to create a narrative account for each participant through verbatim statements, views, and beliefs. For this study, the IPA is appropriate for exploring four academics’ lived experiences and how specific strategies to prevent cheating and academic dishonesty were applied in teaching and learning. The purposive sampling comprised academics. Pseudonym names were used, such as lecturers, senior lecturers, associate professors, and full professors, to protect the identity of participants. Dates and times were scheduled on Microsoft Teams to conduct the interviews. The interviews conducted on Microsoft Teams were transcribed. We then downloaded and secured the recordings as part of data management. An online link was sent to participants to verify the accuracy of recordings, transcripts, and questions. After a week, if participants agreed, an e-mail (no names to protect identification, codes as 12345@unisa.ac.za) was sent to the study’s author. The participants stated in their e-mailed responses that they agreed that the recordings, data generated, and transcripts were a true reflection. The e-mail served as proof of their participant validation and consent.

				The data exploitation approach for conducting the IPA approach as provided by Hycner (1999) indicates how the simplified ‘explicitation’ strategy as an ‘investigation of constituents of the phenomenon while keeping the context of the whole’ (Hycner 1999:161) is used. The extracts were analysed and themes were identified as guided by the IPA analysis process (Hycner 1999:148; Creswell 2013:slide 23; Nowell, Norris, White, & Moules 2017). The ethical clearance for the study was granted before it started (reference 2020/08/12/90178912/19/AM).

				Findings

				The results confirm that researchers conducted minimal research on ChatGPT as an AI conversational tool. Academics were aware of the potential benefits and drawbacks of ChatGPT for teaching and learning. Strategies were developed to prevent academic cheating in AI-based learning. 
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				Create an Awareness of Gen-AI Detector Tools

				After the launch of ChatGPT 3.5, students and academics agreed it is effortless to cheat or plagiarise with LLMs like ChatGPT or Barb. IHEs are compelling to empower staff and students to utilise Gen-AI tools for plagiarism detection, designed explicitly for AI-generated text. Participant 3 stated, ‘I informed my postgraduate students about the drawbacks of ChatGPT, but I exposed them to GPTZero as a Gen-AI detector software.’ 

				Universities introduced quality assurance practices and ethical considerations for postgraduate students to submit their chapters through Turnitin as a QA (quality assurance) mechanism to prevent academic cheating or plagiarism. Participant 4 narrated: ‘My doctoral students used Turnitin software, but the Gen-AI detector identifies whether part of the text is generated by any Gen-AI software.’ 

				Designing Active and Participative Authentic Learning and Assessment Tasks

				Participants believed that measures need to be taken to prevent academic cheating. They viewed the purpose of using chatbots to generate content for students to be critically evaluated and reflected on. Some asserted that educators must adopt strategies to avoid cheating or academic dishonesty. They proposed creating case studies and group projects for students to report on. Participant 1 claimed: ‘Problem-based learning tasks are used by this person to prevent cheating, where students reflect, solve, and evaluate each task either individually or in a group. The associate professor sets criteria for grading tasks performed by one group, and evaluated by another. A professor created projects for students to do instead of taking a regular test.’

				Exposing Students to Gen-AI Detection Tools

				Participants thought educating students about detector tools would discourage cheating and promote good behaviour. One participant (Participant 2) maintained that he exposed and empowered his students to use detector tools to combat cheating in his course. Participant 2 (female senior lecturer) asserted: ‘Since 
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				ChatGPT was launched, I have exposed my students to this generative tool. This was my way to create an awareness that detection tools will be used as a preventive measure to discourage cheating.’ Participant 3 (a professor) echoed the same sentiment: ‘Several communications (social media platforms) were posted or sent by internal e-mail to staff and students that using generative software is not allowed. This is a measure to prevent academic dishonesty.’

				Advocating Gen-AI-Chatbot Strategies

				Currently, different detector tools are available to prevent plagiarism. For some participants, advocating strategies to prevent cheating is the best way. They believe exposing students to detector software is vital to discourage cheating. Participant 4 (associate professor) narrated: ‘Before students submit an assessment task, a Gen-AI declaration is assigned. I explained the similarity in the text of each work. Ignorance is not an excuse, and cheating in my course can lead to my being deregistered.’

				However, some participants were positive and stated that embracing these generative tools is currently an excellent opportunity. Ethics and collective responsibility are essential for promoting chatbots in education. Participant 5 mentioned: ‘Inculcate a sense of ethical and collective responsibility among our students. I like the critical conversations about ethics and zero-tolerance of fraud using Gen-AI tools. I am of the view to protect our institution’s image, qualifications, and values.’

				Create Meaningful and Authentic Learning Opportunities 

				Participants opined that to prevent cheating among students, an awareness, adoption, and design of authentic learning experiences will ultimately change the usefulness of chatbots. Webinars on Gen-AI conversational tools are valuable strategies to increase awareness. We should create discussion forums and online panels to have critical conversations about detector software and inculcate a sense of the adoption of detector tools in teaching and learning. Participant 6 (associate professor) echoed: ‘Our college hosted several webinars on ChatGPT and other generative tools. To prevent cheating, assign research projects requiring students 
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				to create their own data collection tools or write case studies requiring human problem-solving skills.’ 

				Teaching Students that ChatGPT is Viewed as Truth or Fake

				Participants stated that they seldom heard conversations about the ethics of education and the importance of moral compasses. Some participants felt that technologies come with extra responsibilities and that ethics should be taught in every discipline. Another vital skill students should learn for future employability is asking better questions. Participant 7 (senior lecturer) discussed the importance ‘of avoiding inaccurate information from language models like ChatGPT in creating authentic learning opportunities. Can ChatGPT generate accurate content, or how far can we trust the information to be true? We must teach ourselves and the students that we graduate to do that.’

				Empowering Students with 21st-Century Soft Skills in an AI-Dominated World for Future Employability

				The exponential growth in Gen-AI in education has changed HE’s strategic and operational objectives. Students must be empowered with soft skills to succeed in an AI-dominated workplace. These soft skills are social interaction skills (emotional self-regulation, collaborating with teams under pressure), creativity, curiosity (innate to explore, seek information to solve the problem, and challenge assumptions), and critical thinking skills (applied to AI-generated information, logical reasoning and reflective thinking). Participant 5 argued that ‘soft skills are important to prepare students for future employability. They believe that universities must rethink and reimage curricula and relevant academic programmes to equip students with problem-solving, critical thinking, emotional intelligence, communication, interpersonal relations, and technical skills to be relevant for employability in an AI-dominated landscape.’

				In the past decade, an increase in rapidly evolving AI and technological advancements has changed the requirements for the workplace. For IHEs, businesses, and governments to be relevant in these rapid changes in AI-dominated spaces, it becomes imperative to rethink the relevance of existing curricula. 
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				As these AI-dominated tasks have changed the current and futuristic workplace, unique tasks done by humans have become obsolete. Participant 2 provided an example: ‘In one of my modules [design-based research], which focuses on academic writing and critical thinking, I used ChatGPT 3.5 to generate a 600-word text on a contemporary topic. For this activity, students must identify grammatical errors, in-text referencing, correctness of citations, analyse paraphrases of the text and present individually to the group. The group responded to each student’s presentation.’

				Create Alternative Assessment Strategies for Meaningful and Authentic Learning Opportunities 

				Academics revealed planned creative writing tasks. According to Participant 4, ‘it is vital to empower students in creative writing skills where students are asked to draw career timeline mapping and present each personal story on the career timeline mapping to the class.’ These assignments require original thought and personal expression and cannot be easily generated by an AI platform. Another authentic learning opportunity is the case study as an alternative strategy. Participant 7 claimed that as part of the creative writing skills course, students must apply learned skills and knowledge in real-world issues: ‘Students are instructed to plan and write a case study about any local community issue like sewerage as a serious environmental issue – ChatGPT generated text is not allowed.’

				Discussion of Findings

				In this study, the participants were of the view that Gen-AI tools could be an advantage in teaching and learning. Chatbots support students with case studies, problem-solving, project-based learning, and academic writing using AI-conversational tools (Kaplan-Rakowski et al. 2023:30). Participants echoed sentiments of the usefulness of Gen-AI tools in promoting advancing teaching and learning experiences (Megahed, Chen, Ferris, Knoth, & Jones-Farmer 2023:27 of 30; Castillo et al. 2023:11). According to Participant 8, ‘ChatGPT was very useful in developing academic writing skills for postgraduate students.’ Another issue that emerged 
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				from the interviews is that the disruptive Gen-AI conversational tools will likely change the face of HE immensely. Mohamed (2024:3208) reports that the lecturers viewed ChatGPT as efficient in teaching English Foreign Language students. Students were concerned about the cost and availability of AI tools for those who are disadvantaged, as companies were investing in them for profit. 

				Participants claimed that it is vital to be aware of and consider ethics when using AI chatbots. They felt academics must be cognisant of the speed of the emergence of new Gen-AI tools since the launch of ChatGPT 3.0 in 2022. Studies concur that the ethics of using Gen-AI tools by students is a major issue that needs to be addressed (Baek & Kim 2023; Eke 2023:4 of 4; Cotton et al. 2023:12). Certain studies are expressing the fear of ethical implications, as cheating, plagiarism, and copyright infringement have ethical implications for education (Cooper 2023:449). The participants concurred that ethics is at the heart of preventing and detecting cheating or academic dishonesty. There were already debates about ethical issues like academic dishonesty and cheating due to using Gen-AI tools. There are AI-detection software to detect academic dishonesty, but these are expensive for HE (Oravec 2023:213). 

				IHEs must update policies and educate staff and students to prevent cheating with Gen-AI tools (Dwivedi et al. 2023:61 of 63). According to the participants, these are critical strategies against academic dishonesty. 

				Certain measures are proposed to prevent academic cheating using AI in teaching and learning. Participants believed it necessary to prevent academic dishonesty and adopted measures to combat fraud and cheating. Students are allowed to present case studies, research, and problem-based projects as a group and report the results (Firaina & Sulisworo 2023:39). Participant 9 proposed an ‘alternative assessment by creating project-based learning tasks for students to plan, implement, and present their final projects.’ Studies advocate the use of AI chatbot strategies to prevent academic dishonesty (Ali 2023:4; Cotton et al. 2023:12). Several participants believed it is vital to expose students to detector software as a way to discourage cheating. Participants 
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				opined that to prevent cheating among students, awareness, adoption, and design of authentic learning experiences will ultimately change the usefulness of chatbots. Webinars on Gen-AI conversational tools are a valuable strategy to increase awareness. According to Castillo et al. (2023:10), discussion forums can be used as an effective, active method to create critical conversations about Gen-AI detector software to inculcate a sense of student adoption of detector tools. 

				Gen-AI tools had exponentially grown globally, so education had to change their teaching and learning. According to Castillo et al. (2023:16), ChatGPT had a significant impact on student learning. Scholars posit that soft skills like social interaction, creativity, curiosity, and reflective thinking are vital for futuristic workforce placement. Studies reported that students are empowered with soft skills to succeed in an AI-dominated workplace (Baidoo-Anu & Ansah 2023:57; Mukherjee 2023:124; Reilly 2018:52; Toli 2023:79). Participant 5 argued that ‘soft skills are important to prepare students for future employability. Universities must rethink and reimage the relevant academic programmes to equip students with problem-solving, critical thinking, emotional intelligence, communication, interpersonal relations, and technical skills to be relevant for employability in an AI-dominated landscape.’ 

				Conclusion

				Since the launch of the first LLM, several scholarly publications have reported benefits, but some scholars have raised concerns about ethics and morality. These LLMs have brought to light a significant pedagogical change in HE. This exploratory study revealed that academic staff created an awareness of the ethics of ChatGPT. Some participants raised a concern about whether ChatGPT is capable of generating accurate information because the world is full of inaccurate knowledge due to many chatbots. Participants believed that specific strategies could prevent academic dishonesty and cheating. The author of this study has suggested some strategies to prevent cheating with Gen-AI tools. Academics must redesign authentic context-based assessment tasks, such as specific case studies, problem-solving activities, and project-based learning tasks, and academic writing skills. 
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				As suggested by participants, these strategies create hands-on learning tasks, introduce students to Gen-AI detection tools, and create authentic learning opportunities. The participants suggested that education faculties need to update AI policies, provide guidelines and educate students about AI literacy skills and AI detector tools for the ethical use of Gen-AI tools in teaching and learning. Furthermore, sentiments revealed that education must rethink and reimagine existing curricula to strategise by empowering student educators with soft skills to succeed in an AI-dominated workplace.

				This study made significant contributions to advance an understanding of Gen-AI-based LLM research. This research indicates how Gen-AI can stop cheating in academia. It is suggested that awareness needs to be created using discussion forums and online panels as critical conversations about detector software like GPTZero. This study extends the theoretical knowledge of Gen-AI, in particular, an awareness of the ‘truth or fake’ of Gen-AI. The author recommended modifications to the education of educators, covering ethics, tuition, research, assessment, and professional development. Futuristic inquiry is to be conducted to rethink curricula to enhance the soft skills of student educators in preparing for an AI-dominated workplace.
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